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FOREWORD

Technology is the engine that powers superpowers. As the chair of the National Security 
Commission on Artificial Intelligence (NSCAI), I led the effort that ultimately delivered a 
harsh message to the U.S. Congress and to the administration: America is not prepared to 
defend or compete in the AI era. The fact is that America has been technologically domi-
nant for so long that some U.S. leaders came to take it for granted. They were wrong. A 
second technological superpower, China, has emerged. It happened with such astonishing 
speed that we’re all still straining to understand the implications.

Washington has awakened to find the United States deeply technologically enmeshed with 
its chief long-term rival. America built those technology ties over many years and for lots 
of good reasons. China’s tech sector continues to benefit American businesses, universities, 
and citizens in myriad ways—providing critical skilled labor and revenue to sustain U.S. 
R&D, for example. But that same Chinese tech sector also powers Beijing’s military build-
up, unfair trade practices, and repressive social control.

What should we do about this? In Washington, many people I talk to give a similar answer. 
They say that some degree of technological separation from China is necessary, but we 
shouldn’t go so far as to harm U.S. interests in the process. That’s exactly right, of course, 
but it’s also pretty vague. How partial should this partial separation be—would 15 percent 
of U.S.-China technological ties be severed, or 85 percent? Which technologies would fall 
on either side of the cut line? And what, really, is the strategy for America’s long-term tech-
nology relationship with China? The further I probe, the less clarity and consensus I find.



x          U.S.-CHINA TECHNOLOGICAL “DECOUPLING”: A STRATEGY AND POLICY FRAMEWORK 

In fairness, these are serious dilemmas. They’re also unfamiliar. “Decoupling” entered the 
Washington lexicon just a few years ago, and it represents a dramatic break from earlier 
assumptions. In 2018, for example, I remarked that the global internet would probably 
bifurcate into a Chinese-led internet and a U.S.-led internet. Back then, this idea was still 
novel enough that the comment made headlines around the world. Now, the prediction has 
already come halfway true. Meanwhile, policymakers—who usually aren’t technologists—
have scrambled to educate themselves about the intricate global supply chains that still link 
the United States, China, and many other countries.

In 2019, I was appointed to be the chair of the NSCAI, a congressionally mandated bipar-
tisan commission that was charged with “consider[ing] the methods and means necessary 
to advance the development of artificial intelligence, machine learning, and associated tech-
nologies to comprehensively address the national security and defense needs of the United 
States.”1 I worked with leaders in industry, academia, and government to formulate recom-
mendations that would be adopted by Congress, the administration, and departments and 
agencies.

We were successful, but this effort did not go far enough. That is why I continue to advocate 
for major legislation (such as the United States Innovation and Competition Act and the 
America COMPETES Act), to develop the next phase of implementable policy options 
(through the recently launched Special Competitive Studies Project), to support bold and 
ambitious research on the hardest AI problems (via my new AI2050 initiative), and to el-
evate public discussion (in my latest book, The Age of AI, with Henry Kissinger and Daniel 
Huttenlocher).

Still, there is so much more work to do to secure America’s technological future in the 
context of a rising China. Given the high stakes and dizzying complexity of the challenges, 
many U.S. leaders are still searching for a mental framework—a set of analytical tools 
to help them answer the most fundamental questions of strategy and policy. The China 
Strategy Group, a bipartisan group of thinkers and doers I convened with Jared Cohen in 
2020, sought to develop those kinds of frameworks. One of our key findings was that such 
profound national dilemmas call for deeper analysis by a broader range of independent 
voices.

That’s why I was so pleased to read Jon Bateman’s major new report, “U.S.-China 
Technological ‘Decoupling’: A Strategy and Policy Framework.” Jon is a brilliant thinker 
who has written an exceptional guidebook and blueprint for U.S. action. His report builds 
on recommendations outlined by the NSCAI and the China Strategy Group. It’s a major 
achievement, and I strongly hope that policymakers pay attention to it.

There is no shortage of analysis today on U.S.-China tech policy, but Jon’s report stands 
out for its ambition, clarity, and rigor. To start with, he avoids two of the biggest and most 
common pitfalls: offering hazy strategic ideas without explaining how to implement them, 
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or cataloging a laundry list of policies without any discernible strategy. Instead, Jon draws 
a straight line from the heights of American grand strategy to the trenches of agency deci-
sionmaking. With this methodical approach he outlines a smart, achievable agenda for a 
remarkable range of U.S. national security and economic goals. I particularly appreciated 
Jon’s prolific use of case studies to ground his proposals in technological reality.

Jon is not afraid to stake a position, and some of my favorite parts of his report were those 
that I disagreed with. He argues, for example, that the military importance of AI may be 
overestimated—or, at least, that the era of what China calls “intelligentized warfare” is 
probably still a long way away. I’ll take the other side of that bet, but I still found Jon’s anal-
ysis to be evenhanded and thought-provoking. And at this perilous moment in U.S. history, 
we simply can’t afford groupthink. With calls for a hard “decoupling” getting louder, fewer 
people are willing to say (or even ask) where it all ends. Jon is one of those people, and I 
applaud him for it.

The paradoxes of the U.S.-China tech relationship are not going away. The United States 
will need to continually reassess whether and how to remain interdependent with our major 
international rival. The decisions will be difficult, the debates heated. Jon’s report is among 
the best guides I have seen and will remain a touchstone for years to come.

Eric Schmidt 
Co-founder, Schmidt Futures 
Chair, Special Competitive Studies Project 
Former CEO & Chairman, Google
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EXECUTIVE SUMMARY

A partial “decoupling”2 of U.S. and Chinese technology ecosystems is well underway. Beijing 
plays an active role in this process, as do other governments and private actors around the 
world. But the U.S. government has been a primary driver in recent years with its increased 
use of technology restrictions: export controls, divestment orders, licensing denials, visa 
bans, sanctions, tariffs, and the like. There is bipartisan support for at least some bolster-
ing of U.S. tech controls, particularly for so-called strategic technologies, where Chinese 
advancement or influence could most threaten America’s national security and economic 
interests. But what exactly are these strategic technologies, and how hard should the U.S. 
government push to control them? Where 
is the responsible stopping point—the 
line beyond which technology restrictions 
aimed at China do more harm than good 
to America?

These are vexing questions with few, if any, 
clear answers. Yet the United States cannot 
afford simply to muddle through techno-
logical decoupling, one of the most consequential global trends of the early twenty-first cen-
tury. The U.S. technology base—foundational to national well-being and power—is thor-
oughly enmeshed with China in a larger, globe-spanning technological web. Cutting many 
strands of this web to reweave them into new patterns will be daunting and dangerous. 
Without a clear strategy, the U.S. government risks doing too little or—more likely—too 
much to curb technological interdependence with China. In particular, Washington may 
accidentally set in motion a chaotic, runaway decoupling that it cannot predict or control.

The United States cannot  
afford simply to muddle through 
technological “decoupling,” one of 
the most consequential global trends 
of the early twenty-first century.
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Sharper thinking and more informed debates are needed to develop a coherent, durable 
strategy. Today, disparate U.S. objectives are frequently lumped together into amorphous 
constructs like “technology competition.” Familiar terms like “supply chain security” often 
fail to clarify such basic matters as which U.S. interests must be secured and why. Important 
decisions are siloed within opaque forums (like the Committee on Foreign Investment 
in the United States [CFIUS]), narrow specialties (like export control law), or individual 
industries (like semiconductors), concealing the bigger picture. The traditional concerns 
of “tech policy” and “China policy” receive outsized attention, while second-order implica-
tions in other areas (such as climate policy) get short shrift. And as China discourse in the 
United States becomes more politically charged, arguments for preserving technology ties 
are increasingly muted or not voiced at all.

This report aims to address these gaps and show how American leaders can navigate the 
vast, perilous, largely unmapped terrain of technological decoupling. First, it gives an over-
view of U.S. thinking and policy—describing how U.S. views on Chinese technology have 
evolved in recent years and explaining the many tools that Washington uses to curb U.S.-
China technological interdependence. Second, it frames the major strategic choices fac-
ing U.S. leaders—summarizing three proposed strategies for technological decoupling and 
advocating a middle path that preserves and expands America’s options. Third, it translates 
this strategy into implementable policies and processes—proposing specific objectives for 
U.S. federal agencies and identifying the technology areas where government controls are 
(or are not) warranted. The report also highlights many domestic investments and other 
self-improvement measures that must go hand in hand with restrictive action.

THE EVOLUTION OF U.S. THINKING AND POLICY

The U.S. government’s interest in technological decoupling has risen dramatically since the 
mid-2010s. During this period, Beijing’s growing strength and more troubling behavior 
at home and abroad led U.S. leaders to revise their views of China, deeming it America’s 
primary state threat. At the same time, techno-nationalist ideas—depicting technology as 
an arena for interstate struggle rather than a neutral global marketplace—became ascendant 
around the world and eventually prevailed in Washington. Together, these two trends pro-
duced a new American techno-nationalism focused principally on China. It first took shape 
during former president Barack Obama’s second term, was elevated and implemented un-
der former president Donald Trump, and has been largely embraced by President Joe Biden.

Early U.S. actions were mainly “defensive”: restrictive measures aimed at thwarting or contain-
ing Chinese technology threats. Export and import controls, inbound and outbound invest-
ment restrictions, telecommunications and electronics licensing regimes, visa bans, financial 
sanctions, technology transaction rules, federal spending limits, and law enforcement actions 
have more frequently and intensively targeted China. Lately, Washington has increased its 
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focus on “offensive” measures—positive actions to nurture America’s own technological 
strength, such as investments in research and development (R&D) and education. Yet despite 
this offensive pivot, defensive measures continue to multiply and raise some of the most acute 
policy dilemmas. For example, cracking down on illicit Chinese technology transfer at U.S. 
universities can chill valuable scientific collaboration, and banning Chinese technologies on 
national security grounds may prompt Beijing (or others) to broaden their own trade barriers.

U.S. policymakers must have a firm grasp of the many different tools used to curb bilat-
eral technology interdependence. Defensive tools are often described generically as “sanc-
tions” or “blacklists,” but this conflates distinct legal authorities with a range of effects and 
implementing agencies. For example, SenseTime and Hytera are among the Chinese tech 
firms most targeted by U.S. controls, yet the restrictions imposed on each company do not 
overlap at all. Huawei, meanwhile, suffers from nearly all of the controls placed on both 
SenseTime and Hytera, plus others that are completely unique. To clarify the picture, this 
report offers a primer on key U.S. defensive authorities and how they have targeted the 
Chinese tech sector.

Under U.S. law, officials have vast discretion to impose technological decoupling. They 
need only invoke pliable concepts like “national security” or “the public interest” to restrict 
how technology products, services, and inputs move between America and China. Most 
restrictive powers have been used to a small fraction of their full decoupling potential. At 
the same time, restrictive authorities are fragmented across multiple agencies and policy 
domains. This combination of great power and great complexity increases the risk that U.S. 
technology controls will be poorly conceived or work at cross-purposes. It is therefore essen-
tial to develop a government-wide strategy that can prevent overreach and align disparate 
elements into a coherent whole.

CHOOSING A STRATEGY

A U.S. strategy for decoupling should envision the kind of technology relationship that 
America hopes to have with China, provide a rationale for this vision, and explain how it 
can be made into reality. A sound strategy would start with a multidimensional assessment 
of U.S.-China tech ties and their wide-ranging effects on diverse American interests. In 
fact, a strategy for technological decoupling should consider more than just tech-specific or 
China-specific concerns. It should be rooted in a larger U.S. grand strategy that reconciles 
decoupling with other national priorities, from international trade to domestic political stabil-
ity to global climate change, that might be impacted directly or indirectly. Washington still 
lacks such a decoupling strategy, even as it continually imposes new tech controls on China.

Leading proposals can be grouped into three general camps. First, a “restrictionist” camp 
believes that the U.S.-China technology relationship is zero-sum and that it tends to favor 
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Beijing, necessitating dramatic curtailment of bilateral tech ties. This group—including 
China hawks, some human rights defenders, and many national security officials—fears 
U.S. complacency during what it sees as a closing window to prevent China’s technological 
dominance. Second, a “cooperationist” camp perceives U.S.-China tech ties as non-zero-
sum and largely beneficial to America, casting doubt on key elements of Washington’s de-
coupling agenda. This group—including many business interests, techno-globalist activists, 
and some progressives—fears U.S. overreaction, inflated threat perceptions, and excessive 
confidence in restrictive tools.

Third, a “centrist” camp identifies the U.S.-China tech relationship as complex and un-
certain, with both zero-sum and non-zero-sum elements and mixed costs and benefits for 
both countries. Centrists want focused, finely tuned defensive measures plus large offensive 
investments. This group—including many mainstream think tank analysts, moderate po-
litical figures, and some state and local leaders—fears U.S. incapacity to balance interdepen-
dence and decoupling. Key capacity challenges include securing public-private coordina-
tion, mapping complex supply chains, and overcoming Washington gridlock, polarization, 
and bureaucratic clumsiness.

The United States should adopt a centrist strategy. The very existence of a heated debate 
among these three camps is itself an argument for the careful incrementalism that centrists 
espouse. We are still in the early years of a radically new phase in U.S.-China relations and 
only on the cusp of far-reaching global transformations promised by artificial intelligence 
(AI) and other emerging technologies. These coming changes, although unquestionably 
significant, remain difficult for present-day observers to assess. Policymakers should play 
for more time—preserving and expanding American options while the future comes into 
sharper focus.

The primary effort should be “offensive”: new investments and incentives to bolster and 
diversify innovation pathways, supply chains, talent pipelines, and revenue models in stra-
tegic technology areas. The United States has far more influence over its own technological 
strength than it has over China’s, and such investments act as a hedge against multiple sce-
narios. They can prepare America for full-scope technological decoupling with fewer costs 
and risks, should that become necessary, or they can position U.S. firms to compete better 
in a still-globalized technology marketplace.

Because offensive investments are challenging to implement and take a long time to pay off, 
fast-acting “defensive” restrictions should be used to buy time. Washington should insti-
tute controls in technology areas where China seems close to securing unique, strategically 
significant, and long-lasting advantages. Defensive measures can help to forestall Chinese 
breakthroughs long enough for U.S. offensive efforts to bear fruit.

However, restrictive tools should be confined to a secondary, supporting role and only 
used in compelling circumstances. Technology restrictions can be costly (harming U.S. 
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industries and innovators), imprecise (chilling more activity than intended), and even futile 
(failing to remedy the relevant Chinese tech threats). Restrictive tools by themselves can-
not ensure U.S. technological preeminence over the long haul, but they can and should 
frustrate Chinese dominance in the short run, preserving competitive opportunities while 
America regroups and regains momentum in key technology areas.

A centrist strategy of this kind will 
also help the U.S. government 
maintain its control over the de-
coupling process—keeping its pace 
and scope aligned with American 
needs. U.S. policymakers have en-
joyed the luxury of control during 
recent years, as Washington took 
the initiative while Beijing, other governments, and private entities around the world were 
comparably cautious and reactive in technological decoupling. But as decoupling acceler-
ates, these outside actors increasingly seek to seize initiative for themselves—for example, 
preempting future U.S. restrictions by acting first to reduce technology interdependence on 
their own terms. Meanwhile, decoupling has slowly begun to shift power within the United 
States toward political figures, commercial actors, and national security voices who advocate 
even stronger restrictive measures.

These dynamics create risks of unanticipated escalatory spirals. Washington might aim for 
a modest level of decoupling but end up with something broader, faster, and messier. In 
a worst-case scenario, the United States could accidentally set in motion a frenzied, ever-
intensifying cycle of decoupling that races well ahead of what the nation can afford. A 
centrist strategy can minimize this risk by ensuring that technology restrictions are targeted 
and precise. The United States must then communicate this strategic intention, and share 
more details of specific policies, to help stabilize expectations in China and elsewhere. Such 
clarity cuts against the grain for U.S. leaders, who like to preserve their own discretion and 
struggle to make credible commitments across presidential administrations. But in a com-
plex and interdependent global technology landscape, silence or ambiguity may actually 
cede control to others.

TRANSLATING STRATEGY INTO POLICY AND PROCESS

Any U.S. strategy—whether restrictionist, cooperationist, or centrist—must be translated 
into policies and processes to guide agency-level decisions. This is no simple task. It requires 
evaluating a host of technology areas, weighing numerous costs and benefits through the lens 
of multiple expert disciplines. Meaningful guidance must move past generalities and express 
clear policy choices, even in the face of uncertainty and a fraught domestic atmosphere. Thus, 

Restrictive tools by themselves 
cannot ensure U.S. technological 
preeminence over the long haul, but 
they can and should frustrate Chinese 
dominance in the short run.
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although many observers say that technological decoupling should be bounded and partial, 
there are few comprehensive, detailed proposals for how and where to draw such boundaries.

To develop such guidance, this report unpacks the many U.S. interests at stake and pro-
poses nine policy objectives for technological decoupling. National security objectives in-
clude maintaining a military edge over China, limiting Chinese national security espionage, 
preventing Chinese sabotage in a crisis, limiting Chinese influence operations, and denying 
support for Chinese or China-enabled authoritarianism and repression. Economic objec-
tives include countering unfair Chinese practices and intellectual property (IP) theft, and 
competing and leading in strategic industries. Then there are ancillary objectives—non-
technology goals that also influence American decoupling policy: obtaining general leverage 
over China, and shaping U.S. domestic narratives. These nine objectives, although linked, 
raise many distinct issues and dilemmas. They cannot be treated as interchangeable re-
sponses to an undifferentiated mass of “Chinese tech threats”—an all-too-typical approach.

The next step, and the heart of this report, is a careful review of the role U.S. technology 
controls should play in achieving these policy objectives (see Table 1). Taking each objective 
in turn, the report weighs the risks and benefits of U.S.-China technological interdepen-
dence against the risks and benefits of U.S. government technology controls. This analy-
sis leads to a series of proposed dividing lines—implementable standards for determining 
which technologies warrant restrictions and which do not. Specific examples help illustrate 
how these dividing lines would work in practice. Offensive measures essential to each objec-
tive are also highlighted. By considering the full gamut of U.S. interests across many differ-
ent technology areas, the report shows what a centrist decoupling might look like and how 
agencies could implement it.

This step-by-step process demonstrates several points that bolster the case for a cen-
trist approach. First, the most strategically significant technologies (like 5G telecom-
munications equipment and semiconductors) are few in number and already subject 
to strong U.S. government controls. A handful of other technology areas may need 
tighter China-oriented restrictions—for example, drone swarms, the U.S. bulk pow-
er system, and technologies sold to Xinjiang. Yet certain China-focused controls 
seem counterproductive in a number of other high-profile areas, such as geolocation 
data, social media platforms, and consumer devices like smartphones. Second, offi-
cial U.S. policy goals remain dangerously vague and open-ended. To avoid costly and 
quixotic technology wars, Washington must publicly clarify its vision for the global  
tech trade and set more achievable ambitions for countering techno-authoritarianism,  
maintaining a military edge over China, and preventing Chinese espionage, sabotage, and 
influence operations. Third, offensive policies have the greatest long-term potential for 
strengthening U.S. technology leadership, competitiveness, and resilience—and thereby 
achieving security and prosperity. Although technology restrictions are the primary subject 
of this report, they cannot be the primary focus of policymakers.
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Table 1: Overview of Recommended U.S. Policies

Proposed policy 
objective

Proposed standard for  
government tech controls

Illustrative policies Key offensive measures

NA
TI

O
NA

L 
SE

CU
RI

TY Maintain a  
military edge  
over China

Slow China’s acquisition of  
technologies that could thwart  
U.S. defense planning  
objectives.

Consider controls for drone  
swarm hardware, but review  
sanctions on Chinese super- 
computing organizations.

Speed up U.S. force trans-
formation. Improve defense 
industrial base information and 
cybersecurity.

Limit Chinese 
national security 
espionage

Deny China insider access to 
U.S. personal data it cannot 
otherwise readily obtain, whose 
loss would be hard to remedy.

Continue blocking sale of  
American genetics firms to  
Chinese entities, but allow sale  
of firms with geolocation data.

Pass national cybersecurity 
and data privacy laws. Improve 
defensive counterintelligence for 
U.S. government officials.

Prevent Chinese 
sabotage in  
a crisis

Deny China a presence in sys-
tems that could disrupt major 
U.S. military contingencies or 
cause mass casualties  
or evacuations.

Reinstate ban on Chinese large  
power transformers, but narrow  
and clarify the sweeping ICTS  
supply chain security rule.

Invest in adversary-agnostic 
cybersecurity and all-hazards 
resilience of critical military and 
civilian systems.

Limit Chinese  
influence  
operations

Prevent China from swinging a 
federal election or significantly 
reducing public confidence in  
elections or pandemic 
measures.

Permit Chinese ownership and  
operation of TikTok pending  
further analysis. Do not force  
Chinese divestment from U.S.  
video game developers based on 
influence threats.

Repair U.S. information ecosys-
tem by regulating platforms, 
reforming election law, funding 
education and journalism, and 
facilitating basic research.

Deny support for 
China-enabled 
authoritarianism 
and repression

Avoid U.S. complicity in  
Beijing’s repression of  
minorities. Dissuade China 
from selling, and others  
from buying, repressive tech.

Sanction Chinese tech com-
panies that support Xinjiang 
security operations, but clarify 
the “surveillance technology 
sector” authority.

Press Americans, U.S. allies, 
and others on the use or sale of 
repressive tech. Model liberal 
democratic tech policies at home.

EC
O

NO
M

IC

Counter unfair 
Chinese eco-
nomic practices 
and IP theft

Link U.S. technology controls to 
a comprehensive strategy for 
the international trade system.

Reconcile U.S. open trade  
aspirations with America’s tech-
related trade barriers and claims 
of a WTO “national security 
exception.”

Cultivate a united front among 
U.S. allies about the WTO’s  
future and China’s role within it.

Compete and 
lead in strategic 
industries

Prevent long-term Chinese 
dominance of tech industries 
expected to have the largest 
economic impact (and some 
national security nexus).

Maintain controls on 5G tele-
coms equipment, but generally 
avoid restricting AI software, 
smartphones, and Internet of 
Things on economic grounds.

Increase federal spending on 
R&D, STEM education and  
training, and innovation  
infrastructure. Step up  
antitrust scrutiny and reforms.

AN
CI

LL
AR

Y

Obtain general 
leverage over  
China

Use technology restrictions as 
bargaining chips with Beijing in  
rare cases when they could  
advance supreme U.S. interests.

Consider leveraging Huawei 
sanctions to secure Chinese 
emissions reductions, but not 
to expand U.S. market access in 
non-technology sectors.

Build and sustain international 
coalitions to press China on key 
U.S. concerns.

Shape U.S.  
domestic  
narratives

Raise domestic awareness 
about technology threats 
from China while minimizing 
politicization.

Use regularized processes 
instead of executive orders. 
Empower oversight elements.

Carry out responsible, factual 
domestic messaging campaigns. 
Listen to domestic stakeholders.
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THE EVOLUTION OF  
U.S. THINKING AND POLICY

In the last few years, the U.S. government has come to see technological interdependence 
with China as a major threat to American security, prosperity, and values. Washington fears 
that Beijing can leverage technological linkages to steal secrets, spread disinformation, sur-
veil dissidents, hold U.S. infrastructure hostage, and leap ahead in economic competition, 
among other threats. As a result, U.S. officials of both parties have sought to substantially—
though not completely—reduce the flow of technology products, services, and inputs to 
and from China. This process is sometimes called “technological decoupling.”3 Decoupling 
is not just a bilateral phenomenon, nor is it entirely the product of governmental policy. 
Many public and private sector actors around the world are contributing—in different 
ways, and with varying motivations and levels of enthusiasm—to the trend.

Although the overall trend toward technological decoupling is clear, its exact course and 
ultimate extent remain unknown. There are many possibilities. In an extreme scenario, de-
coupling widens and accelerates until distinct geo-technological spheres emerge—one cen-
tered on the United States, one centered on China, and perhaps others. Because technology 
is so intertwined with all commercial activity, such a technological split would drastically 
reduce every kind of economic interaction between China and the U.S.-aligned world. In 
the opposite scenario, U.S.-China technology ties gradually begin to stabilize, finding a 
new equilibrium that preserves the vast bulk of the global technology supply chain. Various 
other scenarios lie in between these two poles, and many international actors are vying to 
shape the future.



10          U.S.-CHINA TECHNOLOGICAL “DECOUPLING”: A STRATEGY AND POLICY FRAMEWORK 

The most important decisionmaker, for 
now, is the U.S. government. Washington 
has been a principal driver of recent techno-
logical decoupling with China and remains 
uniquely able to adjust this global trend 
up or down. By comparison, other ma-
jor actors have been more reactive. While 
Beijing has long maintained its own limits 

on American and other foreign technology, it has been more hesitant than Washington to 
add significant new technology restrictions in recent years. China still appears interested 
in retaining many of the technological links it has built over decades, at least until it can 
position itself for greater self-sufficiency. Beijing has therefore responded in a cautious, 
reciprocal manner to many U.S. tech restrictions (though it is gradually becoming more 
assertive). Other governments and private sector players have diverse views on technologi-
cal decoupling, yet very few are as forward-leaning as the U.S. government, and none has 
pushed the trend as forcefully and effectively.

A NEW CONVENTIONAL WISDOM

Two broad trends have driven the U.S. government’s recent interest in technological decou-
pling. First, beginning in the mid-2010s, U.S. policymakers and political leaders developed 
much darker views of China. Previously, most in Washington had believed that China’s rise 
was largely compatible with and even beneficial to American interests. Although Beijing’s 
human rights abuses, market distortions, and other behavior were always points of fric-
tion, U.S. officials in the 1990s and 2000s thought the best solutions were further integra-
tion of China into global institutions and deepening of bilateral political and economic 
engagement.4

This official consensus, never without dissenters, eroded and eventually collapsed during 
the Obama administration. Major catalysts included China’s militarization of disputed is-
lands and broader military buildup; its unrelenting intellectual property theft and exploi-
tation of international trade rules to move up the economic value chain; its deepening 
authoritarianism and abhorrent repression of Uyghurs and other minority groups; and its 
bolder encroachments on Hong Kong and Taiwan.5 Across the board, China seemed in-
creasingly intent on and capable of challenging U.S. interests, values, and visions of global 
order. These developments caused a sea change in U.S. thinking on China. Within a few 
short years, cautious optimism or ambivalence turned into distress and fear, and most U.S. 
policymakers came to identify Beijing as America’s primary long-term state threat (see Table 
2). As a result, U.S. leaders belatedly started to scrutinize the many ways their country had 
become dependent on or supportive of China in prior decades—with technology rightly 
emerging as a central concern.

The U.S. government has  
been a principal driver of recent 

technological decoupling with China 
and remains uniquely able to adjust 

this global trend up or down.
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Table 2: U.S. Rhetoric on China Has Shifted Dramatically Over a Decade

2010

Obama National Security Strategy

“We will continue to pursue a positive, constructive, and comprehensive  
relationship with China.”

2015

Obama National Security Strategy
“The scope of our cooperation with China is unprecedented even as we remain alert.”

2015

Secretary of Defense Ashton Carter, 
Obama White House

“A return to great power competition,” though “nothing is preordained about  
this relationship.”

2017

Trump National Security Strategy
“China . . . want[s] to shape a world antithetical to U.S. values and interests.”

2020

Secretary of State Mike Pompeo

“The Chinese Communist Party[’s] actions are the primary challenge today in  
the free world.”

2021

Secretary of State Antony Blinken

“Our relationship with China will be competitive when it should be, collaborative  
when it can be, and adversarial when it must be.”

Sources: “National Security Strategy,” White House, May 2010, https://obamawhitehouse.archives.gov/sites/default/
files/rss_viewer/national_security_strategy.pdf; White House, “National Security Strategy,” February 2015, https://
obamawhitehouse.archives.gov/sites/default/files/docs/2015_national_security_strategy_2.pdf; David B. Larter, 
“White House Tells the Pentagon to Quit Talking About ‘Competition’ With China,” Navy Times, September 26, 2016, 
https://www.navytimes.com/news/your-navy/2016/09/26/white-house-tells-the-pentagon-to-quit-talking-about-
competition-with-china/; Michael R. Pompeo, “Communist China and the Free World’s Future,” State Department, 
July 23, 2020, https://2017-2021.state.gov/communist-china-and-the-free-worlds-future-2/index.html; Antony J. 
Blinken, “A Foreign Policy for the American People,” State Department, March 3, 2021, https://www.state.gov/a-
foreign-policy-for-the-american-people/.

Second, during roughly the same period, techno-nationalist ideas became ascendant around 
the world and eventually took hold in the United States. By the 2010s, digital technologies 
such as online platforms, mobile devices and apps, streaming media, and targeted advertis-
ing had matured into powerful new global industries, unsettling previous economic struc-
tures. Some tech firms, like social media companies, even subsumed state-like functions—
setting terms for public discourse and determining when and how governments could access 
their own citizens’ private information. Digital technologies also came to have great value in 
espionage and warfare. Because the most globally successful tech companies were American, 
China and many other countries bristled at the entrenchment and extension of U.S. influ-
ence. They sought ways to claw back some measure of digital sovereignty—especially after 
Edward Snowden’s disclosures about U.S. surveillance.

Washington was more sanguine at first. It had long extolled the digital globalization led by 
U.S.-based multinational tech companies, which enriched Silicon Valley and empowered 
America on the world stage. But an onslaught of major cyber and influence operations by 

https://obamawhitehouse.archives.gov/sites/default/files/rss_viewer/national_security_strategy.pdf
https://obamawhitehouse.archives.gov/sites/default/files/rss_viewer/national_security_strategy.pdf
https://obamawhitehouse.archives.gov/sites/default/files/docs/2015_national_security_strategy_2.pdf
https://obamawhitehouse.archives.gov/sites/default/files/docs/2015_national_security_strategy_2.pdf
https://www.navytimes.com/news/your-navy/2016/09/26/white-house-tells-the-pentagon-to-quit-talking-about-competition-with-china/
https://www.navytimes.com/news/your-navy/2016/09/26/white-house-tells-the-pentagon-to-quit-talking-about-competition-with-china/
https://2017-2021.state.gov/communist-china-and-the-free-worlds-future-2/index.html
https://www.state.gov/a-foreign-policy-for-the-american-people/
https://www.state.gov/a-foreign-policy-for-the-american-people/
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foreign actors, including China, gradually convinced U.S. leaders that America’s digital 
openness was also a vulnerability.6 Meanwhile, there was growing apprehension about the 
next wave of emerging tech, especially machine learning and 5G. These innovations were 
said to be even more transformative than previous digital technologies—but this time, 
China would rival or even surpass Western capabilities, in part due to Beijing’s organized 
exploitation of its technological links with the West. Washington finally realized what other 
governments already understood: technology had become a key arena of interstate compe-
tition that could not simply be left to the marketplace. U.S. technology would need to be 
better protected from adversaries and more closely aligned with national strategy.

These two trends gave birth to a new American techno-nationalism focused principally on 
China. The basic ideas began to take shape during former president Barack Obama’s second 
term and drove a few early regulatory actions.7 The Trump administration then went much 
further, elevating techno-nationalist thought within U.S. strategy and rhetoric and greatly 
expanding the number and scope of measures targeting Chinese tech threats. President Joe 
Biden, while making some tactical adjustments, has largely followed suit so far. There is 
now bipartisan consensus that the U.S. government must take a lead role in organizing the 
American technology ecosystem to reduce its interdependence with China.

PAST PRECEDENTS

Today’s American techno-nationalism is not wholly unprecedented. In fact, much of the 
institutional architecture that Washington now uses to nurture and protect U.S. technol-
ogy strength originated during two prior techno-nationalist periods. Early in the Cold War, 
U.S. leaders recognized that science and engineering would be key factors in America’s 
military and geopolitical struggle with the Soviet Union. Thus they created the National 
Science Foundation, spent extraordinary sums on the Space Race, used defense contracts 
to seed what would become Silicon Valley, expanded the federal role in higher education, 
and worked with allies to establish the Coordinating Committee for Multilateral Export 
Controls (COCOM).8 By the time the Cold War was receding in the late 1980s and early 
1990s, Japan had emerged as a fierce economic and technological competitor to the United 
States. This spurred another wave of U.S. techno-nationalist policies, including the cre-
ation of SEMATECH, a public-private partnership with the domestic semiconductor in-
dustry, and the Exon-Florio Amendment, which transformed the Committee on Foreign 
Investment in the United States from a sleepy study group into a powerful regulator of 
cross-border deals.9

These earlier periods of techno-nationalism, which are still being debated, offer many po-
tential lessons for today’s U.S. policymakers.10 Yet historical analogies should be treated 
with caution, as they fail to capture unique features of the current China challenge. The 
United States has successfully contested a geopolitical adversary (the Soviet Union) and a 
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modern technological competitor (Japan), but it must now face a single rival that plays both 
these roles at once and has more latent capacity than either of its predecessors.

China’s economy could become the 
world’s largest in a decade, and it is already 
about 70 percent as big as America’s in 
nominal terms—roughly equal to Japan’s 
peak proportion (in 1995) and perhaps 
twice the share (or more) ever achieved by 
the Soviet Union.11 China’s population is 
more than four times that of the United 
States, whereas the Soviet Union was only 
slightly larger than America, and Japan 
much smaller.12 Of course, China lacks 
the Soviet Union’s world-class nuclear arsenal and large network of allies, client states, and 
ideological bedfellows. And Beijing has fought no proxy wars in recent decades. Yet its deep 
economic and technological integration with the U.S.-aligned world grants it opportuni-
ties that the Kremlin never had, creating novel dilemmas for Washington. And while the 
Chinese economy faces serious demographic, financial, and political risks in the years to 
come, Beijing’s signature brand of state-guided capitalism appears more dynamic and resil-
ient than the creaky machinery of Soviet central planning.

The technological landscape has also changed a great deal since the mid-to-late twentieth 
century. Then, the U.S. government was a leading innovator in its own right and “spun off” 
many breakthroughs to the private sector. Now, private companies develop the most excit-
ing new technologies while the public sector scrambles to understand and absorb them. 
Then, Washington had relatively cozy relationships with large American companies—as 
expressed in the famous (though hyperbolic) claim that “what was good for our country 
was good for General Motors, and vice versa.”13 Today, major U.S.-based tech firms are 
vast, multinational, digital-physical enterprises with complex loyalties and their own for-
eign policies.14

The American nation has also changed, as has the world and the U.S. role within it. 
Domestic social cohesion, governance capacity, and political stability have plummeted.15 
U.S. leaders now struggle to do anything big at home, or even to rally the country in the 
face of foreign threats. Looking outward, Washington confronts a more multipolar system 
and a somewhat strained set of alliances. America still leads, but with diminished influence, 
credibility, and prestige. Today’s world is also much more interconnected, thanks in large 
part to decades of U.S.-driven globalization. Collaborative scientific research and interna-
tional technology supply chains span the globe, creating efficiencies never before possible. 
But this interconnectedness also comes with looming, systemic risks: global climate change, 
global financial crises, global pandemics, global supply chain disruptions, and global cyber 

The United States has successfully 
contested a geopolitical adversary 
(the Soviet Union) and a modern 
technological competitor (Japan). 
But China now plays both these roles 
and has more latent capacity than 
either predecessor.
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incidents, among others.16 Global challeng-
es demand global cooperation, yet interna-
tional institutions have struggled to meet 
the moment.

In short, U.S. leaders find themselves in 
uncharted territory. Although America 
has a rich heritage of techno-nationalist 
thought and policy to draw upon and learn 

from, today’s circumstances are quite different from those faced by previous generations. 
Techno-nationalism must be reconsidered for a radically changed world. This means look-
ing with fresh eyes at familiar strategies and policies.

“OFFENSIVE” AND “DEFENSIVE” MEASURES

U.S. techno-nationalist policies are often divided into two groups. “Defensive” measures 
aim to thwart and contain technology threats from China, while “offensive” measures seek 
to nurture America’s own technological strength. During the Trump era, policymakers in 
the administration and Congress overwhelmingly focused on defensive measures, such as 
export controls, investment restrictions, and the denial of visas and regulatory licenses for 
Chinese workers, students, and businesses. While defensive measures are still being actively 
developed and deployed, there is now some consensus—among Biden administration of-
ficials, members of Congress, and outside policy experts—that offensive measures deserve 
far more attention. This shift can be seen in bills like the U.S. Innovation and Competition 
Act and the America COMPETES Act, two mammoth pieces of draft legislation. Although 
the bills contain multiple defensive measures, they focus primarily on offensive goals like 
funding and facilitating R&D.

That said, defensive measures continue to raise some of the most acute policy dilemmas. 
On the one hand, these tools provide uniquely powerful means for Washington to reshape 
the bilateral technology relationship. Regulations and other coercive federal powers can be 
used to quickly sever technology links deemed unduly risky. This obviates the need for U.S. 
leaders to cajole American businesses or universities with patriotic appeals, to place faith in 
blind market forces that may not align with national policy, or to negotiate directly with 
the Chinese government or (sometimes) with other governments. Moreover, the executive 
branch can often impose defensive measures on its own initiative, without the need for new 
statutes or spending bills from Congress.

However, defensive measures can come with significant costs and risks. They may cut off—
perhaps abruptly—key sources of labor, supplies, and funds that U.S. businesses and uni-

Techno-nationalism must  
be reconsidered for a radically 

changed world. This means looking 
with fresh eyes at familiar  

strategies and policies.



JON BATEMAN         15     

versities depend on to develop and deploy important technologies.17 Defensive actions may 
provoke China’s ire, triggering various forms of retaliation and further damaging a sensitive 
bilateral relationship. Allies and trading partners may also object to or resist U.S. actions 
that disrupt global technology supply chains. Moreover, each new defensive measure raises 
the possibility of still more restrictions in the future, causing outside actors to try to get 
ahead of U.S. policy and thereby increasing the risk of a decoupling spiral that exceeds U.S. 
tolerances.

Thus, while U.S. leaders rightly refocus their attention on offensive actions to promote 
American technological strength from within, they must also make difficult decisions about 
the role of defensive measures. Washington must find a delicate balance that addresses 
legitimate concerns about Chinese technology while avoiding overreach and self-sabotage.

There are many kinds of defensive tools, and U.S. policymakers must have a firm grasp 
of their differences (see Table 3). Defensive tools are often described generically as “sanc-
tions” or “blacklists,” but this conflates distinct legal authorities with a range of effects and 
implementing agencies. For example, SenseTime and Hytera are among the Chinese tech 
firms most targeted by U.S. controls, yet the restrictions imposed on each company do not 
overlap at all. Huawei, meanwhile, suffers from nearly all of the controls placed on both 
SenseTime and Hytera, plus others that are completely unique (see Table 4 at the end of 
the chapter).

What follows is a primer on key U.S. government authorities that have been, or could be, used 
to curb the flow of technology to and from China. It seeks to outline, in a slightly simplified 
form, the most important legal authorities. It describes which agencies are involved, what 
discretion they have, and how the Chinese tech sector has been targeted in recent years.18

Table 3: Washington’s Large and Growing Tool Kit of Technology Restrictions

Pre-2017 Authorities Major China-Related Developments Since 2017

Export  
Controls

	• International Traffic in Arms Regula-
tions (including U.S. Munitions List)

	• Export Administration Regulations 
(including Commerce Control List, 
Entity List, deemed export restrictions, 
foreign direct product and de minimis 
rules)

	• Export Control Reform Act mandated emerging and founda-
tional technology controls

	• Military end user (MEU)/end use restrictions tightened and 
MEU List created

	• Entity List greatly expanded

	• Foreign direct product rule tightened for Huawei

	• Civilian exception rescinded

	• Hong Kong’s preferential treatment ended
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Pre-2017 Authorities Major China-Related Developments Since 2017

Investment 
Restrictions

	• Committee on Foreign Investment in 
the United States (CFIUS)

	• CFIUS activity increased

	• Foreign Investment Risk Review Modernization Act passed

	• Non-SDN Chinese Military-Industrial Complex Companies List 
created

	• Holding Foreign Companies Accountable Act passed

Telecoms  
Licensing and 
Equipment 
Authorizations

	• Carrier public interest certificate

	• Submarine cable landing licensing

	• Radio frequency equipment  
authorization (technically based)

	• Secure and Trusted Communications Networks Act created the 
FCC’s Covered List

	• Team Telecom formalized

	• Chinese carrier and cable landing licenses denied or revoked

	• Secure Equipment Act barred radio frequency equipment on 
national security grounds

Visa  
Restrictions

	• Section 212(a)(3)(C) of the  
Immigration and Nationality Act (INA)

	• Section 212(f) of the INA

	• Visa ban instituted for graduate students and researchers tied 
to military-civil fusion

	• Certain Huawei employees barred

	• Chinese Communist Party members restricted

Import  
Restrictions

	• Antidumping duties

	• Countervailing duties

	• Section 337 of the Tariff Act of 1930

	• Broad-based tariffs imposed under a revived Section 301 of 
the Trade Act of 1974

	• Steel and aluminum tariffs imposed under a revived Section 
232(b) of the Trade Expansion Act

	• DJI drones and Hytera radios excluded (the former later 
rescinded)

	• Xinjiang-made goods presumptively banned

Financial  
Sanctions

	• International Emergency Economic 
Powers Act and National Emergen-
cies Act

	• Specially Designated Nationals (SDN) 
List

	• Global Magnitsky Act

	• Chinese actors placed on SDN list for human rights abuses,  
corruption, and Hong Kong repression

	• U.S. Innovation and Competition Act passed Senate (would 
mandate further sanctions on Chinese actors)

Technology 
Transaction 
Rules

	• International Emergency Economic 
Powers Act and National Emergen-
cies Act

	• “App bans” attempted on TikTok, WeChat, and others (later 
rescinded)

	• Bulk power system order instituted (later rescinded)

	• Information and communications technology or services 
(ICTS) supply chain security rule enacted

Federal Use 
and Spending 
Restrictions

	• Various 	• Drone use and purchase restricted

	• Section 889 of the 2019 National Defense Authorization Act 
restricted government and contractor use of Chinese tech

	• “Remove and replace” rule enacted

Law  
Enforcement

	• Federal investigation and prosecution 	• China Initiative announced (later ended)

	• Nontraditional collector cases prosecuted
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EXPORT CONTROLS

U.S. export controls restrict the transfer of sensitive goods, services, and data to foreign coun-
tries. There are multiple, overlaying export control regimes administered by different federal 
agencies with distinct legal authorities. In general, controls can target the item being exported 
(as in “list-based” controls), the country an item is being sent to (as in economic embargoes), 
an item’s ultimate recipient (as in end-user or end-use controls), or some combination. Export 
controls vary in their restrictiveness, from 
total bans to permissive licensing processes. 
The government’s criteria for granting or de-
nying licenses is a key determinant of an ex-
port control’s practical impact, though such 
criteria are often opaque to the public.19

U.S. law requires that export controls be 
justified on national security and foreign 
policy grounds.20 Common rationales for export controls include maintenance of U.S. mil-
itary superiority, nonproliferation of WMDs, and promotion of human rights. However, 
the concept of “national security” is subject to interpretation and might conceivably include 
an economic component. For example, the Export Control Reform Act (ECRA) of 2018 
proclaims that U.S. national security “requires that the United States maintain its leadership 
in the science, technology, engineering, and manufacturing sectors, including foundational 
technology that is essential to innovation,” and that “such leadership requires that United 
States persons are competitive in global markets.”21 Congress passed ECRA in large part due 
to concerns about Chinese technological advancement.22

For military items, the primary export control regime is the International Traffic in Arms 
Regulations (ITAR), administered by the Department of State. ITAR includes a list-based 
control called the U.S. Munitions List (USML). Despite its name, the USML encom-
passes a great deal beyond munitions, including military electronics, military cryptographic 
systems, electronic intelligence systems such as offensive cyber capabilities, and a variety of 
technical data.23 The current list reflects a ten-year effort by the State Department to de-list 
“less sensitive items” and transfer them to more permissive regulatory regimes.24 The USML 
is now meant to cover only “those items that provide the United States with a critical mili-
tary or intelligence advantage or, in the case of weapons, perform an inherently military 
function.”25 Nothing on the USML may be exported to China.26 And in 2020, then presi-
dent Donald Trump ordered that Hong Kong be treated as part of China under U.S. export 
control (and other) laws—effectively barring the transshipment of USML items through 
this global trading hub and port city.27

Civilian, dual-use, and less sensitive military items are governed by the Export 
Administration Regulations (EAR), which the Department of Commerce administers.28 

U.S. law requires that export 
controls be justified on national 
security grounds. However, “national 
security” might conceivably include 
an economic component.
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The EAR has multiple components, including a list-based regime called the Commerce 
Control List (CCL). Each item on the CCL has one or more “reasons for control” that 
explain the listing’s justification and determine which countries it affects. Relatively few 
reasons for control apply to Canada, for example—only those based on chemical and bio-
logical weapons nonproliferation or the Inter-American Firearms Convention. China, by 
contrast, is subject to a variety of control categories, including those tied to regional stabil-
ity, missile proliferation, policing abuses, and broad national security concerns.29 The CCL 
contains—among many other items—certain software, technology, and manufacturing 
equipment used to design and produce semiconductors, some of which requires a license to 
be exported to China.30

The Commerce Department says that “generally, the licensing policy for China is to approve 
items for civil end use to civil end users.”31 However, differentiating civil from military (or 
dual-use) applications in China is no simple matter. Consider the EAR rule, adopted in 
2020, that restricts certain exports—including “low-level electronics” and “mass market en-
cryption hardware and software (such as laptops and smartphones)”—destined for Chinese 
“military end uses” and “military end users.”32 The latter category includes “any person 
or entity whose actions or functions are intended to support ‘military end uses.’”33 The na-
ture and extent of such support, and its relationship to the exported item, are not explicitly 
defined. Thus, under a strict reading of this language, U.S. companies might need to obtain 
a license before “supplying non-sensitive, broadly available items to Chinese companies for 
civilian applications” if those Chinese companies also happen to do business, however little, 
with the People’s Liberation Army (PLA) or its affiliates.34 The Commerce Department 
publishes a Military End User (MEU) List to aid in due diligence, but it is nonexhaustive, 
meaning that a recipient’s absence from the list provides no guarantee that an export would 
be legal.35 As of yet, the MEU List does not include any well-known Chinese commercial 
technology firms.

The Export Control Reform Act also calls for an effort to identify and control “emerg-
ing and foundational technologies” that “are essential to the national security of the 
United States.”36 Congress drafted this provision in large part to prevent China from gain-
ing early access to potentially important U.S. technology. However, the executive branch 
has struggled to define a set of “emerging and foundational technologies” that warrant 
export controls yet are not already subject to them. The Trump administration initially 
considered controls on a wide swath of “emerging” tech areas prioritized by Beijing’s Made 
in China 2025 plan, including genetic engineering, AI, additive manufacturing, robotics, 
and advanced materials.37 But U.S. businesses and universities pushed back hard against 
the notion of controlling such broad and commercially important categories. As a result, 
the Commerce Department opted to impose only a few narrow controls related to chemi-
cal and biological weapons development, high-end semiconductor manufacturing, and ad-
vanced digital forensics and lawful intercept.38
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The Commerce Department also administers the Entity List, an end-user-based control 
that targets foreign companies and other entities involved in “activities contrary to the na-
tional security or foreign policy interests of the United States.”39 Designated entities can be 
barred from importing any items “subject to the EAR” (including almost any U.S.-origin 
product); the exporter must first obtain a license, which may be subject to presumptive 
denial.40 China has been a growing focus of the Entity List (see Figure 1). The number 
of unique China-based entries has quadrupled since 2018, from 130 to 532.41 Four years 
ago, China comprised only 14 percent of the Entity List; today, it accounts for 29 percent. 
Nearly half of the Entity List’s overall growth during that period came from new Chinese 
entries. The list now includes many of China’s leaders in areas such as telecommunica-
tions (Huawei), AI (SenseTime, Megvii, iFLYTEK), semiconductors (SMIC, HiSilicon, 
Phytium), digital cameras (Hikvision, Dahua), drones (DJI), cybersecurity (Qihoo 360), 
and supercomputers (China’s National Supercomputing Centers). These tech leaders were 
generally cited for supporting China’s human rights violations—particularly in Xinjiang—
or its military advancement.

Figure 1: The Entity List Is Increasingly Focused on China

 

Source: Author’s analysis of the Commerce Department’s Entity List spreadsheet available at https://www.bis.doc 
.gov/index.php/documents/consolidated-entity-list/1072-el-2.

Note: China figures include Hong Kong. Entries with exact duplicate names were excluded, but entries for close varia-
tions of names, aliases, subsidiaries, and affiliates were included. Undated entries were assumed to predate 2018.
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The Entity List Is Increasingly Focused on China

SOURCE: Author’s analysis of the Commerce Department’s Entity List spreadsheet available at 
https://www.bis.doc.gov/index.php/documents/consolidated-entity-list/1072-el-2.
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The EAR mainly governs U.S.-origin items—whether exported from the United States, re-
exported from one foreign country to another, or transferred within a foreign country.42 But 
the regulations also cover some foreign-origin goods that have a nexus with controlled U.S. 
material. Two kinds of foreign products are deemed “subject to the EAR,” which means 
they cannot be re-exported to companies on the Entity List without a license. The first kind 
is foreign items that incorporate, or are comingled with, a threshold amount of controlled 
U.S.-origin content.43 For re-exports to China and most other countries, the usual “de 
minimis” threshold is 25 percent of an item’s fair market value. In other words, a Japanese 
computer costing $1,000 could not be re-exported to SenseTime if it contained more than 
$250 worth of controlled U.S. components.

The second category is so-called foreign-produced direct products—items that may not 
actually contain any controlled U.S. tech but were nonetheless designed or manufactured 
with the assistance of such tech.44 Traditionally, this rule covered only those foreign prod-
ucts deriving from a particular subset of controlled U.S. technologies: those placed on the 
CCL for “national security” reasons (as opposed to “anti-terrorism,” “regional stability,” and 

other rationales).45 But in 2020, the Trump 
administration created a harsher version of 
the rule for select companies on the Entity 
List—namely, Huawei and more than 150 
of its affiliates.46 These companies, desig-
nated with “footnote 1,” need permission 
from the Commerce Department to import 
foreign semiconductor designs and finished 
chips (among other items) based partly on 

U.S. technology.47 Because the United States “maintains a significant leadership position in 
[semiconductor design] software and in some segments of semiconductor manufacturing 
tools,” this amounts to a broad-based ban.48 Licenses are available: the Trump and Biden 
administrations have both allowed Huawei to continue receiving billions of dollars of less-
sensitive U.S.- and foreign-origin semiconductors and other goods.49 However, any chips 
destined for use in Huawei’s 5G systems are presumptively denied.50

U.S. controls are not only concerned with exports to foreign countries; they also restrict 
so-called deemed exports to foreign citizens, even those lawfully living and working in the 
United States. This rule means that some U.S. firms—including many in the semiconduc-
tor and telecommunications sectors—must apply for a license to employ foreign workers 
in certain technical roles, depending on their nationality and the controlled technology at 
issue.51 Prior to 2020, foreigners without military affiliations were exempt from this require-
ment; however, the Trump administration eliminated this exemption.52 China has been by 
far the biggest supplier of foreign workers subject to deemed export rules: it accounted for 
44 percent of approved deemed exports between 2015 and 2019.53

The Trump administration  
created a harsher version of the 
foreign-produced direct product 

rule for Huawei and more than  
150 of its affiliates.
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INVESTMENT RESTRICTIONS

U.S. national security agencies can impose restrictions on inbound investments (foreign-
ers investing in U.S. companies) as well as outbound investments (Americans investing in 
foreign companies).54 For inbound investments, the primary regulatory mechanism is the 
Committee on Foreign Investment in the United States (CFIUS), an interagency body 
chaired by the treasury secretary. CFIUS—or in rare cases, the president—can block trans-
actions that “[threaten] to impair the national security of the United States.”55 In general, 
CFIUS can review only those transactions where a foreigner would acquire dominant con-
trol over a business with U.S. operations. However, the Foreign Investment Risk Review 
Modernization Act (FIRRMA) of 2018 broadened CFIUS’s jurisdiction over transactions 
involving “critical technology,” “critical infrastructure,” or “sensitive personal data.”56 
For these, CFIUS can block even noncontrolling stakes that would nevertheless entitle for-
eign investors to access key information or influence corporate decisionmaking.57 FIRRMA, 
like ECRA, was principally intended to limit China’s access to U.S. technology.58

CFIUS has become more active in recent years as Washington has grown increasingly con-
cerned with the national security risks of foreign investment and Congress has provided the 
body with new resources and authorities. Since 2017, more companies have had to notify 
CFIUS of covered transactions and to submit to CFIUS investigations; many have ulti-
mately backed out of business deals amid CFIUS scrutiny.59 CFIUS has blocked Chinese 
acquirers from buying several U.S. tech companies, including Grindr (a dating app) and 
PatientsLikeMe (a healthcare social network) in 2019 and Stayntouch (a hotel management 
platform) in 2020.60 A CFIUS investigation also preceded Trump’s 2020 executive order re-
quiring ByteDance to sell TikTok.61 CFIUS also stopped Ant Financial, a fintech affiliate of 
Alibaba, from buying MoneyGram in 2018.62 Meanwhile, Chinese investors have become 
less interested in transactions that involve notifying CFIUS (see Figure 2). They submitted 
just seventeen notices (9 percent of the global total) in 2020, down from sixty (25 percent) 
in 2017.63 Heightened CFIUS scrutiny is probably one of multiple factors at play; Chinese 
foreign direct investment in the United States fell across the board during this period.64

There is no body like CFIUS that systemically reviews Americans’ outbound investments 
for national security risks—though Congress and the Biden administration are actively 
exploring the idea.65 For now, outbound investments are subject to a few, narrowly defined 
restrictions. A 2021 executive order by Biden prohibits Americans from trading securi-
ties of any company designated by the Department of the Treasury as operating in “the 
defense and related materiel sector or the surveillance technology sector of the economy 
of the PRC [People’s Republic of China].”66 This Non-SDN Chinese Military-Industrial 
Complex Companies List—so named to differentiate it from the Treasury Department’s 
Specially Designated Nationals list, described later—currently cites sixty-eight Chinese 
companies, including tech firms like Huawei, Hikvision, SenseTime, DJI, Megvii, SMIC, 
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China Telecom, China Unicom, and China Mobile.67 It replaced a very similar list, created 
by the Trump administration, that was maintained by the Department of Defense (DOD) 
and did not cover surveillance technology.68

While outbound investment limits are currently narrow, pending regulations of U.S. stock 
exchanges may further diminish Americans’ practical opportunities to invest in Chinese 
tech firms (and other Chinese companies). The Holding Foreign Companies Accountable 
Act, passed in December 2020, takes aim at publicly traded companies whose financial 
statements cannot be adequately inspected or investigated by U.S. authorities due to for-
eign government obstruction.69 China has long hindered U.S. accounting oversight; in fact, 
it is the only country currently classified as doing so by the Public Company Accounting 
Oversight Board, a congressionally chartered nonprofit.70 The new law essentially gives 
China three years to come into compliance with U.S. accounting transparency standards. If 
it fails to do so, the Securities and Exchange Commission (SEC) must order the de-listing 
of Chinese companies from U.S. stock exchanges and bar other ways of trading their secu-
rities, like over-the-counter sales. There are currently about 225 U.S.-listed Chinese com-
panies, including tech giants such as Alibaba, JD.com, Baidu, and Weibo, plus a smaller 

Figure 2: Chinese Acquirers Are Submitting Fewer CFIUS Notices

Sources: “Annual Report to Congress for CY 2020,” CFIUS, July 2021, https://home.treasury.gov/system/files/206/
CFIUS-Public-Annual-Report-CY-2020.pdf; and “Annual Report to Congress for CY 2019,” CFIUS, July 2020, https://
home.treasury.gov/system/files/206/CFIUS-Public-Annual-Report-CY-2019.pdf.
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Chinese Acquirers Are Submitting Fewer CFIUS Notices

SOURCE: “Annual Report to Congress for CY 2020,” CFIUS, July 2021, https://home.treasury.gov/system/files/206/
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number of firms traded over-the-counter, like Tencent and Kingsoft.71 SEC Chairman Gary 
Gensler recently warned that “the clock is ticking.”72 In fact, bills to accelerate the de-
listing timeline by one year have already passed the Senate and been endorsed by House 
leadership.73

TELECOMMUNICATIONS LICENSING AND  
EQUIPMENT AUTHORIZATIONS

Federal law gives the U.S. government several tools to restrict foreign involvement in do-
mestic telecommunications. Any international carrier wishing to operate in the United 
States must first receive a “public interest” certificate from the Federal Communications 
Commission (FCC).74 In weighing the public interest, the FCC considers factors such as 
“national security, law enforcement, foreign policy, or trade policy concerns related to the 
applicant’s or authorization holder’s reportable foreign ownership.”75 Submarine cable land-
ings likewise require an FCC license, which can be denied in order to “promote the security 
of the United States.”76

Although the FCC is an independent agency overseen by Congress, it “has sought the 
expertise of the relevant Executive Branch agencies for over 20 years, and has accord-
ed deference to their expertise when they have identified . . . a concern in a particular 
application.”77 National security agencies convey their views on FCC licensing decisions 
through a forum known as Team Telecom, now formally called the Committee for the 
Assessment of Foreign Participation in 
the United States Telecommunications 
Services Sector, chaired by the attorney 
general.78 Team Telecom’s roles, responsi-
bilities, and procedures were formalized in 
2020, reflecting how national security has 
become increasingly central to FCC licens-
ing decisions.

Since 2019, Team Telecom has successfully spurred the FCC to crack down on Chinese enti-
ties seen as “vulnerable to exploitation, influence, and control by the Chinese government.”79 
The FCC has cited these concerns to deny China Mobile’s application for a carrier license 
and to revoke the licenses of China Telecom, China Unicom, and the Chinese firms Pacific 
Networks and ComNet.80 Team Telecom also recommended that the FCC deny permission 
for Pacific Light Cable Network System, a Chinese company, to lay an undersea cable be-
tween Hong Kong and the United States in partnership with Google and Facebook.81 The 
application was then withdrawn, as was another application for a U.S.–Hong Kong cable 
to be built by Facebook, Amazon, and China Mobile.82

Team Telecom’s formalization 
reflects how national security has 
become increasingly central to FCC 
licensing decisions, particularly 
those involving China.
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Beyond telecommunications, the FCC also regulates radio frequency devices—an enor-
mous category that includes “almost all electronic-electrical products” sold to businesses 
and consumers.83 Radio frequency devices must receive an equipment authorization, or 
qualify for an exemption, to be imported or marketed in the United States, and such deci-
sions have long been based on technical criteria alone.84 In June 2021, however, the FCC 
unanimously voted to invite public comment on a proposal to incorporate national security 
considerations.85 It cited statutory and regulatory provisions allowing the commission to 
consider “the public interest” in making authorization decisions.86

The FCC proposed to deny authorizations 
and exemptions—and potentially revoke 
existing approvals—for equipment made 
by companies on its Covered List. This 
list, created by the Secure and Trusted 
Communications Networks Act of 2019, 
initially contained just five companies (all 

Chinese): Huawei, ZTE, Hytera, Hikvision, and Dahua.87 Congress mandated the inclu-
sion of these companies, plus any other entity that the executive branch later determines 
“poses unacceptable risk to the national security of the United States or the security and 
safety of United States persons.”88 The FCC’s pending equipment authorization rules will 
lead to a virtual ban on new electronics made by Covered List companies. Although formal 
rulemaking is still underway, Biden in November signed the Secure Equipment Act, which 
compels the FCC to adopt the core of its proposed rule and thus renders public comments 
somewhat irrelevant.89 

In March 2022, the FCC expanded the Covered List beyond the original five companies 
mandated by Congress. It added China Mobile, China Telecom, and Kaspersky Lab (a 
Russian cybersecurity firm).90 Kaspersky, the only non-Chinese company on the list, was 
most likely targeted due to Russia’s invasion of Ukraine. It is also the first software company 
to be listed, indicating the Covered List has broadened in scope and could come to include 
Chinese software companies as well. The FCC has promised that it will continue to list 
more companies as needed. One FCC commissioner has already proposed adding DJI, call-
ing it “Huawei on wings.”91 Such a move could force DJI—by far the dominant drone-seller 
in the United States and globally—to exit the U.S. market.

VISA RESTRICTIONS

The U.S. government has the discretion to bar noncitizens from entering the country if 
they are deemed to be national security threats. It can do so for specific individuals or 
entire classes of people. One mechanism is Section 212(a)(3)(C) of the Immigration and 
Nationality Act (INA), which allows the secretary of state to exclude any noncitizen whose 

Pending national security rules 
will lead to a virtual U.S. ban on 
new electronics made by certain 
companies—almost all Chinese.
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presence “would have potentially serious adverse foreign policy consequences for the United 
States.”92 The State Department cited this provision in 2020 to deny entry for “certain 
employees of Chinese technology companies,” including Huawei, “that provide material 
support to regimes engaging in human rights abuses globally.”93

Another powerful tool is the INA’s Section 212(f ), which can be used to ban broad cat-
egories of foreigners. It allows presidents to exclude “all aliens or any class of aliens” whose 
entry “would be detrimental to the interests of the United States.”94 Every president since 
Ronald Reagan has used this authority at least once; Donald Trump used it particularly of-
ten.95 In May 2020, Trump suspended entry of all foreign graduate students and researchers 
with past or present ties to “an entity in the PRC that implements or supports the PRC’s 
‘military-civil fusion strategy.’”96 This policy, which Biden retained, has so far led to the re-
vocation of more than 1,000 visas and the denial of at least 700 to 1,300 visa applications.97 
Georgetown’s Center for Security and Emerging Technology estimated that 3,000 to 5,000 
Chinese students and researchers in science, technology, engineering, and mathematics 
(STEM) could be excluded annually.98

Other policy tools can be used to limit foreigners’ opportunities to visit, study, and work in 
the United States without banning their entry outright.99 For example, the Trump admin-
istration proposed new regulations to shorten the length of F-1 (student) visas100 and to 
increase the minimum wages that employers would need to pay H1-B (specialty occupa-
tion) visa holders.101 Trump also signed an executive order temporarily suspending issu-
ance of new H1-B visas to applicants outside of the United States during the COVID-19 
pandemic.102 While none of these moves specifically targeted China, Chinese students and 
workers were among the largest groups affected.103 (Biden later suspended or rescinded 
these policies.104) Trump also restricted Chinese Communist Party members and their fami-
lies to single-entry visas valid for one month, whereas other Chinese people can obtain 
multiple-entry visas lasting up to ten years; Biden has kept this policy.105

IMPORT RESTRICTIONS

U.S. domestic law authorizes tariffs, duties, taxes, quotas, exclusions, and other import 
restrictions under certain circumstances. The lead agency is the Commerce Department, 
which investigates unfair foreign practices alleged by U.S. industry (or more rarely, launches 
self-initiated probes) and can impose import restrictions as a remedy.106 If Commerce finds 
that imported goods are being sold “at less than [their] fair value,” then it can impose an-
tidumping duties to negate the predatory price cuts.107 If the imported goods have been 
subsidized by a foreign government, then the department can levy countervailing duties 
equal to the value of the subsidies.108 China has long been a top target of both antidumping 
and countervailing duties, though typically on raw materials and other commodities (not 
finished technology products).109
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Antidumping and countervailing duties require the consent of the U.S. International Trade 
Commission (USITC)—an independent, nonpartisan, quasi-judicial body.110 The USITC 
must find that “an [existing] industry in the United States is materially injured, or is threat-
ened with material injury” by the wrongful dumping or subsidy, or that “the [future] es-
tablishment of an industry in the United States is materially retarded.”111 The USITC also 
has its own separate authority, under Section 337 of the Tariff Act of 1930, to investigate 
“unfair methods of competition and unfair acts” by foreign entities.112 Section 337 inves-
tigations tend to focus on intellectual property violations, the main problems singled out  
in the statutory text. If a foreign product is shown to violate a U.S. patent, copyright,  
trademark, or other intellectual property protection, then the USITC can ban its importa-
tion or sale. Since 2018, the USITC has blocked the importation of some two-way radios 
made by Hytera because they violated Motorola’s patents.113 Hytera had apparently poached 
employees from Motorola and directed them to steal large amounts of design data before 
leaving their former company. (The Justice Department later indicted Hytera for conspiracy 
to commit trade secret theft.114) In 2020, the USITC ordered the exclusion of several popu-
lar DJI drone models that it found had infringed a U.S. patent held by Autel Robotics 
USA, the American subsidiary of a Chinese company.115 However, the order was paused 
and eventually rescinded after DJI and Autel reached a settlement in related litigation.116

Antidumping duties and countervailing 
duties have a long, bipartisan pedigree and 
are specifically sanctioned by the World 
Trade Organization (WTO).117 (Section 
337 is less commonly employed and has 
garnered occasional complaints from U.S. 
trading partners.118) But the Trump admin-
istration sought even more powerful trade 
weapons.119 It therefore dusted off several 

controversial statutes that had fallen into disuse during the WTO era.120 One of these was 
Section 301 of the Trade Act of 1974, which enables the U.S. Trade Representative (USTR) 
to investigate trade agreement violations or any other foreign “act, policy, or practice” that 
“burdens or restricts United States commerce” and is “unjustifiable,” “unreasonable,” or 
“discriminatory.”121 If it finds fault, USTR has broad discretion to institute retaliatory mea-
sures against the offending country. These measures—unlike antidumping and counter-
vailing duties or Section 337 exclusions—can target “any goods or economic sector . . . 
without regard to whether or not [they] were involved in the act, policy, or practice” being 
investigated.122

In 2017, Trump ordered USTR to launch a Section 301 investigation into Chinese prac-
tices “that may be harming American intellectual property rights, innovation, or technology 
development.”123 USTR found China responsible for numerous unfair practices, includ-
ing forced technology transfer, discriminatory licensing, strategic foreign investments, and 

USTR imposed tariffs on most 
imports from China in response 

to Beijing’s forced tech transfer, 
discriminatory licensing, strategic 

foreign investments, and  
cyber-enabled IP theft.
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cyber-enabled intellectual property theft.124 Based on these findings, USTR eventually im-
posed tariffs of 10 percent to 25 percent on the majority of U.S. imports from China.125 
Affected goods include some finished tech products (such as certain monitors and touch 
screens, industrial robots, and specialized cameras) and technology components (like inte-
grated circuits, batteries, cooling fans, and disk drives), but not other major categories like 
cell phones, laptops, or video game consoles.126 This was only the second time since 2001 
that a new Section 301 investigation had led to unilateral U.S. trade restrictions.127 The tar-
iffs remain largely intact today, though the Biden administration is now considering narrow 
carve-outs for products only available from China.128

Trump also resurrected another moribund authority, Section 232(b) of the Trade Expansion 
Act of 1962, which had not been used since 2001.129 This provision enables the Commerce 
Department to investigate whether “an article is being imported into the United States in 
such quantities or under such circumstances as to threaten to impair the national security.”130 
If a national security threat exists, Commerce can remedy the threat by “tak[ing] action to 
adjust imports.” (There need not be any finding of unfair foreign practices.) Notably, the 
statute “recognize[s] the close relation of the economic welfare of the Nation to our national 
security,” opening the door for economically motivated import restrictions.131 In 2017, 
Trump ordered the department to self-initiate Section 232(b) investigations of steel and 
aluminum.132 The investigations led to new steel and aluminum tariffs on China and several 
other countries.133 So far, Section 232(b) has not been used to target Chinese technology.

In addition to these economic- and national security–oriented statutes, U.S. law has long 
prohibited the import of goods made with forced labor.134 Since 2018, Customs and Border 
Protection (CBP) has steadily ramped up enforcement against Chinese-origin items made 
by Uyghur detainees.135 CBP has issued several Withhold Release Orders to ban com-
puter parts, silica-based products used in solar panels and electronics, and various non-tech 
goods from specified companies operating in Xinjiang.136 Dissatisfied with this piecemeal 
approach, Congress passed the Uyghur Forced Labor Prevention Act, which Biden signed 
in December 2021. It creates a rebuttable presumption that all Xinjiang-made goods are 
products of forced labor and therefore cannot be imported.137

FINANCIAL SANCTIONS

Dozens of U.S. government programs authorize financial sanctions on foreign individu-
als and entities.138 Congress created some of these programs, but most were fashioned by 
presidents using the International Emergency Economic Powers Act (IEEPA).139 IEEPA 
allows the president to declare a “national emergency” regarding “any unusual and extraor-
dinary [foreign] threat . . . to the national security, foreign policy, or economy of the United 
States.”140 The president may then “deal with” the threat by blocking some or all financial 
activities of designated actors—for example, freezing their assets and barring them from 
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receiving any money or property.141 Presidents have declared seventy-four national emer-
gencies since 1979, with forty still in effect.142 (Emergencies must be renewed annually and 
comply with other procedural requirements in the National Emergencies Act.143)

After a sanctions program has been established, the power to designate specific actors is 
typically delegated to the Treasury Department. Those subject to the harshest sanctions 
are placed on Treasury’s Specially Designated Nationals (SDN) List.144 A review of this 
list shows that China has been sparingly targeted by U.S. financial sanctions to date (see 
Figure 3). The SDN List includes 332 China-based actors, about 3 percent of the glob-
al total (9,792).145 Moreover, these China-based actors were generally not sanctioned for 
China-specific reasons, such as involvement with Beijing’s domestic human rights abuses.146 
Rather, most were punished for their dealings with North Korea, Iran, and other sanc-
tioned nations. For example, the Chinese state-owned enterprise CEIEC (China National 
Electronics Import & Export Corporation) was designated in 2020 for helping undermine 
democracy in Venezuela by “supporting the Maduro regime’s malicious cyber efforts” and 
providing “a commercialized version of China’s ‘Great Firewall.’”147

Figure 3: The SDN List Rarely Targets China or Cites  
China-Specific Rationales 

Source: Author’s analysis of the Treasury Department’s Sanctions List Search and SDN spreadsheet, available at 
https://sanctionssearch.ofac.treas.gov/ and https://home.treasury.gov/policy-issues/financial-sanctions/specially-
designated-nationals-list-data-formats-data-schemas (primary names), as of March 27, 2022.

Note: Entries with exact duplicate names were excluded, but entries with close variations of names, aliases, sub-
sidiaries, and affiliates were included. “China” here refers to mainland China, Hong Kong, and Macau. China-based 
actors include some third-country entities that maintain a presence in China. China-specific reasons mean human 
rights abuses and corruption (Executive Order 13818) and Hong Kong repression (Executive Order 13936).
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Two relatively new sanctions programs have been used to target Chinese government of-
ficials and entities for their domestic abuses, suggesting that China could become a more 
explicit focus of U.S. financial sanctions over time. In 2017, Trump declared that “serious 
human rights abuse and corruption around the world” constituted a national emergency, 
invoking IEEPA and the Global Magnitsky Act.148 Seventeen Chinese individuals and 
organizations have been designated under this authority (mostly for activities in Xinjiang), 
and many more could be targeted in the future—including people or companies that pro-
vide “technological support” to Chinese human rights abuses.149 (The Uyghur Human 
Rights Policy Act of 2020 and the Uyghur Forced Labor Prevention Act of 2021 call 
for additional Xinjiang-related sanctions to be imposed.150) Trump created another new 
authority in 2020 to punish the suppression of Hong Kong’s autonomy, democracy, and 
human rights, including online censorship; forty-two local and national Chinese officials 
have since been designated on that basis.151

The draft U.S. Innovation and Competition Act, recently passed by the Senate, further 
suggests the likelihood of additional financial sanctions targeting China and its technology 
ecosystem. Identifying “sanctions and other restrictions” as “[central] to strategic competi-
tion with China,” the bill criticizes the executive branch for not sufficiently utilizing the 
“broad range of tough authorities” provided by Congress.152 It demands SDN List desig-
nation and/or other harsh sanctions for foreign actors found to be supporting trade se-
cret theft or Chinese government efforts to “undermin[e] cybersecurity.”153 The equivalent 
House bill, the America COMPETES Act, contains no similar provisions.154

TECHNOLOGY TRANSACTION RULES

The breadth and flexibility of executive powers can permit U.S. administrations to apply 
existing authorities in novel ways, sometimes spinning up whole new regulatory regimes 
without the need for further legislation. The Trump administration did this on several oc-
casions. Leveraging IEEPA’s power to restrict “transactions,” Trump debuted new kinds of 
restrictions that operated differently from the SDN List—including what is now called 
the Non-SDN Chinese Military-Industrial Complex Companies List. This tool, described 
earlier, allows the U.S. government to ban outbound investments in certain Chinese firms 
while stopping short of a full asset freeze.

One of Trump’s most high-profile inno-
vations was his attempted “app bans” of 
TikTok and WeChat.155 To impose these 
bans, Trump declared that “the unrestrict-
ed acquisition or use in the United States 
of information and communications tech-
nology or services” (ICTS) associated with 

The breadth and flexibility of 
executive powers can permit U.S. 
administrations to spin up whole 
new regulatory regimes without the 
need for further legislation.
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“foreign adversaries” constituted a national 
emergency.156 His Commerce Department 
then issued rules to block app stores, host-
ing services, content delivery networks, 
and peering services from supporting these 
two apps—effectively banning them in the 
United States.157 Trump later sought to ban 
AliPay, Tencent QQ, and six other Chinese 

apps as well.158 But no app ban was ever enforced. Federal courts enjoined the TikTok and 
WeChat bans; Trump left office before detailed rules on the others could be published; and 
Biden wiped the slate clean.159

Mobile apps were not the only targets of Trump’s novel technology restrictions. Relying on 
the same ICTS national emergency, he ordered U.S. bulk power systems, which are key el-
ements of the electrical grid, to curb the use of equipment sourced from “foreign adversary” 
countries such as China.160 Specifically, the Department of Energy barred Chinese equip-
ment from being used in bulk power systems that serve military facilities “critical to the  
defense of the United States.”161 Biden paused implementation of this rule pending a 
review.162

More recently, the U.S. government has sought to replace such ad hoc restrictions with 
formalized regulatory structures. In March 2021, Biden allowed a major new regulation de-
veloped by the Trump administration to come into force. The ICTS supply chain security 
rule cites, once again, the national emergency regarding foreign adversary ICTS.163 It es-
tablishes a CFIUS-like mechanism for federal government review of almost any large-scale 
use of Chinese ICTS in the United States. The Department of Commerce can block such 
transactions if they pose “undue or unacceptable risks.”

Biden later issued an executive order outlining “a criteria-based decision framework and 
rigorous, evidence-based analysis” to help guide the rule’s application to internet-con-
nected software.164 He told the Commerce Department to examine any links to adver-
sarial military, intelligence, proliferation, or cyber activities, and to consider the quality 
of third-party auditing, the scope and sensitivity of data collected, the number and sen-
sitivity of users, and any verifiable risk remediation measures, among other factors. The 
department has not yet taken any public enforcement action under the new authority, 
but multiple investigations are apparently under way. Commerce has issued subpoenas 
to unnamed Chinese companies, is reportedly investigating Alibaba’s cloud business and 
DiDi, and is probably also reviewing at least some of the mobile apps that Trump sought 
to ban by executive order.165

The ICTS supply chain security  
rule establishes a CFIUS-like 

mechanism for federal government 
review of almost any large-scale use 

of Chinese ICTS in the United States.
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FEDERAL USE AND SPENDING RESTRICTIONS

The federal government has increasingly acted to limit its own use of and financial support 
for certain Chinese technologies, although these actions are not a primary focus of this 
report. These efforts can have wider impacts due to the U.S. government’s large purchas-
ing power. Drones, for example, have been the target of several recent federal restrictions. 
The Defense Department suspended its purchase of all commercial drones in 2018 due to 
concerns about the security of Chinese products, and the next year, Congress permanently 
barred DOD from using any drones with Chinese components.166 After the Department 
of the Interior grounded its entire drone fleet for similar reasons, Trump sought to institute 
government-wide restrictions on foreign drones.167 Days before leaving office, he signed an 
executive order telling agencies not to buy drones whose key hardware, software, or data 
services come from “adversary countries” like China.168

Telecommunications and video surveillance equipment have also been subjects of recent 
China-related procurement restrictions. The National Defense Authorization Act for Fiscal 
Year 2019 included a provision—Section 889—prohibiting agencies from spending any 
federal funds on such equipment made by Huawei, ZTE, Hytera, Hikvision, and Dahua.169 
This government-wide blacklist may expand in the future; the law allows DOD to add 
other firms “connected to” the Chinese government. (Any additions would automatically 
be placed on the FCC’s Covered List as well.170)

As the U.S. government curbs its own direct purchase or use of Chinese technology, it has 
also imposed parallel restrictions on federal contractors and grantees, a much bigger uni-
verse. Section 889, which blacklists certain Chinese equipment within the federal govern-
ment, separately bars agencies from contracting with entities that “use” such equipment—
even if their “use” has no connection to the federal contract and involves an unrelated unit 
of the contractor’s business.171 More than 16,000 companies had federal prime contracts as 
of 2018, suggesting the wide reach of Section 889.172 Similarly, the FCC has leveraged fed-
eral subsidies to discourage the private use of Chinese telecommunications equipment. It 
will subsidize carriers’ efforts to “remove and replace” Huawei and ZTE equipment, while 
denying future subsidies for carriers who retain such equipment.173 Although technically 
voluntary, this program operates as a de facto ban on Huawei and ZTE usage in the tele-
coms sector. Small and rural carriers cannot afford to lose federal funds, while large carriers 
already generally avoid Huawei and ZTE.174

LAW ENFORCEMENT

Outside the regulatory domain, federal law enforcement activities can also have the effect 
of restricting China’s illicit (and licit) access to U.S. technology. From November 2018 to 
February 2022, the China Initiative was the Department of Justice’s strategic campaign 
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to investigate and prosecute theft of trade secrets, espionage, foreign influence activities, 
supply chain subversion, and other threats from China. The Justice Department publicly 
categorized at least seventy-seven criminal cases against more than 150 defendants as part 
of the China Initiative, according to a database compiled by the MIT Technology Review.175 
However, the Justice Department had no official definition of a China Initiative case, and 
many of these cases would presumably still have been filed even without such an initiative.
The most high-profile indictments charged Huawei and its chief financial officer, Meng 
Wanzhou, with theft of trade secrets and fraud.176 Cases against other Chinese, American, 
and third-country nationals and companies alleged export control violations, hacking, eco-
nomic and national security espionage, and failure to register as a foreign agent.177 Many 
cases did not have an explicit connection to the Chinese government.178

The most controversial and arguably significant element of the China Initiative was the 
Justice Department’s crackdown on what it called “nontraditional collectors” at U.S. uni-
versities. Fearing illicit transfer of technology and intellectual property, federal prosecutors 
charged about twenty U.S.-based Chinese and American researchers with hiding their ties 
to the Chinese government.179 For example, multiple cases alleged that researchers applied 
for federal grants without disclosing their participation in Beijing’s Thousand Talents Plan.

The crackdown led many Chinese researchers to leave the United States and made American 
academics more reluctant to collaborate with Chinese counterparts.180 Critics called this a 
harmful chilling effect, but Justice Department officials (even well into the Biden admin-
istration) characterized it as successful deterrence.181 Over time, some of the cases proved 
weak. Since 2021, the department has dropped charges against five Chinese researchers, 
dismissed its case against a China-born American academic, and failed to convict a Chinese 
Canadian professor.182 It also secured some victories, such as the conviction of a high-profile 
American chemistry professor for hiding his ties to China.183

After a monthslong review, the Biden administration announced an end to the China 
Initiative in February 2022.184 The change was partly cosmetic: the Justice Department’s 
China-related work largely continues under different branding. Matt Olsen, assistant at-
torney general for national security, explained that the China Initiative label “helped give 
rise to a harmful perception that the department applies a lower standard to investigate and 
prosecute criminal conduct related to that country or that we in some way view people with 
racial, ethnic or familial ties to China differently.” Although Olsen disputed this perception, 
he nevertheless announced one key policy change. “Cases involving academic integrity and 
research security” (formerly described by the more charged term “nontraditional collec-
tion”) are now mainly handled as administrative matters by the federal agencies that fund 
research. Prosecutions of such cases will be rarer and require closer scrutiny from senior 
department officials.185
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IMPLICATIONS FOR U.S. STRATEGY

This overview of U.S. policy tools holds at least two important lessons for American strate-
gists weighing the larger issues at stake in technological decoupling. First, Washington’s 
restrictive powers are dizzyingly complex to administer, with authority fragmented across 
multiple agencies, statutes, and policy areas. It is therefore essential to articulate a govern-
ment-wide strategy that can align these disparate elements into a coherent whole. Without 
such a strategy, different policy levers may operate out of sync, or even work at cross-pur-
poses, based on agencies’ divergent views of key goals and trade-offs.

Second, U.S. law gives the executive branch vast discretion to pursue a technological de-
coupling of its choosing. By interpreting pliable concepts like “national security” or “the 
public interest,” U.S. officials can unlock an extraordinary range of powers to restrict the 
technology products, services, and inputs flowing between America and China. Most of 
these powers have only been used to a tiny fraction of their full potential. And Congress has 
been an eager partner—providing several new authorities and prodding administrations to 
act. Legally speaking, U.S. officials have a blank canvas on which to paint new restrictive 
measures and effect technological decoupling.186 This is both an opportunity and a danger, 
as overreach becomes more likely in such circumstances.

All of the policy tools defined and explained above will be collectively referred to as “tech-
nology restrictions,” “technology controls,” or “defensive measures.” The remainder of this 
report explores which technologies Washington should target with this general tool kit to 
reduce U.S.-China technological interdependence. Identifying the best tool or tools to use 
with each technology area is a topic for another paper.
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CHOOSING A STRATEGY

The dozens of new U.S. government technology controls aimed at China in recent years did 
not all have a single, unified objective. Some sought to counter national security threats, 
some were more economically motivated, and some had ancillary purposes (like domestic 
or diplomatic gamesmanship) unrelated to technology itself. Yet in public discourse, and 
even in policy circles, distinct objectives are often left undifferentiated or undefined. Too 
frequently, U.S. leaders and analysts speak of “countering” or “reining in” Chinese technol-
ogy threats and risks—highly general formulations that elide key goals and trade-offs.

Untangling this jumble of U.S. objectives is an important first step in developing a coherent 
strategy. Table 5 describes nine apparent rationales for recent U.S. technology restrictions 
aimed at China.

The existence of so many distinct policy rationales is not surprising. The United States has 
many different concerns with China, and technology plays a significant part in nearly all 
of them. Technology is rightly at the heart of America’s China policies. (The corollary idea, 
that China should be at the heart of U.S. tech policy, is more debatable.) In many cases, 
these policy rationales overlap and reinforce each other. For example, potential Chinese 
influence over U.S. telecommunications networks raises multiple fears simultaneously: 
theft of commercial secrets, tracking of U.S. government officials, injection of disinforma-
tion, or subversion of critical infrastructure in a crisis, among other possibilities. Hence 
the U.S. telecommunications sector was an early target for American restrictive measures, 
and the global telecoms marketplace remains a central preoccupation of Washington’s tech 
diplomacy.
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Table 5: Untangling the Many U.S. Rationales for China-Related  
Tech Restrictions

U.S.  
interest area Rationale Illustrative policy

National 
security

Maintaining a military 
edge over China

Since 2020, Chinese graduate students and researchers with institutional ties to 
Beijing’s “military-civil fusion” efforts have been denied visas.

Limiting Chinese 
national security 
espionage

In 2019, a Chinese company was forced to sell the dating app Grindr because the 
app’s sensitive personal data could be used for intelligence targeting.

Preventing Chinese 
sabotage in a crisis

Since 2019, U.S. telecommunications providers have been unable to receive federal 
subsidies to buy Huawei or ZTE equipment, partly due to sabotage fears.

Limiting Chinese influ-
ence operations

In 2020, Trump ordered a ban on TikTok in part because the app could “be used for 
disinformation campaigns that benefit the Chinese Communist Party.”

Denying support for 
Chinese and China-en-
abled authoritarianism 
and repression

In 2019, Chinese tech companies, including Hikvision, Megvii, and SenseTime, 
were placed on the Entity List due to their involvement in Beijing’s repression  
in Xinjiang.

Economic

Countering unfair  
Chinese economic 
practices and IP theft

The Trump administration’s broad-based tariffs on China—aimed at countering 
unfair economic practices such as intellectual property theft—applied to many 
technology goods, including smart devices, flash memory devices, and electronic 
components.

Competing and leading  
in strategic industries

U.S. controls on the export of American technologies to Huawei are especially 
strict for semiconductors and for any tech that would be used “with or in any 5G 
devices”—two areas considered strategic by Washington.

Ancillary

Obtaining general  
leverage over China

Trump described U.S. and allied actions against ZTE and Huawei as leverage in  
broader trade talks. In the Phase One deal, he used this leverage to gain  
concessions in non-tech areas like agriculture and financial services.

Shaping U.S. domestic 
narratives

Shortly before the 2020 election, the Trump administration released new H1-B 
visa restrictions that would have significantly affected Chinese high-tech workers.

THE NEED FOR BETTER STRATEGY

However, a long list of policy aims is not the same as a strategy. In fact, it can be anathema 
to one. Many of these goals are vague and have no clear limiting principle. They can also 
come into conflict with each other, or with other U.S. national priorities. A good strategy 
would clarify key objectives and prioritize them. It would also proffer a theory of success—a 
realistic basis for determining which forms of technological decoupling will actually achieve 
U.S. aims. So far, Washington has struggled to articulate such a strategy.
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Without more strategic clarity, decou-
pling can become overaggressive or inco-
herent and contrary to U.S. interests. For 
example, the U.S. military does not need 
(and cannot achieve) unlimited advan-
tages over China’s military in every place, 
time, and domain. The United States 
must define its desired “military edge” 
over China in more specific terms. Likewise, if Washington seeks to rebalance the terms 
of bilateral economic competition, it should have a desired model of the global economy 
in mind. Are U.S. policymakers aiming for two largely separate international economic 
systems, or would China remain integrated within a modified global economy? And is 
the point to maximize U.S. prosperity and technology leadership, or to minimize China’s 
(which are not the same thing)?

Without a sense of strategic priorities, decoupling can cause havoc as one objective smash-
es into another. Barring Chinese graduate students helps to reduce illicit technology 
transfer, but it also hampers U.S. technological competitiveness by spurning a key source 
of skilled labor.187 Which goal takes precedence? Technological decoupling is fraught with 
these kinds of costs and risks—and unfortunately, their ripples can spread far beyond 
the technological realm, affecting seemingly unrelated U.S. goals. For example, harsh 
U.S. measures against Huawei and TikTok have helped convince many in Beijing that 
Washington seeks wholesale economic containment. In climate change talks, China may 
now be even more liable to view proposed emissions reduction targets as a stealth means 
of stifling its economic growth.

Finally, without a strategic theory of success, decoupling may fail to accomplish much of 
anything good. U.S. efforts to prevent the flow of sensitive technology into China—for 
example, equipment for manufacturing 5- and 7-nanometer node microchips—require co-
operation from many other countries that participate in the supply chain or have access to 
the same sensitive technology. Without this cooperation, technology controls can be futile 
and ultimately self-defeating. Which countries, or multilateral institutions, would belong 
to the U.S. “side” of trusted partners in a given technology area? What mixture of induce-
ment, pressure, and persuasion could succeed in bringing those countries on board and/or 
reshaping multilateral institutions for this purpose? And when are these diplomatic efforts 
really worth the payoff?

THE CURRENT U.S. STRATEGY DEBATE

After the chaos and inconsistency of the Trump years, Biden will need a more rational 
approach—clearly defining U.S. objectives for decoupling and articulating a strategy to 

A long list of policy aims is not  
a strategy. Washington has 
struggled to clarify key objectives, 
prioritize them, and proffer a 
theory of success.
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achieve them. This is a high stakes challenge. Technology is a key determinant of American 
national well-being and power, and a central arena of U.S.-China strategic competition. 
It is also fraught with risk and uncertainty. Too much interdependence with China could 
leave the U.S. economy, society, and national security apparatus vulnerable to espionage or 
subversion, and make America complicit in Chinese technological abuses. Yet too much 
decoupling could impair the U.S. tech ecosystem, further destabilize the bilateral relation-
ship, and alienate U.S. allies and trading partners caught in the crossfire.

There is heated debate about how the United States should thread this needle. To grossly 
oversimplify, one can define three general camps (see Table 6).188

Restrictionists. First, what might be called a “restrictionist” camp calls for dramatically 
curtailing U.S.-China technology ties. The harshest proposals come from China hawks 
like Matt Pottinger (who has advocated expanding U.S. outbound investment restrictions 
“by at least an order of magnitude”), Derek Scissors (who has recommended far tougher 
export controls and an “outbound version of CFIUS”), and Senator Tom Cotton (who has 
proposed a “research blockade” on China, sweeping export controls on high-end semicon-
ductors, secondary sanctions amounting to a “death sentence” for China’s “national cham-
pions,” and revocation of Permanent Normal Trade Relations).189

Some human rights advocates also have restrictionist leanings: twenty-four NGOs includ-
ing Human Rights Watch, Freedom House, and PEN America have called for “a series of 
escalating actions against technology companies found to be contributing to China’s mass 
surveillance, including by imposing Global Magnitsky sanctions,” while New York Times 
columnist Farhad Manjoo suggested that technological and economic integration with 
China “isn’t worth the moral cost.”190 And restrictionist sensibilities seem fairly common 
within U.S. national security officialdom, particularly in the military and the Intelligence 
Community (IC). In 2019, Chairman of the Joint Chiefs of Staff General Joseph Dunford 
expressed “great concern” that U.S. tech firms provide “indirect benefit” to the PLA when 
they operate and conduct research in China.191

As these examples indicate, restriction-
ists have varied diagnoses of the problems 
they seek to solve and the appropriate U.S. 
policy response. One common view holds 
that Beijing is successfully executing a long-
term plan to sap American global strength 
and attain regional or even global hege-
mony.192 Technology is seen as central to 

China’s plans, allowing Beijing to steal U.S. secrets, leapfrog U.S. military capabilities, bol-
ster its own and other countries’ repressive capabilities, and more. Restrictionists therefore 
tend to define bilateral tech ties as zero-sum: China gains long-term strategic advantages 

Restrictionists tend to define 
bilateral tech ties as zero-sum: 

China gains long-term strategic 
advantages while America reaps 

only marginal and transitory gains.
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by exploiting U.S. tech industries and systems, while America reaps only marginal and 
transitory gains, like paying lower prices for China-derived tech goods. Accordingly, restric-
tionists favor broad-based technological decoupling aimed at denying China meaningful 
opportunities to draw support from, or establish influence within, the U.S. tech ecosystem. 
Hal Brands, for example, has proposed that Washington “work with allies to slow Chinese 
innovation through technological denial policies.”193 Some restrictionists go beyond mere 
decoupling and argue that U.S. tech controls should be designed to harm and ideally de-
stroy major Chinese tech companies, such as Huawei.

Cooperationists. At the other end of the spectrum, a range of what might called “coop-
erationist” voices have opposed major elements of Washington’s technological decoupling 
agenda. U.S. business interests often tout the economic and technological importance of 
maintaining global supply chains and market access to China. For example, Google warned 
that Huawei’s Entity List designation could create cybersecurity vulnerabilities, and the 
Semiconductor Industry Association has argued that “America’s longstanding leadership 
in semiconductors is put at risk by broad restrictions on U.S. exports of commercial chip 
technologies to China.”194 Meanwhile, some independent technologists and tech activists—
including key pioneers of the early internet—remain vocally committed to techno-globalist 
ideals and view decoupling as anathema. The World Wide Web Foundation (joined by 
Amazon, Facebook, Microsoft, Twitter, and others) has warned against “internet fragmen-
tation” and “techno-protectionist initiatives,” while the Internet Society believes that “hav-
ing a government dictate how networks interconnect according to political considerations 
rather than technical considerations, runs contrary to the very idea of the Internet.”195

Cooperationists often posit that a twenty-
first-century system of open technology 
collaboration would reproduce the waves of 
innovation and widely shared global prog-
ress said to characterize the late twentieth 
century. And the United States—with its 
historically dynamic innovation system—
would be well positioned to lead within 
and benefit from such an environment. They also argue that many technology controls are 
simply unworkable, given the practical difficulties of predicting technological change and 
regulating cross-border flows in an already globalized, digitized world.

Another strain of cooperationism exists among progressives, who caution against overinflat-
ing Chinese (and other foreign) threats. Senator Bernie Sanders, for example, has argued 
that “the growing bipartisan push for a confrontation with China” fuels wasteful spending, 
militarism, bigotry, and authoritarian populism at home while reducing the likelihood of 
cooperation on key global issues.196 Applying this critique to U.S. tech policy, Sanders has 
described proposed federal investments in semiconductors as a form of corporate welfare.197 

Cooperationists often posit that 
the United States would be well 
positioned to lead and benefit from a 
twenty-first-century system of open 
technology collaboration.
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Others have blamed the China Initiative for fomenting xenophobia and racism toward 
U.S.-based academics of Chinese nationality or ethnicity.198 In addition, some progres-
sives cite climate change as an area where U.S.-China technology cooperation must greatly 
increase, not decrease. More than forty activist groups—including MoveOn, the Sunrise 
Movement, and the Union of Concerned Scientists—have urged the Biden administration 
to “speed the [global] transition away from dirty energy economies” by marrying U.S. clean 
tech with Chinese industrial capacity.199 (On the other hand, progressive concerns about 
Chinese human right abuses and untrammeled free trade lead some on the left to favor 
more tech restrictions.200)

Centrists. Between the poles of restrictionism and cooperationism lies what might be called 
a “centrist” camp, which seeks to incorporate the best insights of each side while making 
more room for complexity and uncertainty. Centrists agree with restrictionists that Beijing 
poses unique long-term challenges to the United States and that technology is a central risk 
factor. But, echoing cooperationists, they think that some Chinese tech threats are exagger-
ated, offset by the benefits of cooperation, and only partially addressable via China-focused 
governmental restrictions. Centrists generally endorse the overall U.S. shift toward partial 
technological decoupling and accept that decoupling must progress further to protect U.S. 
national security and economic security. However, they want new technology controls to be 
carefully scrutinized; they doubt the viability or wisdom of dividing the world into sealed 
geo-technological blocs. Centrists view Chinese military aggression as a major possibility 
and question Beijing’s willingness to partner on global issues like climate change and pan-
demics. Yet they insist that co-existence and collaboration on urgent challenges must still be 
tried, and so they hope to avoid a technological confrontation that would take bilateral rela-
tions to a breaking point. Some centrists emphasize how much we still do not know about 
China’s long-term path and the ultimate impacts of emerging technologies, and therefore 
recommend hedging strategies to account for multiple possible futures.

A leading centrist statement is the China Strategy Group report co-led by Eric Schmidt and 
Jared Cohen. It argues that “some degree of disentangling is both inevitable and preferable,” 
yet “we [should] seek to avoid unnecessary and counterproductive levels of separation.”201 
Many other centrists can be found in technocratic bastions such as mainstream Washington 
think tanks and academic policy centers. Stephanie Segal of the Center for Strategic and 
International Studies developed a cost-benefit framework to assess U.S.-China interlink-
ages; she found that “existing [U.S. government restrictions] go a long way in protecting 
national security” and that further decoupling should be “targeted” and rigorously evaluat-
ed.202 Richard Danzig and Lorand Laskai, summarizing a body of research on technological 
decoupling commissioned by the Johns Hopkins University Applied Physics Laboratory, 
advocated “an incremental approach rooted in the indeterminacy of the current moment 
and recognition of the fact that interdependence is likely to continue.”203 Samm Sacks of 
New America and others have promoted the “small yard, high fence” concept.204 This popu-
lar metaphor, attributed to former U.S. secretary of defense Robert Gates, conveys that 
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technology controls should be the excep-
tion instead of the rule, applying only to 
the most sensitive and strategic areas.205

The centrist approach to technological de-
coupling has been embraced by some mod-
erate political figures as well. Senator Chris 
Coons has also endorsed the “small yard, 
high fence” metaphor and has proposed “safeguard[ing the] crown jewels of technology” 
while “strik[ing] the right balance to avoid [full-scale] decoupling of global tech industries 
between the United States and China.”206 A quiet centrism may also exist at the state and 
local level. The Carnegie report “Making U.S. Foreign Policy Work Better for the Middle 
Class,” published in 2020, drew on interviews of state and local government, business, la-
bor, and community leaders and middle-income workers in Colorado, Nebraska, and Ohio. 
Most interviewees “want[ed] the United States to push back more effectively against unfair 
Chinese trading practices and make investments at home to compete more successfully 
with China. But otherwise they tend[ed] to see China pragmatically and [were] not inclined 
to view the geopolitical rivalry as an organizing principle of U.S. foreign policy.”207 (More 
recent surveys by the Chicago Council on Global Affairs found that the general American 
public has become “dramatically” more hostile to U.S.-China trade since 2019.208)

Like the other camps, centrists have diverse policy ideas but tend to unite around a few 
general principles. First, centrists say that U.S.-China technological decoupling should 
be selective and targeted. Second, they want decoupling to be coordinated multilaterally. 
Centrists observe that the United States is a leading, but not exclusive or indispensable, 
player for many technologies. This means that unilateral U.S. controls are often ineffective, 
resulting only in self-imposed competitive disadvantages and friction with international 
partners. Therefore, Washington should work with so-called like-minded countries (in par-
ticular, technologically advanced liberal democracies) to create shared policy frameworks.209

Third, centrists insist that “defensive” efforts to curb or thwart Chinese technology threats 
cannot distract from a core “offensive” program to strengthen U.S. and allied technology 
ecosystems. Washington has only so much influence over the course of Chinese techno-
logical advancement, centrists argue, but there is far more the United States can do to im-
prove its own technological strength. Moreover, many of the problems commonly framed 
as Chinese technology threats are partially, or even mostly, the result of domestic American 
challenges. For example, supply chain insecurity (a central focus of China-oriented tech-
nology controls) stems in part from industrial consolidation and workforce shortages in 
the United States; disinformation targeting Americans (a growing concern of China tech 
watchers) is a largely homegrown problem. According to the centrist view, U.S. policy 
should primarily focus on supporting America’s own technology leadership, competitive-
ness, and resilience. Countering China would be a secondary priority.

Centrists have promoted the  
“small yard, high fence” metaphor 
to convey that technology controls 
should apply only to the most 
sensitive and strategic areas.
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Table 6: Three U.S. Camps Offer Competing Strategies for  
Technological Decoupling

Camp Beliefs Adherents

Restrictionists 	• U.S.-China tech relationship is zero-sum and tends to 
advantage China

	• U.S. has a short window in which to prevent Chinese 
technological dominance

	• U.S. should greatly expand tech restrictions aimed at China

	• China hawks

	• Some human rights defenders

	• Many national security 
officials

Cooperationists 	• U.S.-China tech relationship is non-zero-sum and tends to 
benefit the U.S.

	• Americans often inflate China-tech threats

	• Major U.S. tech restrictions are domestically harmful and 
internationally destabilizing

	• Many business interests

	• Techno-globalist activists

	• Some progressives

Centrists 	• U.S.-China tech relationship has both zero-sum and  
non-zero-sum elements with mixed costs and benefits for 
both countries

	• More U.S. tech controls are needed but these should be  
selective, carefully designed, and multilateral

	• U.S. should focus on nurturing its own technological  
strength and tech policymaking capacity

	• Many mainstream think tank 
analysts

	• Some moderate politicians

	• Some state and local leaders

Implications. This three-camps taxonomy is admittedly crude. Individual people and in-
stitutions do not self-identify with these labels and may not agree with them. Each camp is 
internally diverse and their boundaries overlap and shift. Still, the taxonomy helps to reveal 
some of the major questions and choices facing U.S. policymakers. 

It is clarifying, for example, to compare what each camp sees as the greatest risks for U.S. 
policy. Restrictionists most fear U.S. complacency during a brief window when China’s tech-
driven dominance can still be prevented. Cooperationists most fear U.S. overreaction result-
ing from inflated perceptions of Chinese tech threats and excessive confidence in restrictive 
measures. Centrists, hoping to avoid both these perils, most fear U.S. incapacity to achieve 
a successful balance. Key capacity challenges include securing public-private coordination, 
mapping complex supply chains, and overcoming Washington gridlock, polarization, and 
bureaucratic clumsiness. Ultimately, U.S. leaders must choose which fears (and hopes) they 
most identify with.
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This taxonomy also gives a rough guide to 
the changing direction of U.S. thought and 
policy. Cooperationism was the dominant 
view when Obama took office, and it still 
had some currency by the time he stepped 
down. The Trump administration’s poli-
cies and rhetoric became increasingly re-
strictionist over four years—though it sent 
contradictory signals, and Trump departed 
before a fully restrictionist vision could be realized. The Biden administration has so far re-
tained much of the Trump policy architecture, while speaking a language that sounds more 
centrist. For now, the center of gravity in Washington seems to lie somewhere between the 
centrist and restrictionist positions.

A CASE FOR A CENTRIST STRATEGY

The debate among restrictionists, cooperationists, and centrists cannot be resolved by a 
policy paper. Part of what separates these camps are divergent worldviews and values—
deep-seated disagreements about American priorities and purposes. The three camps also 
disagree about more tangible questions, such as how to understand China’s capabilities and 
intentions, what kind of political economy will produce the most innovation in the com-
ing decades, and how much influence the United States will have in shaping global tech-
nological choices. The answers to these questions will not be known for decades. For now, 
strategists and policy experts can only venture their best assessments based on incomplete 
data and personal beliefs—and, for some, perceived political advantage. Indeed, the biggest 
drivers of real-world U.S. strategy will probably be political: partisan dichotomies, public 
sentiment, business interests, media attention, and civil society advocacy.

Despite these limitations, expert analysis can still help to inform and guide political and 
public dialogues about U.S.-China technological decoupling. Analysts can present the 
strongest, clearest versions of each strategic position, and continually sharpen and dissemi-
nate their ideas in the face of critiques and evolving evidence. In that spirit, below are 
two brief arguments in support of the centrist position. First, narrow and targeted China-
focused technology restrictions can buy time for more positive U.S. investments to bear 
fruit, while reducing the costs and risks of decoupling. And second, a clearly articulated 
centrist strategy can help Washington maintain control of the pace and course of techno-
logical decoupling, thereby helping to prevent a runaway cycle that moves faster and further 
than U.S. leaders want.

Restrictionists fear U.S. 
complacency toward Chinese tech 
threats, while cooperationists fear 
U.S. overreaction. Meanwhile, 
centrists fear U.S. incapacity to 
navigate between both perils.
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BUYING TIME

The very existence of a heated debate among restrictionists, cooperationists, and centrists 
is itself an argument for the careful incrementalism that centrists espouse.210 We are still 
in the early years of a radically new phase in U.S.-China relations, and we are only at the 
cusp of far-reaching global transformations promised by AI and other emerging technolo-
gies. These coming changes, while undoubtedly significant, remain difficult for present-
day observers to assess. How will China’s strategic intentions and technological capabilities 
change as the country further develops? How will cross-border data flows, new energy tech, 
or quantum computing reshape the global economy and security environment? How will 
countries of the world (and multinational companies) align themselves in a more fractured 
geo-technological landscape? How will the familiar costs and benefits of U.S.-China tech-
nological interdependence shift in the coming decades? There is simply no reliable way to 
answer these questions today. Policymakers should therefore play for time—preserving and 
expanding American options while the future comes into sharper focus.

Offense and defense. The primary effort should be a positive program to strengthen U.S. 
and allied technology ecosystems from within (the so-called “offensive” agenda). An offensive 
program would include new investments and incentives to bolster and diversify innovation 
pathways, supply chains, talent pipelines, and revenue models in strategic technology areas.

Such investments make sense regardless of how U.S.-China technology relations develop 
over time. If the United States ultimately concludes that full-scope technological decou-
pling has become necessary, then offensive investments will have prepared America to sepa-
rate with fewer costs and risks. But if American leaders eventually decide to maintain sub-
stantial tech ties with China, then the offensive measures will have positioned U.S. firms to 
compete more effectively in a globalized technology marketplace. Moreover, many offensive 
investments are worth making for their own sake, irrespective of the China challenge. Even 
if China did not exist, concerted efforts to strengthen the U.S. technology base would still 
help boost American productivity and economic dynamism.

Offensive investments like education and R&D take a long time to pay off. Conversely, 
“defensive” measures—government restrictions aimed at thwarting Chinese technological 
advancement or influence—are fast-acting and readily implemented. They should therefore 
be used to buy time for the offensive agenda to bear fruit. Specifically, Washington should 
impose new controls in technology areas where China seems close to securing unique, stra-
tegically significant, and long-lasting advantages. In such circumstances, defensive measures 
can help to forestall Chinese breakthroughs long enough for the United States to regroup 
and regain technological momentum.

Defense is not risk-free, however. U.S. tech controls can be costly (harming U.S. industries 
and innovators), imprecise (chilling more activity than intended or desired), and even fu-
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tile (failing to substantially remedy the rel-
evant Chinese tech threats). And these side 
effects can be hard to predict, measure, and 
control. That is why restrictive tools should 
be confined to a secondary, supporting 
role and only used in compelling circum-
stances. Restrictive tools by themselves are 
incapable of ensuring U.S. technological 
preeminence over the long haul, but they can and should be used to frustrate Chinese dom-
inance in the short run. The right U.S. technology controls can help to preserve competitive 
opportunities while American offensive efforts better position the country to succeed and 
lead in key technologies.

Comparing technology areas. Consider 5G telecommunications equipment. The United 
States and many other countries have been in the process of purchasing large-scale 5G in-
frastructure that will likely operate for many years, providing the supplier country with a 
long-lasting technological beachhead as well as durable economic and political influence. 
Until 2019, Huawei and ZTE appeared set to secure Chinese dominance of the global 5G 
telecoms marketplace—occupying, for the foreseeable future, some of the most strategic 
terrain in cyberspace.211 Although no U.S. company competed on a one-for-one basis with 
Huawei or ZTE, multiple U.S. national security and economic interests were nevertheless 
at risk: protecting secrets, preventing sabotage, blunting the global influence of an adver-
sary, and more. This was a closing window of opportunity if there ever was one, and a clear 
impetus for defensive measures.

In response, the United States imposed a barrage of restrictions on ZTE and even more 
on Huawei: the Entity List, the Covered List, the Non-SDN Chinese Military-Industrial 
Complex Companies List, the Section 889 blacklist, the special foreign direct product re-
strictions, the “remove and replace” rule, federal indictments of Huawei and its CFO, and 
visa bans for certain employees, among other actions.212 Washington also waged a unique 
diplomatic campaign (branded for a time as “The Clean Network”) to dissuade third coun-
tries from buying Huawei and ZTE 5G equipment.

These moves were reasonably successful: several major countries opted not to purchase 
Chinese 5G gear, improving the market position of European competitors.213 Most impor-
tant, an open 5G architecture called O-RAN was given precious time to develop as a serious 
alternative, reducing the prospects of Chinese vendor lock-in and creating new openings for 
U.S. firms.214 Meanwhile, Washington took active steps to manage the costs of its telecoms 
decoupling efforts. It has paid for small U.S. carriers to replace Huawei and ZTE equip-
ment, helped finance certain third-country purchases of Western-made 5G gear, allowed 
U.S. chipmakers to retain some Huawei business, and drafted legislation to infuse the U.S. 
semiconductor sector with new federal funds.215

Fast-acting and readily 
implemented “defensive” 
restrictions can buy time for 
“offensive” investments, like 
education and R&D, to bear fruit.
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5G telecommunications equipment provided an especially compelling case for U.S. restric-
tions, because the United States faced a closing window of opportunity to prevent Chinese 
dominance of a strategic technology. But each technology area has a different strategic 
profile, and few of them will present as clear-cut a case for so many restrictive measures. AI 
software, social media platforms, smartphones, drones, Internet of Things devices, routers, 
advanced batteries, semiconductors, cloud services: they all have distinct national security 
implications, economic impacts, marketplace dynamics, supply chains, and innovation tra-
jectories. In many cases, strong new U.S. government technology controls could do more 
harm than good.

Balancing global challenges. One reason for caution is the existence of other urgent 
crises, beyond Chinese tech threats, that compete for Washington’s resources and atten-
tion and can sometimes clash with technological decoupling. Even as the United States 
engages in bilateral power struggles with China (and other state adversaries), it faces global 
and domestic challenges that are arguably still more daunting and have their own closing 
windows of opportunity. At a global level, COVID-19 exemplifies the perils of today’s 
interconnected world. Contagions—in the form of infectious diseases, financial crises, or 
cyber catastrophes—loom on many fronts, requiring new forms of collective action across 
geopolitical divides.216 The most obvious of these enormous threats is climate change.

While decoupling might seem like a solution to excess interconnectedness, global chal-
lenges cannot be solved without deep global cooperation. If Washington and Beijing cannot 
come together with others to address shared risks, then any U.S. national accomplishments 
may be washed out by a rising tide of global calamity. It is imperative that U.S. government 
policies toward China—including tech policy—address these larger problems and avoid 
making them worse.

For example, Washington should think 
twice before walling itself off from Chinese 
clean energy technology such as solar cells, 
wind turbines, and advanced batteries. 
Granted, some Chinese clean tech compa-
nies have benefited from unfair practices 
like intellectual property theft, and the 
United States has powerful motivations to 

protect and nurture its own industries in these emerging strategic sectors.217 Yet the world 
has years, not decades, to avoid catastrophic and irreversible climate damage; any delays 
in the deployment of low-carbon-intensive infrastructure would require powerful justifi-
cations.218 By the same token, U.S. sanctions on Beijing’s national tech champions should 
avoid inflicting so much Chinese economic pain that bilateral climate cooperation breaks 
down. In September 2021, China’s climate envoy made the not-unreasonable case that 
climate “cannot possibly be divorced” from other friction points: “The U.S. side hopes 

Even as the United States engages 
in bilateral power struggles with 

China, it faces global and domestic 
challenges that are arguably still 

more daunting and urgent.
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that climate cooperation can be an ‘oasis’ in China-U.S. relations, but if that ‘oasis’ is sur-
rounded by desert, it will also become desertified sooner or later.”219 

Balancing domestic challenges. Domestically, the U.S. political system is floundering, 
its social cohesion fraying, and its economic promise hollowing for too many people. These 
trends have complex, multi-decadal causes but have dangerously accelerated in recent years. 
It was only a year ago that the United States suffered an abortive insurrection, and most ex-
perts believe that American democracy remains unstable. U.S. policymakers must therefore 
focus much of their attention on the home front, even at some risk to traditional national 
security priorities such as addressing Chinese tech threats.220 For example, the U.S. govern-
ment’s ongoing crackdown on Chinese graduate students and researchers cannot be allowed 
to trigger a mass exodus of Chinese undergraduates, who pose little security risk yet pay bil-
lions of tuition dollars, in effect subsidizing educational opportunity for many Americans.

In sum, an overaggressive technological decoupling can set back other national priorities 
that may matter more or come to a head sooner. This does not negate the risks of U.S.-
China technological interdependence, which are real and will likely grow in years ahead. 
But the United States must balance the troubling possibilities of tomorrow against the 
lethal dangers of today. This means buying additional time for U.S. leaders to assess geo-
technological developments, juggle domestic and global crises, and implement long-term 
investments in American technological strength. Select defensive measures can extend these 
timelines—helping to lay the groundwork for greater technological independence in the 
future, should it become needed, even as most U.S.-China tech ties are allowed to endure 
for now. Balancing in this way can help hedge against multiple scenarios, from full-scope 
decoupling to relative technological integration.

MAINTAINING CONTROL

Time is one of two decisional resources that Washington must conserve as it manages tech-
nological decoupling. The other key resource is control over the decoupling process—the 
ability to set its pace and scope so that decoupling aligns with American needs. Granted, 
the U.S. government has never had total control. Beijing maintains its own long-standing 
limits on foreign technology; other governments have significant influence on global sup-
ply chains and markets; and companies around the world make private calculations about 
cross-border investments and deals. Nevertheless, the distinct wave of technological de-
coupling that began in the mid-2010s was initially of Washington’s design—set in motion 
by the U.S. government’s purposeful, albeit ill-coordinated campaign of China-oriented 
restrictions. Other actors have been comparably reactive (maneuvering in response to U.S. 
policy) and cautious (often seeking to conserve the status quo ante). This kept the U.S. 
government in the driver’s seat, letting American officials advance decoupling as they saw 
fit while stopping short wherever they perceived risks to U.S. interests.



48          U.S.-CHINA TECHNOLOGICAL “DECOUPLING”: A STRATEGY AND POLICY FRAMEWORK 

That privileged position could not last for long. As decoupling progresses, various foreign 
and domestic actors have increasingly sought to seize initiative for themselves—seeking to 
shape the decoupling process rather than remain at the mercy of U.S. government policy. 
These dynamics, explored below, create a risk of feedback loops: each new U.S. technology 
control strengthens the incentives for others to retaliate in kind, or to get ahead of the next 
Washington restriction, which accelerates decoupling beyond what U.S. officials intend. If 
Washington fails to monitor and manage these escalatory dynamics, it could accidentally 
set in motion a frenzied, ever-intensifying cycle of decoupling that races well past what 
America can afford.

Figure 4: The U.S. Government Is Just One of Many Actors Shaping 
Technological Decoupling
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Source: Author’s elaboration.
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Preemptive action by outside actors. The first kind of feedback loop involves outside ac-
tors seeking to anticipate and preempt future rounds of U.S. technology restrictions. Now that 
U.S.-China technology decoupling is well underway, companies, universities, investors, and 
other actors around the world want to avoid being caught in the maelstrom. This means not 
making significant long-term commitments that could be vulnerable to collapse if the U.S. 
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government decided to impose new technology controls. In essence, these actors could “self-
decouple” now, on their own terms, rather than risk a more abrupt and forceful U.S. govern-
ment mandate later. The more restrictive measures that Washington imposes, the more outside 
actors will look to stay ahead of the curve. The consequences could potentially snowball, caus-
ing much more extensive technological decoupling than the U.S. government intends.

A vivid example came in July 2020, when 
the Justice Department announced the 
indictment of six Chinese researchers for 
hiding their affiliations with the PLA. 
Following these six indictments, more than 
one thousand other Chinese researchers re-
portedly left the United States. “The breadth 
and depth of the exodus was not expected,” 
an anonymous U.S. official told the Washington Post.221 James Mulvenon, who has written 
extensively on China tech threats, told the newspaper that “he does not believe there were 
1,000 active PLA-linked researchers in the United States but said it is possible many research-
ers affiliated with state institutes and universities left over the last year because they feared they 
might lose their fellowships.” In other words, the U.S. government failed to anticipate that 
its small action would trigger a huge counterreaction, disrupting vast amounts of legitimate 
research activity. In the end, the Justice Department dropped charges against five of the six 
defendants. Still, it claimed to have “advanced our deterrence objectives,” citing the mass exo-
dus of Chinese researchers as a positive development.222 The whole episode casts significant 
doubt on Washington’s ability to predict and adequately weigh the collateral consequences of 
its China-tech actions.

Chilling effects from vague restrictions. The episode also illustrates a more general 
problem: vague or opaque U.S. government restrictions can chill far more technological 
activity than policymakers intend. There are many impediments to designing precise U.S. 
controls. Major “technologies” that Washington seeks to protect (such as AI, 5G, micro-
electronics, and drones) are really high-level constructs and systems-of-systems built from 
multiple interlinked technology families. Their smaller subelements (for example, advanced 
batteries that might power drones or electric cars) have complex global supply chains and 
innumerable uses and users. Agencies struggle to divvy up this mass of technological inter-
connections into clean administrative categories. And their criteria for doing so—premised 
on such notions as “national security” and, increasingly, “economic security”—are poorly 
conceptualized and highly contested. Early-stage technologies pose particular regulatory 
challenges because their future impact can only be guessed.

In the face of these uncertainties and administrative dilemmas, U.S. government agen-
cies often take what they view as a cautious approach. They announce broad, open-ended 
authorities that would permit—but not require—a sweeping range of new government 

Companies and foreign govern-
ments could “self-decouple” now, 
on their own terms, rather than risk 
a more abrupt and forceful U.S. 
government mandate later.
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technology restrictions. The government can then apply these authorities on a case-by-case 
basis, deliberating in secret and weighing a host of variables. This approach maximizes flex-
ibility: enforcement can be dialed up or down based on new data, circumstances, and po-
litical imperatives. Its ambiguity also makes it harder for adversaries to identify and exploit 
loopholes in Washington’s decisionmaking framework. Examples of this approach include 
CFIUS reviews, enforcement of the Commerce Department’s new ICTS supply chain se-
curity rule, the licensing process for many export-controlled items, and designations under 

many sanctions authorities.

However, too much discretion can ulti-
mately be self-defeating. A major risk is 
that outside stakeholders see these opaque 
technology control regimes as risky and 
unpredictable, thereby chilling activity that 
could otherwise benefit the United States. 
Consider the Trump administration’s visa 

ban for Chinese graduate students and researchers affiliated with Beijing’s “military-civil fu-
sion” programs; the ban left many key terms undefined, including what affiliations would 
be disqualifying. The policy’s ambiguity generated widespread confusion about its scope and 
impact. A rigorous analysis by Georgetown’s Center for Security and Emerging Technology 
tentatively “suggest[ed] 3,000 to 5,000 as a reasonable range for the annual number of stu-
dents affected,” calling this “a low-confidence estimate” and warning that the real number 
“would be much larger” if “military-civil fusion” was interpreted more broadly than the report 
assumed.223 (The study was “unable to assess” the impact on Chinese nonstudent researchers 
due to a lack of publicly available data.) Today, more than eighteen months after the policy 
was announced, there is still no official public account of its key parameters.

Confronting this uncertainty, many Chinese graduate students and researchers can be expect-
ed simply to avoid applying to U.S. universities. Many U.S. universities will likewise avoid 
admitting or hiring certain Chinese applicants—even in cases where there was no national 
security risk and a visa might actually have been granted. (U.S. officials have offered rough 
estimates of visa revocations and denials, but have not yet publicly addressed potential chilling 
effects.)224 Moreover, such dynamics can become self-reinforcing. Chinese graduate students 
and researchers diverted from the United States will go somewhere else instead, and eventually 
these alternate academic paths could become popular or even default options. The net result 
could be large, long-term reductions in American access to top academic talent.

Chinese government retaliation. Another feedback loop stems from Beijing’s retaliation 
against U.S. technology controls aimed at China, which creates a risk of lengthy tit-for-tat 
reactions or escalatory spirals. So far, Beijing’s responses have generally been reciprocal.225 
For example, it established an “unreliable entities list” following increased U.S. use of the 
Entity List, and Beijing imposed new technology export controls after related moves by 

U.S. agencies often announce broad, 
open-ended restrictive authorities 
they can then apply on a case-by-

case basis, deliberating in secret and 
weighing a host of variables.
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Washington.226 But future responses could be more damaging. Many in Beijing believe that 
the United States is intent on destroying the Chinese technology ecosystem, and Chinese 
domestic narratives about tech competition have become increasingly nationalistic.227 A 
particularly harsh U.S. restriction, or the overall accumulation of controls, may cause China 
to step up its responses or broaden them into new areas. Alternatively, Beijing might over-
react due to misperceived U.S. intentions.

Retaliation by China could put pressure on Washington to respond in kind, risking a repeti-
tive cycle that takes decoupling further or faster than the United States initially envisioned. 
For example, the U.S. order for ByteDance to divest from TikTok was followed, less than a 
year later, by China’s pressure on ride-hailing company DiDi to de-list from the New York 
Stock Exchange.228 Although Beijing probably had multiple motivations for reining in DiDi, 
it publicly cited data security concerns, mirroring Washington’s main justification for the 
TikTok order. Beijing’s abrupt exercise of power over DiDi aggravated U.S. leaders’ worries 
that Chinese companies fail to disclose regulatory (and other) risks and are in Beijing’s thrall. 
Several senators seized upon the episode to promote an accelerated timeline for de-listing 
all Chinese companies from American exchanges under the Holding Foreign Companies 
Accountable Act.229 These moves and countermoves illustrate how easily escalatory spirals 
could be set in motion.

China has many cards to play if it chooses to step up its retaliation for U.S. tech restrictions. 
For example, it could dissuade or bar Chinese undergraduates from attending U.S. univer-
sities, depriving the United States of billions of dollars in tuition revenue at a time when 
many American institutions of higher learning are struggling financially.230 It could impose 
controls on the rare earth metals required for many important technologies, which China 
nearly monopolizes.231 It could further limit the activities of U.S. tech companies operating 
in China, bar or unwind U.S. investments and joint ventures, or ban the purchase of certain 
U.S. tech products. And if Beijing seeks to respond outside of the technology domain, the 
possibilities are open-ended.

These Chinese retaliation options illuminate vulnerabilities that U.S. leaders should try to 
address over time. For now, however, they are realities of interdependence. They highlight 
the damage America could suffer if decoupling gets out of hand and is no longer being 
controlled by Washington. Granted, China would also suffer in the process, so a measure of 
deterrence almost certainly exists. Nevertheless, history is replete with examples of destruc-
tive, seemingly irrational cycles of international escalation. A responsible U.S. strategy for 
technological decoupling must account for and mitigate this risk. 

Domestic political dynamics. Finally, U.S. technology controls can shape domestic poli-
tics in ways that encourage ever-stronger restrictions in the future. Politically speaking, 
China-related controls—like other kinds of U.S. sanctions and restrictions targeting ad-
versaries—are easy to impose and hard to reverse. Congress has also repeatedly stepped in 
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to turn discretionary executive measures into permanent statutory requirements. The result 
is a one-way ratchet, gradually limiting the policy space of each successive administration.

Biden, for example, has so far opted to retain many Trump policies that were highly contro-
versial when first instituted—including the China tariffs and the unique foreign direct prod-
uct rule applied to Huawei. Biden also allowed Trump’s sweeping ICTS regulation to come 
into effect, surprising multiple business groups that had called the rule unworkable. Although 
Biden may actively support some of these measures, politics are probably a factor in others. 
The Wall Street Journal reported that “administration officials [were] concerned that blocking 
or diluting the [ICTS] rule would send the wrong message about the new administration’s 
approach to China, potentially fueling criticism that it [was] taking a weaker approach.”232

The economic impact of U.S. government technology restrictions can also ripple into the 
political arena. For example, a U.S. import ban on certain Chinese tech products could 
economically weaken the American resellers of those products. If those resellers ultimately 
exit the marketplace, that would mean fewer voices advocating for bilateral tech coopera-
tion. Conversely, hawkish voices tend to thrive in a restrictive and securitized environment. 
Palantir, whose data products are used by the U.S. national security establishment, has 
emerged as a strong advocate of technological decoupling.233 Washington’s drive to counter 
China tech threats creates business and political opportunities for companies like Palantir, 
potentially fueling the rise of a well-connected decoupling lobby. There is already a long 
American tradition of defense and national security contractors exerting influence over 
public policy—for example, by supporting political candidates and thinkers who warn of 
foreign threats and advocate muscular U.S. responses. Technology controls aimed at China 
could unleash similar dynamics, as a subset of U.S. tech companies will benefit from such 
restrictions and work to entrench or expand them. 

In sum, Washington might aim for a moderate level of technological decoupling but end 
up with something broader, faster, and messier. The risks are serious and demand a strategic 
response. The United States must preserve the ability to adjust the decoupling process up-
ward or downward—keeping its pace and scope aligned with American needs. That means 
U.S. technology restrictions should be kept as targeted and precise as possible to minimize 
the risk of unwanted escalation. Moreover, Washington must communicate its intentions 
clearly and convincingly to multiple audiences. It should openly clarify its strategic objec-
tives, and even some specific policy criteria, to reassure companies, universities, and foreign 
governments—including China—of its intentions. This degree of clarity cuts against the 
American grain: U.S. political and national security leaders like to preserve their own dis-
cretion, and they struggle to make credible commitments across presidential administra-
tions. But in a complex and interdependent global technology landscape, too much silence 
or ambiguity may actually cede control to others.
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TRANSLATING STRATEGY INTO 
POLICY AND PROCESS

The previous chapter argued for a centrist technological decoupling strategy in which U.S. 
government restrictions play a small but important role. Government tech restrictions by 
themselves cannot ensure U.S. technological preeminence over the long haul, but they 
can sometimes frustrate Chinese dominance in the short run. The United States should 
therefore focus its restrictions on a select set of technology areas where China verges on 
securing unique, strategically significant, and long-lasting advantages. This would buy time 
for longer-term investments in American technological leadership, competitiveness, and 
resilience to succeed—helping the United States address the full range of its tech challenges, 
including those that only partially relate to China. Carefully tailoring and communicating 
these restrictive policies would also help Washington preserve its influence over the pace 
and scope of technological decoupling, reducing the likelihood of a damaging runaway 
process. A balanced approach to the U.S.-China technology relationship would provide 
American leaders with maximum options during an era of strategic uncertainty and flux. 
It would also improve the odds of bilateral cooperation on urgent global challenges, like 
climate change, and preserve space to address pressing domestic crises.

Not everyone will agree with this strategy. Restrictionists may find it naïve, and coopera-
tionists may consider it dangerous. So much the better; American policymakers need to hear 
robust debate, especially in this early phase of technological decoupling. Responsible voices 
from all three camps should continue weighing in on the most fundamental questions: In 
what ways does today’s U.S.-China technology relationship help or hurt America—in the 
technology arena, and beyond? How will this cost-benefit calculus change over time, and 
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how should the United States balance its present and future needs amid inherent uncer-
tainty? Meanwhile, how can Washington maintain control of the technological decoupling 
process and prevent triggering a more severe, violent break than it intends? Strategies should 
be judged by the clarity, factual grounding, and analytical rigor of their answers to these 
questions.

THE NEED FOR PRACTICAL GUIDANCE

Once a strategy is established, it must then be translated into policies and processes to guide 
U.S. government decisions. Without a practical set of standards, even the best strategy can 
result in inconsistent and ad hoc decisionmaking. In particular, the U.S. government must 
devise ways to determine which technology areas require China-related restrictions and 
which do not. While restrictionists, centrists, and cooperationists have varying appetites for 
technological decoupling and China-oriented controls, they must all face a version of this 
line-drawing problem when turning their high-level visions into tangible policy.

Meaningful guidance must move past generalities and express clear choices. That means de-
scribing what different federal agencies should do with specific authorities that they have. It 
is no simple task. Analytically, it requires evaluating a host of technology areas and weighing 
numerous costs and benefits through the lens of multiple expert disciplines. Politically, the 
charged tenor of China discourse in the United States makes American leaders and analysts 
reluctant to publicly cheerlead any form of bilateral technology cooperation, even where the 
benefits outweigh the costs. Thus, while many observers say that technological decoupling 

should be bounded and partial, there are 
few comprehensive, detailed proposals for 
how and where to draw such boundaries.

The easy part is identifying the highest-
risk, most strategically sensitive technology 
areas where U.S. government controls are 

clearly desirable. 5G telecommunications equipment and semiconductors are two well-
known examples. The United States has already imposed substantial restrictions in both 
areas, and experts broadly support them even while debating key details. The hard part, 
often, is naming lower-risk areas—technologies where continued U.S.-China interdepen-
dence would be permissible and actually beneficial to American interests. But Washington 
needs real limits to bound the decoupling process and prevent a costly, self-destructive over-
reach. The more clearly such limits can be articulated in practical policymaking standards, 
the more effectively the U.S. government can make decisions and manage the expectations 
of other governments and private actors worldwide.

Any strategy for technological 
decoupling must face a line-drawing 
problem when turning its high-level 

vision into tangible policy.
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BREAKING DOWN THE POLICY PROBLEMS

This report takes a step-by-step approach to develop useful policy guidance. It begins by 
breaking down the many U.S. interests at stake into nine distinct policy objectives for tech-
nological decoupling. National security objectives include maintaining a military edge over 
China, limiting Chinese national security espionage, preventing Chinese sabotage in a crisis, 
limiting Chinese influence operations, and denying support for Chinese or China-enabled 
authoritarianism and repression. Economic objectives include countering unfair Chinese 
practices and intellectual property theft, and competing and leading in strategic industries. 
Then there are ancillary objectives—non-technology goals that also influence American 
decoupling policy: obtaining general leverage over China, and shaping U.S. domestic nar-
ratives. These nine objectives, although linked, raise many distinct issues and dilemmas. 
They cannot be treated as interchangeable 
responses to an undifferentiated mass of 
“China tech threats”—an all-too-typical 
approach. Of course, real-world decision-
making often involves weighing multiple 
policy objectives simultaneously.

The next step, and the heart of this report, 
is a careful review of the role U.S. technol-
ogy controls should play in achieving these 
policy objectives. Taking each objective in turn, the report weighs the risks and benefits of 
U.S.-China technological interdependence against the risks and benefits of U.S. govern-
ment technology controls, in line with the overall (centrist) strategy described above.234 
This analysis leads to a series of proposed dividing lines—implementable standards for de-
termining which technology areas warrant U.S. government restrictions and which do not. 
Specific examples help to illustrate how these dividing lines would work in practice. Finally, 
there are brief discussions of “offensive” (domestic self-improvement) measures critical for 
achieving each policy objective. While technology controls are the primary subject of this 
report, they must not become the primary focus of policymakers.

Because U.S. policymakers face complex dilemmas, these recommendations would require 
further vetting and debate by implementing agencies. They would also need refinement to 
a higher level of detail. While this report’s proposals aim to be specific and actionable, agen-
cies need to draw still finer distinctions in real-world policymaking. For this reason, many 
of the recommendations lay out analytic processes that agencies should follow—questions 
to ask, objectives to prioritize, and standards to apply—rather than firm outcomes. Case 
studies illustrate how these processes might play out in specific technology areas, though 
agencies would need to arrive at their own conclusions based on internal expertise (includ-
ing classified information) and outside perspectives.

Technological decoupling can  
serve many distinct U.S. policy 
objectives. These cannot be treated 
as interchangeable responses to  
an undifferentiated mass of  
“China tech threats.”
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Reasoned deliberation does not always determine actual U.S. policy, of course. Political 
imperatives, unexpected crises, and bureaucratic quirks all play a role. But it is essential 
for Washington to develop strong decisionmaking processes to inform the use of China-
oriented technology controls. Good processes push high-level U.S. officials to consider key 
issues earlier, more frequently, and in a more focused, structured way than would oth-
erwise happen. They frame policy dilemmas for principals and help to clarify questions 
that require resolution by the president. Over time, high-quality government deliberations 
also teach the permanent national security apparatus—the many thousands of staffers and 
outside analysts who shape conventional thinking in Washington—to ask better questions 
about technological decoupling.
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MAINTAINING A MILITARY  
EDGE OVER CHINA

RISKS OF INTERDEPENDENCE

America’s most senior military officers and civilian defense leaders in both parties have 
grown increasingly alarmed by China’s advancing military capabilities. Unclassified U.S. 
intelligence assessments describe the PLA as slowly but steadily transforming itself “from 
a defensive, inflexible ground-based force charged with domestic and peripheral security 
responsibilities to a joint, highly agile, expeditionary, and power-projecting arm of Chinese 
foreign policy that engages in military diplomacy and operations across the globe.”235 U.S. 
forces, by comparison, have deferred some of their own modernization programs and 
declined in readiness across many areas since 2001, partly due to a preoccupation with 
counterterrorism and counterinsurgency. Even after the Afghanistan withdrawal, America’s 
enormous and highly capable military remains spread thin across a number of global mis-
sions—whereas the PLA has been optimizing for a few key objectives in its local theater. 
Together, these trends have led the Pentagon to warn of a diminished “competitive edge” 
over China.236

Technology plays a key part in China’s military catch-up. Beijing has made major strides in 
modernizing its conventional hardware and nuclear weapons systems—aided, at times, by 
cyber and traditional espionage. Looking ahead, many U.S. analysts are especially worried 
about the PLA’s incorporation of emerging digital technologies such as AI and quantum 
computing. China believes that AI, in particular, will eventually enable “intelligentized 
warfare”—a more rapid, precise, and dispersed form of combat intended to paralyze enemy 
forces and decisionmakers.237
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Because AI and so many other militarily relevant technologies are dual-use, the PLA seeks 
technical support from Chinese companies and universities under the banner of “mili-
tary-civil fusion.” Seamless fusion remains more aspiration than reality; however, Beijing 
is working to break down bureaucratic barriers and enhance incentives for private support 
to the military.238 It also has many legal and extra-legal tools to compel such cooperation 
for high-priority military programs. This makes the U.S. defense establishment leery of 
technological cooperation between American and Chinese businesses or universities. The 
Pentagon fears that Beijing will leverage such links to acquire military-relevant technology, 
whether through licit means (such as joint ventures) or illicit means (like hacking).239

RISKS AND LIMITATIONS OF DEFENSIVE MEASURES

The need to maintain a military edge over China offers powerful justification for U.S. 
technology controls. But what sort of controls can achieve American military needs at ac-
ceptable overall cost to the U.S. national interest? A narrowly tailored set of restrictions 
makes the most sense for several reasons. First, although AI and other emerging, dual-use 
technologies may someday become key factors in the U.S.-China military balance, that day 
is probably a long way off. The coming wave of military-technological advances will likely 
produce a marathon competition that lasts many years or even decades. This means the 
United States should prioritize the long-term sustainment of American innovative capacity 
rather than the short-term curtailment of Chinese military advances. Technology controls 
that durably set back PLA modernization would be worthwhile, but restrictions that de-

grade America’s own technology base while 
only briefly disrupting Chinese progress 
would be counterproductive.

To gauge the near-term role of AI in U.S.-
China military competition, consider a po-
tential confrontation in the Taiwan Strait 
occurring in the next few years—the cen-
tral worry of today’s U.S. defense leaders. 

According to most analysts, the outcome of a Chinese incursion would likely hinge on 
such traditional factors as the PLA’s competence in amphibious assaults, the readiness of 
Taiwan’s defensive forces and the willpower of its civilian population and leaders, and the 
U.S. military’s regional force posture and rules of engagement.240 AI would certainly not be 
decisive. A recent analysis of Chinese military contracts found that, “like the United States, 
China’s most promising AI applications so far seem to be for back-office tasks like intel-
ligence analysis and predictive maintenance.”241

At what point will military AI become important enough to swing a battle between  
U.S. and Chinese forces? The National Security Commission on Artificial Intelligence—

It will likely take many years or 
even decades before AI and other 
emerging, dual-use technologies 

become key factors in the  
U.S.-China military balance.
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the leading mainstream assessment—placed this risk “in the coming decades.”242 And how 
likely is it that Chinese AI would one day be sufficient to offset U.S. military advantages in 
other areas? The commission was appropriately cautious, simply noting that Beijing “be-
lieves” this could happen. DOD’s most recent public report on the Chinese military also 
hedged on whether, how, and when emerging technologies like AI or quantum computing 
might affect real-world combat. The report rightly gave more weight to less exotic develop-
ments, such as China’s ballistic and cruise missile advancements, its anti-satellite capabili-
ties, its increasingly realistic joint exercises, and other modernization efforts.243 Of course, 
the era of AI warfare will come eventually and the U.S. military must work hard to prepare 
for it. But the longer this technology competition lasts, the less likely it is that U.S. restric-
tions will hold Chinese advances at bay.244

Second, the Pentagon’s “competitive edge” concept is notably vague and open-ended, mak-
ing it a poor guide for determining which technologies merit U.S. government restric-
tions.245 Nearly all technology has some military application, and the U.S. military sees 
itself “competing” with China in innumerable ways and places—from combat contingen-
cies in the Indo-Pacific to steady-state information operations and defense diplomacy in 
Africa and Latin America. Controlling all the technologies relevant to such competition 
would mean a total amputation of U.S.-China tech ties—choking the American economy 
that funds defense spending, and degrading the U.S. innovation base that supports military 
capability development.

DOD has never actually called for full-scope decoupling; in fact, the DOD-aligned JASON 
group of scientific advisers has argued that international technical cooperation is vital to 
American interests.246 Yet U.S. military leaders have sometimes flirted with more restric-
tionist ideas—for example, generically opposing Americans’ involvement in the Chinese 
AI sector.247 Such ideas, if pursued to their logical conclusion, could lead to broad-based 
technological decoupling.

Finally, the U.S.-China rivalry is not just military in nature, and Washington will likely 
rely more on economic and diplomatic tools in the years to come. That is because the cur-
rent U.S. military “competitive edge” over China, diminished as it is, probably cannot be 
sustained. China has natural geographic advantages in its home theater, whereas U.S. forces 
must operate costly and vulnerable expeditionary bases and logistics lines. China’s defense 
budget will probably keep growing faster than American spending, which is projected to 
stay flat or rise slowly in real terms.248 The technologically inferior PLA can close many 
existing gaps at a faster pace than the U.S. military can create new ones. And for many 
military scenarios, such as a Taiwan Strait confrontation, Beijing will be more invested in 
the outcome and more politically capable of absorbing losses than Washington.

Of course, the United States should take all reasonable measures to mitigate these mili-
tary disadvantages. But a detailed study by the RAND Corporation found that “as long as 
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the Chinese economy continues to grow faster than that of the United States and Beijing 
continues to make military modernization a priority, the challenges facing U.S. military 
planners in Asia will grow more severe over time.”249 This means that other tools of U.S. 
national power will be crucial for managing China’s rise—something Beijing itself appears 
to recognize.250 Thus, Washington should avoid technology restrictions that yield immedi-
ate yet modest military gains but inflict larger, longer-term economic and diplomatic costs 
on the United States.

RECOMMENDED POLICIES AND PROCESSES

The Defense Department must focus and prioritize its concerns about Chinese tech. 
Specifically, DOD should identify future PLA technology milestones that would tangi-
bly change military outcomes over a concrete time horizon. This rigor would help federal 
regulators design more targeted technological controls that achieve military needs while 
minimizing harm to other national interests.

A good starting point would be DOD’s China-related defense planning scenarios—a clas-
sified set of priority missions that might include, for example, helping to defend and/or 
resupply Taiwan.251 For each planning scenario, DOD could seek to identify what poten-
tial new PLA technological capabilities would most significantly increase the likelihood of 
U.S. mission failure. The time horizon being considered would shape the nature of DOD’s 

analysis. DOD could make fairly concrete 
predictions about what technologies will 
matter most during the next five or ten 
years, because U.S. and Chinese opera-
tional concepts will not drastically change 
during that time and most key technologies 
either already exist or have been theorized. 
To assess military-critical technologies on a 
longer timeline, DOD would need to make 

more speculative predictions, such as how early-stage technologies may mature over de-
cades, and what the American and Chinese militaries of the future will look and fight like. 
Proposed controls on early-stage technologies should therefore meet a higher threshold of 
criticality and undergo more rigorous vetting.

Although DOD has formidable internal expertise in offices such as the Strategic Intelligence 
and Analysis Cell, its assessments should draw generously from the insights of indepen-
dent technologists, military analysts, and China experts to avoid myopia and groupthink. 
Existing channels for engaging outside experts, like the JASON group, may need to be 
expanded or supplemented to account for the difficulty of making long-term technology 
predictions and the need to consider implications for a wide range of U.S. interests beyond 

DOD should use its defense planning 
scenarios to identify future PLA 

technology milestones that would 
tangibly change military outcomes 

over a concrete time horizon.
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defense. The Intelligence Community should also provide an independent check on DOD’s 
assessments. Once military-critical technologies have been identified, intelligence analysts 
should assess the likelihood of the PLA actually acquiring these technologies and effectively 
fielding them over different time horizons. Analysts would also evaluate China’s relative 
dependence on foreign tech transfer, as opposed to its indigenous ability to develop the 
same technologies.

Regulators would then consider the efficacy of potential technology controls, and an in-
teragency review led by the National Security Council (NSC) would evaluate second- and 
third-order impacts, such as economic and diplomatic implications. Interagency review 
has long been the norm for many kinds of technology controls. But given the growing 
importance of dual-use technology, private sector–led “spin-on” innovation, and globalized 
supply chains, the NSC should assess whether current deliberative processes are sufficiently 
comprehensive and inclusive.

CASE STUDIES

Drone swarms. Drone swarms are a potential example of militarily significant technol-
ogy that might merit new U.S. technology restrictions. Many military analysts worry that 
large swarms of cheap, autonomous, self-coordinating drones could neutralize U.S. military 
advantages over China.252 They fear that China could deploy these drone swarms to over-
whelm and destroy large, expensive, relatively immobile American assets like aircraft carri-
ers. If that fear is well-grounded, then China’s development and successful fielding of this 
technology could swing the balance of a strategically consequential battle.

Still, U.S. technology controls would only make sense if they could be effective in protect-
ing America’s military edge. China’s world-class commercial drone industry is mostly indig-
enous, reducing the U.S. government’s influence over Chinese advancements. In late 2020, 
the Trump administration added DJI, the global market leader in drones, to the Entity List 
based on human rights violations. David Benowitz, an industry analyst and former DJI 
official, identified several U.S.-origin parts that DJI would need to replace following this 
designation. Still, he predicted the move would not “severely impact” the company.253

Swarming, an aspect of drone technology that remains in development, could have distinct 
chokepoints for U.S. controls to target. Key hardware components of drone swarms, like 
high-fidelity short-range communication equipment, might perhaps be controllable (as-
suming China does not already lead in these areas). Some software components, however—
like computer vision algorithms—would be harder to control because they are intangible, 
under development by many international companies, and often based on openly published 
academic research.
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Xiaomi. The final days of Trump’s presidency offered a vivid example of poorly designed 
technology controls, when DOD designated the consumer electronics giant Xiaomi as a 
“Communist Chinese Military Company.” This status, a forerunner of Biden’s Non-SDN 
Chinese Military-Industrial Complex Companies List, would have prohibited Americans 
from investing in the company. DOD’s justification was shockingly thin. It highlighted 
Xiaomi’s plans to invest in 5G and AI—two broad, loosely defined technology areas that 
most global companies are pursuing—and the fact that Xiaomi was once publicly rec-
ognized by a Chinese ministry. Xiaomi later won a court injunction after a federal judge 
found the company did not meet the legal criteria for designation and DOD “could not 
identify any transfers of technology from Xiaomi to the PRC.”254 Biden has since reversed 
this designation and overhauled the underlying regulatory process, placing the Treasury 
Department in charge.255

Broad technology categories like “AI,” “Big Data,” or “the Internet of Things” are not ap-
propriate targets for military-related technology restrictions. They are too ubiquitous to 
control, and too generic to meaningfully assess for military impact. Unfortunately, the U.S. 
government does not always recognize this. The Commerce Department’s new ICTS sup-
ply chain rule requires special scrutiny for any China-related technology “integral to: (A) 
Artificial intelligence and machine learning; (B) Quantum key distribution; (C) Quantum 
computing; (D) Drones; (E) Autonomous systems; or (F) Advanced Robotics.”256 These are 
diverse and capacious categories. They can be a starting point for further analysis, but U.S. 
government decisionmaking must be far more granular.

Supercomputers. Supercomputers pro-
vide another case study that illustrates the 
complexity of U.S. efforts to control mil-
itary-relevant technology. The U.S. gov-
ernment has long sought to prevent the 
Chinese military from acquiring powerful 
supercomputers due to their important 
role in advanced cryptography and in the 

design and development of nuclear weapons, missiles, and other military systems.257 For 
decades, Washington relied on export controls of finished supercomputers, permitting their 
sale to China only if they would not be used for military purposes.258 But U.S. restrictions 
have recently broadened. The United States now uses its Entity List to target entire Chinese 
organizations involved in supercomputing—restricting them from obtaining a wide range 
of U.S. components and other goods, not just supercomputers themselves.259

Although these initial designations focused on organizations owned or controlled by the 
PLA, they have sprawled since 2015.260 Today the Entity List covers nearly all major players 
in the Chinese supercomputing ecosystem, including high-performance chip designers, su-
percomputer manufacturers, and supercomputer operators.261 According to the Commerce 

Broad technology categories like 
“AI,” “Big Data,” or “the Internet of 

Things” are too ubiquitous to control 
and too generic to meaningfully 

assess for military impact.
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Department, these organizations have varying ties to the PLA. Secretary of Commerce 
Gina Raimondo explained that “supercomputing capabilities are vital for the development 
of many—perhaps almost all—modern weapons and national security systems, such as 
nuclear weapons and hypersonic weapons.”262 But that is hardly all, or even most, of what 
some of these entities do. Like supercomputing organizations around the world, they also 
support biomedical research, weather forecasting, electric grid management, oil and gas 
exploration, and countless other benign activities.263

On one level, this increasing use of the Entity List makes sense. China has transitioned from 
purchasing foreign supercomputers to building its own, so U.S. technology controls will 
be more effective if they target the latter process instead of the former.264 Yet the change in 
U.S. regulatory tools has also implied a subtle but important de facto shift in U.S. policy to-
ward China’s technological development. Before, Washington specifically opposed Beijing’s 
military use of supercomputers. Now, it effectively opposes Chinese supercomputing as a 
whole—a general-purpose technology with innumerable civilian uses. The U.S. government 
has yet to publicly comment on this shift, which could have second- and third-order im-
plications. It might stymie scientific cooperation on climate modeling, for example, or help 
motivate Beijing to restrict American access to some general purpose technology that China 
dominates. The Biden administration should carefully review its semiconductor restrictions 
to ensure that it has fully considered their implications beyond the military sphere.

KEY OFFENSIVE POLICIES

While senior defense leaders should continue to inform civilian regulators of the criti-
cal technologies they believe warrant government controls, other ways of maintaining the 
American military edge over China deserve more time and attention. First, DOD should 
accelerate its efforts to modernize and transform U.S. forces to counter the PLA. This 
work—which includes developing more survivable and cost-effective systems, becoming 
more adept at incorporating private sector innovations, designing new warfighting con-
cepts for near-peer battle, and moving forces into and within the Indo-Pacific—has been 
underway since late in the Obama administration. However, it remains far from complete 
and faces enormous bureaucratic and congressional obstacles.265 The U.S. military edge over 
China will depend more on this task than 
on any other governmental effort, includ-
ing technology restrictions.

Second, the Department of Defense and 
the Department of Homeland Security 
(DHS) should redouble their efforts to 
shore up cybersecurity and information se-
curity in the military and among defense 

The U.S. military edge over  
the PLA will depend more on the 
modernization and transformation  
of American forces than on 
technology restrictions  
targeting China.
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contractors specifically. The immediate priority would be to counter the most proven and 
most damaging Chinese intelligence collection techniques—namely, remote hacking, hu-
man agent recruitment, and open-source research. Although the Pentagon in recent years 
has significantly tightened the cybersecurity requirements in its procurement rules, the de-
fense industrial base remains vulnerable.266
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LIMITING CHINESE NATIONAL 
SECURITY ESPIONAGE

RISKS OF INTERDEPENDENCE

The Federal Bureau of Investigation currently describes China’s intelligence activities as “the 
greatest long-term threat to our nation’s information.”267 The bureau has thousands of active 
counterintelligence cases relating to China and opens multiple new cases daily.268 Although 
Beijing’s theft of intellectual property and other economically valuable data remains the 
primary concern, Chinese national security espionage is also harmful. China’s intelligence 
agencies have stolen a significant volume of U.S. military secrets in recent years, includ-
ing aircraft designs.269 They have penetrated U.S. political campaigns to gain insight into 
future American policymaking.270 And they have compromised America’s own espionage 
networks, reportedly helping to expose and disrupt U.S. intelligence activities in China—a 
top American collection priority—and elsewhere.271

Classified U.S. national security secrets are shielded by a robust system of technological, 
physical, and personnel controls. As a result, China often first seeks out sensitive unclassified 
data that it can later exploit to acquire classified information. In particular, U.S. officials as-
sess that China assembles and analyzes large quantities of Americans’ personal information 
to identify potential targets for intelligence collection or other subterfuge. Some U.S. intel-
ligence officials believe such techniques have enabled Beijing to quickly identify undercover 
personnel from the Central Intelligence Agency around the world and monitor or disrupt 
their activities.272 U.S. agencies also cite the risk that China could use sensitive medical, 
financial, or other personal information to blackmail or co-opt American officials.273



66          U.S.-CHINA TECHNOLOGICAL “DECOUPLING”: A STRATEGY AND POLICY FRAMEWORK 

China’s intelligence targeting of American officials has become a major justification for U.S. 
tech restrictions. After all, U.S.-China technological ties provide the Chinese government 
with additional opportunities to harvest Americans’ personal data (just as these ties may 
give Washington ways to collect on Chinese targets). Beijing could, for example, pressure a 
Chinese tech company to share its private data on American users. Chinese companies are 
legally required to comply with such requests, and according to U.S. intelligence officials, 
these companies already help to process bulk data in the possession of Chinese intelligence 
agencies.274 For example, U.S. officials have publicly alleged that Huawei “has the capabil-
ity secretly to access sensitive and personal information in systems it maintains and sells,” 
and that “information from Huawei routers has ultimately ended up in hands that would 
appear to be the state.”275

RISKS AND LIMITATIONS OF DEFENSIVE MEASURES

These risks provide some basis for limiting Chinese companies’ presence in U.S. informa-
tion systems. However, restrictive measures may always not be very effective in thwarting 
Chinese theft of Americans’ personal data, for the simple reason that Beijing seems to prefer 
other ways of acquiring that data. When American officials describe China’s most successful 
and damaging bulk collection efforts to date, they usually point to the devastating hack of 
the U.S. Office of Personnel Management and the compromises of Marriott, Equifax, and 
Anthem. But these were all remote cyber operations; none apparently required any Chinese 
insider access to U.S. systems, companies, or supply chains.276

In fact, sensitive personal information about Americans can be bought outright from U.S. 
or foreign data brokers. U.S. journalists have vividly demonstrated how easy it is to ob-
tain geolocation and other data to identify and track prominent Americans.277 The U.S. 
military and Intelligence Community reportedly use similar techniques to track foreign 
targets, so there is every reason to believe that Beijing does the same.278 Then there is sim-

ple data scraping from the open internet, 
which is apparently one of Beijing’s most 
effective espionage techniques. According 
to U.S. prosecutors, China has success-
fully recruited multiple Americans to spy 
for Beijing based on information in these 
targets’ public LinkedIn profiles. William 
Evanina, then director of the National 
Counterintelligence and Security Center, 

said in 2019 that LinkedIn was China’s “ultimate playground for collection.”279 (Although 
LinkedIn announced last year that it would leave the Chinese market, that won’t stop 
Beijing from scouring Americans’ own LinkedIn pages.280) The major digital espionage 

China’s most successful known bulk 
collection efforts were all remote 

cyber operations. They required 
no insider access to U.S. systems, 

companies, or supply chains.
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risks, then, stem from pervasive gaps in U.S. cybersecurity and data privacy law, policy, and 
implementation. Chinese tech companies’ presence in American markets and supply chains 
seems like a secondary threat at most.

Before instituting sweeping measures to deny China any access to Americans’ personal data 
on national security grounds, it is also worth considering targeted actions to protect the 
relatively few U.S. citizens with access to classified information. The government has signifi-
cant influence over its own employees and contractors, enabling Washington to discourage 
or even bar them from using Chinese technologies deemed to be high-risk. For example, the 
U.S. military already bans TikTok from government-owned devices. The military has even 
“urged troops and their dependents to erase the app from personal phones”; if necessary, 
this could become a condition for maintaining a security clearance.281 Protecting undercov-
er agents is a more complicated task. But U.S. spy agencies have already implemented new 
tradecraft and operational security innovations to offset China’s digital counterintelligence 
techniques—the kind of cat-and-mouse game that has occurred throughout the history of 
espionage.282

RECOMMENDED POLICIES AND PROCESSES

“Personal data” is not a useful or controllable category. Instead, the U.S. Intelligence 
Community should work to identify those categories of personal data that would provide 
the greatest marginal benefits to Chinese spy agencies. Regulatory agencies would then 
consider technology restrictions aimed specifically at this data, while accepting higher levels 
of risk for other types of data.

The Intelligence Community analysis 
would need to consider China’s preexist-
ing intelligence capabilities and its access 
to functionally equivalent personal data on 
Americans. It would also examine the U.S. 
government’s ability to detect and mitigate 
different kinds of personal data theft. If 
Washington can learn of certain Chinese 
data theft quickly and implement effective response plans (for example, by readjusting of-
ficial travel patterns or refreshing the cover identities used by intelligence officers), that 
category of data may need less protection. Finally, the IC should consider the overall sig-
nificance of the U.S. personnel described by the data, and the likely harm to U.S. national 
security from China’s improved ability to track, recruit, or disrupt these people. While 
all Americans’ personal data deserves fundamental protections, extra-stringent restrictions 
should have special justification—just as the IC generates costly cover identities for some 
intelligence officers and not others. For example, data on enlisted U.S. military members in 

Regulators should protect the 
personal data with greatest marginal 
benefits to Chinese spy agencies, 
while accepting higher levels of risk 
for other types of data.
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non-sensitive positions would certainly have some intelligence value to China, but it may 
not be critical enough to justify broad-based restrictions on China’s involvement in the U.S. 
tech sector.283

Because U.S. government data is already controlled to varying degrees, the Intelligence 
Community would primarily look to identify sensitive but unclassified personal data held 
by companies and other private parties. For a useful benchmark of the sensitivity of private-
ly held data, the IC could ask whether the data would be considered classified if owned by 
the U.S. government. For example, U.S. national security agencies maintain large caches of 
employee data in unclassified, internet-connected systems (like the Defense Travel System) 
that are inherently more vulnerable to Chinese hacking than classified systems.284 The ex-
istence of such systems suggests that Washington believes the practical benefits of internet 
connectivity can often outweigh the risks of Chinese espionage. This is a reasonable calcu-
lation. Regulators should not require private companies to take more onerous precautions 
than U.S. agencies themselves take for equivalent categories of government-held data.

CASE STUDIES

Genetic data. Genetic information is an example of personal data that could warrant re-
strictive measures to prevent Chinese government access. In 2020, the Treasury Department 
issued new regulations empowering CFIUS to review covered transactions that involve 
“sensitive personal data” of more than 1 million individuals.285 The definition of sensitive 
personal data includes genetic data. Compared to other types of personal information, ge-
netic data is less widely distributed and harder for Beijing to obtain. China could conceiv-
ably use genetic information to identify and physically track U.S. government officials—in-
cluding undercover officers—as they move around the world.286 Because someone’s genetic 
information cannot be changed, a breach would have lifelong consequences and be difficult 
to remediate.287

Geolocation data. In other cases, the “sensitive personal data” regulation seems overly 
broad. Geolocation data is also considered sensitive under the Treasury rule. Yet because 
Americans’ geolocation data can be easily purchased from online data brokers, CFIUS 
screening probably cannot prevent China from acquiring such data. Meanwhile, the pos-
sibility of CFIUS review could cause substantial economic harm to U.S. businesses. There 
are entire industries, including the mobile app ecosystem, where relatively small American 
companies might have geolocation data on 1 million or more individuals. The potential 
need to file voluntary CFIUS notices, and the opaque and time-consuming nature of 
CFIUS review, could chill a great deal of investment activity while doing little to protect 
Americans from Chinese espionage.
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The Grindr episode illustrates both the possibilities and limitations of U.S. efforts to stop 
Chinese companies from acquiring different kinds of personal data on Americans. In 2019, 
CFIUS forced a Chinese company to unwind its purchase of the dating app Grindr.288 
Grindr has a large American user base, likely including many U.S. officials, who privately 
share information about their HIV status and sexual activities with the app. Such infor-
mation has great value for Chinese intelligence targeters, will remain relevant to them for 
decades, and cannot be found in many other places online. The CFIUS action therefore 
made sense, because it blocked one of China’s clearest paths to acquiring a unique cache 
of personal data with clear national security value. On the other hand, the forced divest-
ment probably did little to secure other types of personal data, such as geolocation. A 2021 
Norwegian government report revealed that Grindr’s new American owners routinely share 
users’ “IP address, GPS location, age, and gender,” though not sexual or health informa-
tion, “with a very large number of third parties.”289 It would be a trivial task for the Chinese 
government to get similar information from data brokers.

Stayntouch. Trump’s 2020 executive order on Stayntouch provides another cautionary 
case study. Circumventing the normal CFIUS process, Trump required a Chinese company 
to divest from Stayntouch, a cloud-based service that helps hotels manage their proper-
ties.290 Stayntouch has access to data on hotel guests, and its software can even be used to 
access guest rooms. This likely raised the specter of China using Stayntouch software to 
gain historical or real-time knowledge of U.S. government officials’ travels, a clear counter-
intelligence threat. That said, Stayntouch is used by only 500 hotels worldwide; American 
officials might be able simply to avoid these hotels.291 By comparison, Marriott alone has 
7,642 properties.292 Without aid of any insider access, Chinese hackers had persistent access 
to Marriott’s Starwood network for four years and stole data on 500 million guests, includ-
ing reservation and travel information as well as personal data such as passport numbers.293

The contrast between Stayntouch and Marriott shows the limits of CFIUS as a tool for pro-
tecting Americans’ personal data. While a small number of high-value data sources can be 
protected through China-focused restrictions like investment screening, most other kinds 
of personal data cannot feasibly be secured this way. Unfortunately, U.S. officials have not 
always made such distinctions. The Trump administration, in particular, often lumped all 
types of personal data together regardless of sensitivity, uniqueness, or controllability. Then 
secretary of state Mike Pompeo in 2020 described a “project of real scale” in which “we are 
now evaluating each instance where we believe that U.S. citizens’ data . . . crosses Chinese 
technology.”294

App bans. In Trump’s last days as president, he signed an executive order banning Alipay, 
WeChat Pay, and six other Chinese apps. Rather than point to specific kinds of data these 
apps collected from Americans, Trump described a generalized threat of “Chinese connect-
ed software applications” that can “[access] personal electronic devices such as smartphones, 
tablets, and computers”—in other words, nearly all Chinese software. And he cited, as a 
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favorable precedent, India’s recent ban of “more than 200 Chinese connected software ap-
plications throughout the country”— a blunderbuss barrage from New Delhi that seemed 
motivated more by a desire to retaliate for recent border skirmishes than by any careful, 
app-specific security review.295

Pompeo and Trump are no longer in office, and Biden has rescinded the app bans. But the 
fact that such bans were even attempted, and the limitless logic used to justify them, has 
already sent a chilling message to the global software industry. Meanwhile, loose talk about 
“Americans’ data” can still be heard across the political spectrum. Evanina, a former career 
professional, testified last year that approximately “80 percent of American adults have had 
all of their personal data stolen by the [Chinese Communist Party], and the other 20 percent 
most of their personal data”—a head-scratchingly vague and implausible claim that has 
nevertheless become widely quoted.296

Video games. Under Biden, CFIUS has reportedly continued its investigation of Tencent’s 
ownership stakes in Riot Games and Epic, two video game developers.297 A former civil ser-
vant in charge of CFIUS reviews under Obama and Trump explained these investigations 
to Bloomberg: “When you’re talking about massive amounts of data, there’s probably some-
thing for the committee to look at.” He went on to add that: “The question then becomes[:] 
is the risk high enough that it actually warrants forcing deals apart.”298 In other words, a 
large universe of activities must be reviewed, with fine policy distinctions being made after 
the fact, behind the scenes, on a case-by-case basis. This strategy, typical of the American 
national security establishment, risks casting a chill over huge swaths of commercial trans-
actions. A more targeted and rigorous approach is needed.

In June 2021, Biden signed an executive order on “Protecting Americans’ Sensitive Data 
from Foreign Adversaries.”299 This order singles out the threat from China and tasks agen-
cies with making “recommendations to protect against harm from the unrestricted sale of, 
transfer of, or access to United States persons’ sensitive data, including personally identifi-
able information, personal health information, and genetic information, and harm from 
access to large data repositories by persons owned or controlled by, or subject to the juris-
diction or direction of, a foreign adversary.” A formal process for grappling with these prob-
lems is a welcome improvement on the previous, ad hoc approach. But the ultimate value 
of this process will depend on whether key terms from Biden’s order can be given more 
specific, tightly focused definitions. “Sensitive data,” “personally identifiable information,” 
and “large data repositories” are vague concepts that could easily lead to overreaching gov-
ernmental controls. These concepts should be refined to include only the highest-priority 
data, as outlined above.
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KEY OFFENSIVE POLICIES

The U.S. government has many opportunities to protect Americans’ personal data from 
Chinese intelligence, beyond imposing restrictive measures aimed specifically at China. 
Above all, Congress should establish national data privacy and cybersecurity standards. 
Many experts have called for federal legislation to replace the weak smattering of sector-
specific and state-level rules.300 With new mega-breaches and data abuses routinely coming 
to light, it is clear that many U.S. companies lack adequate incentives to protect Americans’ 
private information. National cybersecurity and data privacy standards would be adversary-
agnostic, aiming to stop any malicious actor from wrongfully purchasing or stealing sensitive 
personal data. By addressing the underly-
ing problem—that Americans’ personal 
data is very easy to obtain—such standards 
would do more to thwart Beijing’s intelli-
gence collection than most China-centric 
measures.

The U.S. government can also take spe-
cific precautions to protect its own offi-
cials. While all Americans have an interest 
in preventing Beijing from accessing their 
personal data, the most acute national security threat is Chinese intelligence targeting those 
with classified information—a much narrower category. In response to this growing threat, 
U.S. agencies have significantly increased their China-related counterintelligence activities. 
Still, the scope of the problem described by U.S. officials calls for even more resources. 
The government should step up its monitoring and disruption of Chinese intelligence op-
erations, provide more frequent and detailed defensive counterintelligence briefings, and 
hand down new guidance or restrictions for officials’ use of higher-risk online spaces like 
LinkedIn, among other possibilities. Targeted counterintelligence programs, while often 
not sufficient on their own, can help advance U.S. policy objectives without many of the 
costs and risks that come with broad-based technology restrictions.

National cybersecurity and data 
privacy standards, although 
adversary-agnostic, would do more 
to thwart Beijing’s intelligence 
collection than most China- 
centric measures.
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PREVENTING CHINESE SABOTAGE  
IN A CRISIS

RISKS OF INTERDEPENDENCE

The Biden and Trump administrations both have warned that China could sabotage criti-
cal U.S. systems during a bilateral crisis and that technological interdependence heightens 
this risk.301 Beijing has the legal and political tools to compel private Chinese companies 
to offer up any privileged access they may have to software or hardware systems used in the 
United States. Such access could facilitate actual attacks, as well as threats (either explicit 
or implicit), against U.S. infrastructure. During peacetime, China’s interest in stable com-
mercial and diplomatic relations generally outweighs any benefits of digital sabotage or 
saber-rattling. But in extreme circumstances, like the cusp of war, China would have strong 
reason to consider all its options. There are two broad scenarios.

First, China could attempt a counter-
force operation to paralyze the U.S. mili-
tary and prevent American units from 
responding to a bilateral crisis. For exam-
ple, Beijing might want to stop key U.S. 
military assets from promptly reinforcing 
or resupplying American or allied forces 
abroad. The scenario has parallels with 
Japan’s 1941 surprise attack on Pearl Harbor, which sought to buy time for Tokyo to act 
freely in the Pacific.302 In a modern digital version of such an attack, China could try to sub-
vert unclassified and/or commercially operated infrastructure that the U.S. military relies 

In extreme circumstances, Beijing 
would consider digital sabotage 
to paralyze the U.S. military or 
dissuade American leaders from 
confronting China forcefully.
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on—such as core telecommunications systems, private logistics companies, off-base electric 
power sources, undersea cables, commercial satellites, and cloud services.

Second, Beijing could carry out a countervalue operation that harms U.S. civilians, hoping 
to demoralize them and thereby dissuade American political leaders from confronting China 
forcefully. This might involve disruptions of the U.S. power grid, financial sector, health-
care systems, emergency services, telecommunications, or transportation networks. Britain 
briefly tried (and soon abandoned) a countervalue strategy at the outset of World War I, 
seeking to exploit its centrality in international communications and financial networks to 
isolate the German economy and force Berlin to quickly sue for peace.303 A Chinese version 
of this gambit could cause significant blowback—harming the Chinese economy and turn-
ing Chinese tech companies into international pariahs, among other consequences. But in 
a major crisis, Beijing might discount or accept this risk, seeing digital subversion as less 
dangerous and provocative than more overt forms of disruption.

The danger posed by these scenarios is difficult to assess. On the one hand, they are pre-
mised on a hypothetical, high-stakes crisis that may never come to pass. China’s calculus for 
when and how to exploit its companies’ access to adversary systems is unknown; Beijing’s 
concern for Chinese firms’ commercial reputations may create a state of deterrence. And 
the ultimate impact of any Chinese sabotage is uncertain, in part because U.S. critical infra-
structure systems are so complicated and decentralized. On the other hand, the long-term 
risk of such a crisis seems to be trending upward as bilateral relations deteriorate. And all 
governments, including the United States, are willing to exploit domestic companies for 
national security purposes under various circumstances. Finally, a crisis is no time to test the 
consequences of critical U.S. system outages.

RISKS AND LIMITATIONS OF DEFENSIVE MEASURES

U.S. restrictive measures can help to reduce the risks of actual or threatened Chinese tech-
nological sabotage. But such measures also have practical limits. Understanding these limits 
can help to focus U.S. action on the most important areas while preventing futile and costly 
overreach elsewhere.

To begin with, Beijing’s counterforce and countervalue options in a crisis do not all require 
insider access to U.S. systems. According to the U.S. Intelligence Community, “China can 
launch cyber attacks that, at a minimum, can cause localized, temporary disruptions to crit-
ical infrastructure within the United States.”304 Such cyber attacks most frequently involve 
remote hacking; built-in backdoors are rare. In extremis, China could also do things like 
physically cutting undersea cables (including those that are not operated by or connected 
to China), disrupting U.S. satellites (through physical or cyber means that do not require 
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supply chain access), or ordering intelligence agents or co-optees inside the United States to 
carry out physical sabotage of critical infrastructure (whether Chinese-made or otherwise). 
Some of these actions are potentially deniable. In other words, U.S. tech restrictions can 
curb a few of China’s sabotage options, but it isn’t clear that PLA military planners need or 
prefer those particular options.

Technology controls also cannot eliminate China’s low-tech or no-tech sources of leverage 
over the United States. During peacetime, Beijing’s demonstrated coercive tool kit includes 
halting key exports, imports, and people-to-people exchanges in an effort to inflict eco-
nomic damage.305 Such actions do not necessarily target technology industries or rely on 
technological links. Instead, China has previously targeted sectors (including agriculture, 
tourism, and education) where it can impose asymmetric economic costs and maximize 
political pressure on a rival country’s government. Again, more extreme options also exist. 
At the threshold of war, Beijing could choose to seize U.S.-owned assets in China or carry 
out mass arrests of American citizens. Such leverage points are inherent to a U.S.-China 
relationship; they cannot be eliminated so long as the two countries do business.

The fact is that any bilateral relationship provides both countries with some access to 
and influence over the other. Unless the United States seeks a Cold War–style separa-
tion from China, Beijing will retain significant avenues for coercion and disruption. Of 
course, Washington wants to design a relationship that maximizes U.S. leverage over China 
while minimizing Chinese leverage over 
America. This is a fine aspiration in the-
ory, but often unattainable in practice, 
especially in the long run. One-sided 
dynamics will become harder to sustain 
over time as China continues to grow in 
economic heft and international influ-
ence relative to the United States.306

Finally, potential Chinese sabotage 
should be placed in the context of other 
threats to U.S. infrastructure.307 While American policymakers worry about what Beijing 
might do in future crises, a diverse array of non-Chinese actors have already caused actual 
disruptions to U.S. infrastructure during peacetime, or demonstrated the capability to do 
so. In 2021, a criminal ransomware attack led to the lengthy shutdown of America’s largest 
petroleum pipeline, helping trigger fuel shortages throughout the East Coast.308 The year 
prior, a domestic suicide bombing near an AT&T facility in Nashville caused prolonged 
telecommunications outages across multiple states.309 Russia has twice caused power out-
ages in Ukraine, and in 2014 it emerged that unknown cyber actors had severely damaged 
a German steel mill.310

Any bilateral relationship provides 
both countries with some influence 
over the other. Barring a Cold War–
style separation, Beijing will retain 
significant avenues for coercion  
and disruption.
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The biggest threat to critical infrastructure, arguably, comes from non-intentional disrup-
tions. Episodes like the Texas freeze (2021), Hurricane Maria (2017), and the Northeast 
blackout (2003) illustrate a basic problem: First, inadequate investments in infrastructure 
capacity, maintenance, and resilience create systemic fragility. Then, semi-random shocks—
such as weather events, demand surges, equipment malfunctions, or counterfeit parts—de-
stabilize the system and lead to large-scale outages.311 Non-intentional infrastructure fail-
ures have been far more frequent and damaging than intentional wrongdoing by any actor. 
Non-intentional disruptions might even happen to coincide with an international crisis and 
thereby hamper U.S. military forces, although such a convergence is unlikely.

Unfortunately, China-focused restrictions can sometimes divert resources from broader ef-
forts to shore up U.S. critical infrastructure against all hazards. Consider a hypothetical 
federal mandate to remove all Chinese equipment from the electrical grid. To pay for this 
expensive initiative, utilities would need to defer other planned investments in security and 
resilience, raise rates on consumers and businesses, or secure large government subsidies. 
Congress recently bumbled through a very similar situation. In March 2020, it passed a law 
requiring U.S. telecoms to “remove and replace” Huawei and ZTE equipment due to na-
tional security concerns.312 Small rural carriers warned that this unfunded mandate would 
“devastate” them financially. Congress eventually provided subsidies to offset carriers’ costs, 
but it took nine months and a fortuitous legislative vehicle—the $900 billion COVID-19 
relief package—to do so.313 Meanwhile the industry was forced to endure what one top 
lobbyist described as a lengthy “cliffhanger,” during which two small carriers shut down.314

To be sure, U.S. policymakers cannot ignore the risk of China sabotaging American systems 
in a crisis. The risk is real, and technological interdependence provides Beijing with addi-
tional means (though perhaps lower motivation) to subvert U.S. infrastructure. Washington 
should take targeted, cost-effective actions to address the problem. But restrictive measures 
should focus on the highest-risk areas, where Chinese technological influence within the 
United States could grant Beijing a particularly effective capability to paralyze key U.S. 
forces or coerce U.S. political leadership at a critical moment. Even then, technology con-
trols should be aligned with a comprehensive national plan to protect U.S. critical infra-
structure from all digital and physical hazards.

RECOMMENDED POLICIES AND PROCESSES

The U.S. government should identify the most consequential Chinese sabotage scenarios, 
map the specific technological dependencies that would enable them, and design targeted 
controls to curb such risks.

The Department of Defense should take the lead on counterforce analysis. Approved de-
fense planning scenarios can serve as the starting point. For each planning scenario, DOD 
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could list the individual U.S. military assets or networks essential to achieving mission ob-
jectives, perhaps based on Time-Phased Force Deployment Data.315 It could then determine 
where these military assets have critical dependencies on unclassified and/or commercial 
U.S. networks. Finally, DOD could evaluate such networks for the presence of Chinese-
origin software or hardware that Beijing could exploit to alter military outcomes. The acid 
test would be whether Chinese technological sabotage could significantly increase the likeli-
hood of U.S. mission failure.

While DOD is leading the counterforce analysis, DHS should assess countervalue sabo-
tage. To build a set of scenarios, DHS might start with existing frameworks such as the 
National Critical Functions—a list of fifty-five government and private sector activities “so 
vital to the United States that their disruption, corruption, or dysfunction would have a 
debilitating effect on security, national economic security, national public health or safety, 
or any combination thereof.”316 These functions include such elemental tasks as “Manage 
Hazardous Materials,” “Generate Electricity,” and “Provide Positioning, Navigation, and 
Timing Services.” DHS could survey major stakeholders for each function to identify 
Chinese commercial presence in the supply chain that could be exploited for disruptive 
purposes. This could leverage and complement the department’s ongoing Systemic Cyber 
Risk Reduction Venture, which has a similar purpose but is not China-specific.317

DHS should set a high threshold of criticality before it recommends that regulators impose 
new China-related technology controls. It might, for example, consider only those sabotage 
scenarios that could plausibly exert a coercive effect on U.S. political leadership during 
a crisis. This would likely involve mass casualties and/or mass evacuations. As a point of 
comparison, the Federal Emergency Management Agency’s National Threat and Hazard 
Identification and Risk Assessment provides a list of seven scenarios with that level of sever-
ity, including earthquakes, hurricanes, space weather events, and concurrent natural disas-
ters.318 To justify new government technology controls, a Chinese countervalue sabotage 
scenario might need to threaten damage on the same order of magnitude.

Any Chinese sabotage scenario should be vetted for plausibility. The Intelligence Community 
could provide an independent assessment that considers China’s technology subversion capa-
bilities, military doctrines, and national leadership intentions during the expected lifecycle of 
the U.S. systems at issue. In assessing China’s plans and intentions, intelligence analysts should 
consider what other counterforce or countervalue options Beijing may have in a crisis, and 
whether Chinese leaders may be deterred by the risks of economic blowback or U.S. reprisals.

CASE STUDIES

Bulk power. The Trump administration’s regulation of bulk power systems was a good 
example of tailored tech restrictions designed to thwart Chinese sabotage. In May 2020, 
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Trump signed an executive order restricting usage of bulk power equipment sourced from 
“foreign adversary” countries such as China.319 Bulk power systems are ideal targets for 
sabotage because their failure can cause massive electricity outages that cannot easily be 
remediated. Large power transformers, for example, can take more than twenty months 
to replace.320 These transformers are increasingly—though not exclusively—sourced from 
China and contain smart components potentially susceptible to manipulation.321

Trump’s action focused specifically on counterforce scenarios. The administration assessed 
that the PLA “is equipped and actively planning to undermine” the bulk power system and 
that “such attacks are most likely during crises abroad where Chinese military planning en-
visions early cyber attacks against the electric power grids . . . in the U.S. to prevent the de-
ployment of military forces and to incur domestic turmoil.” Accordingly, the Department 
of Energy applied the ban on Chinese bulk power equipment only to “Defense Critical 

Electric Infrastructure”—that is, civilian-
owned or -operated power infrastructure 
serving certain military facilities designated 
by DOD as “critical to the defense of the 
United States.”322

The Department of Energy was right to 
impose this restriction on a select subset of 
highly critical, difficult-to-replace equip-

ment that directly supports military operations. However, Biden has rescinded the new 
rule and asked the Energy Department to consider what, if anything, should replace it.323 
The department invited public comment on potential approaches, including whether it 
should issue a new, even broader ban to cover countervalue scenarios and other types of 
power infrastructure. Any such expansion should remain focused on a very high threshold 
of sabotage impact and be rooted in rigorous cost-benefit analysis.

ICTS supply chain security rule. Not every U.S. action aimed at preventing Chinese 
technological sabotage has been so targeted. A particularly troubling case is the Commerce 
Department’s new rule on ICTS supply chain security, which was first developed by the 
Trump administration, then allowed by Biden to come into effect in March 2021. Like the 
bulk power regulation, this rule warns that China and other foreign adversaries could sabo-
tage the U.S. supply chain—“fully or partially shutting down critical networks or functions 
at key times,” among many other cited dangers.324 But the ICTS supply chain rule is far 
more sweeping in its scope and implications.

The ICTS rule allows the Commerce Department to review and ban virtually any China-
sourced technology that is widely used in the United States. The potential scope of review 
includes—but is not limited to—all software (including mobile apps and web apps), internet 
hosting services, home networking devices, and Internet of Things devices used by or process-

The Department of Energy was 
right to bar China from supplying 

highly critical, difficult-to-replace 
bulk power equipment that directly 

supports military operations.
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ing data on more than 1 million Americans.325 Considering the U.S. population and the scale 
of many digital markets, this is a low threshold. A transaction need not have any connection 
to critical infrastructure sectors or critical national functions to trigger review. The law firm 
Morrison & Foerster observed that “almost any ICTS-related activity in the United States 
connected to China is now subject to regulatory review by the U.S. government.”326

Covered transactions are not automatically banned. Instead, the rule establishes a review 
system analogous to CFIUS. The Department of Commerce, in consultation with other 
agencies, will judge each transaction using a wide range of factors, including the likelihood 
and severity of potential harms and the efficacy of mitigation options, to determine whether 
“undue or unacceptable risks” exist. The publicly stated decisionmaking criteria are quite 
vague. Biden and the Commerce Department have taken laudable initial steps to clarify and 
refine these criteria, but it remains to be seen what implementation will actually look like. 
If Commerce follows the standard model of U.S. national security regulation (exemplified 
by CFIUS), it will either develop a more detailed list of internal criteria, or else make deci-
sions on an ad hoc basis.327 Both options would leave outside stakeholders—such as U.S. 
businesses—in the dark.

U.S. national security officials and political leaders traditionally prefer opaque regulatory 
processes for several reasons. By declining to commit publicly (or sometimes even privately) 
to a detailed and predictable decision framework, they seek to maximize the U.S. govern-
ment’s enforcement discretion. The all-encompassing ICTS supply chain rule means that 
Washington can adjust its interpretation from day to day based on its evolving needs and 
beliefs. Trump’s Commerce Department also explained that clearer public criteria “would 
[have] allow[ed] foreign adversaries to pinpoint certain types of ICTS Transactions that 
would more easily escape Departmental 
oversight and, therefore, threaten U.S. na-
tional security.”

But too much discretion comes with costs 
of its own, especially when a large portion of 
the U.S. digital economy and global tech-
nology supply chain is at stake. Without 
more clarity and predictability, some U.S. 
businesses will simply choose to avoid China-related technology transactions, including 
many that pose little national security risk and are economically beneficial. Likewise, global 
investors will pull back support from some projects—many of them benign—whose viabil-
ity depends on a long-term U.S.-China technology supply chain.328 The Biden administra-
tion should substantially narrow the ICTS supply chain rule, instituting a clear and high 
threshold for technology bans and declaring specific safe harbors for noncritical technology 
areas. It should also continue working to develop and publicize a more detailed and explicit 
set of enforcement criteria, along the lines suggested throughout this report.

Biden should substantially narrow 
the ICTS rule, instituting a clear 
and high threshold for technology 
bans and declaring specific safe 
harbors for noncritical tech areas.
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In its current form, the ICTS supply chain rule is an invitation for overuse—if not by this 
administration, then by a future one. For example, restrictionist politicians and national 
security analysts have long campaigned for broad-based bans on computers, printers, and 
other devices sold by the Chinese companies Lenovo and Lexmark. The proposed bans 
would apply even in lower-risk settings, like noncritical state and local government offic-
es.329 Banning these cheap IT commodities would make it harder for cash-strapped public 
entities to address more pressing cybersecurity concerns, such as ransomware. Yet the ICTS 
supply chain rule provides a clear regulatory basis for such a ban, setting the stage for a 
concerted lobbying push in the future.

KEY OFFENSIVE POLICIES

The U.S. government has numerous options for directly bolstering the cybersecurity and 
resilience of critical military and civilian systems, which would mitigate not only the risk of 
Chinese sabotage but also other serious threats, like weather-related outages. With the elec-
trical grid, for example, the Federal Energy Regulatory Commission could apply stronger 
mandatory cybersecurity standards to a larger number of entities and enforce them more 
vigorously.330 The Department of Energy could establish a strategic reserve of large power 
transformers.331 Congress could allocate federal money to shore up grid vulnerabilities.332 
Investments in disaster recovery capabilities at the federal, state, and local levels would also 
help mitigate the economic and societal damage caused by infrastructure outages once they 
occur. Any of these efforts might be expensive, so the federal government could focus first 
on a small subset of assets, like Defense Critical Electric Infrastructure, that face greatest 
risk from Chinese sabotage.
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LIMITING CHINESE INFLUENCE 
OPERATIONS

RISKS OF INTERDEPENDENCE

U.S. officials have become increasingly vocal in warning of Chinese government efforts 
to influence American politics and society.333 Several trends underlie this concern. First, 
Russia’s interference in the 2016 U.S. presidential election brought much greater attention 
to the overall threat of foreign influence. Subsequent events, particularly the COVID-19 
“infodemic” and the U.S. Capitol insurrection, further highlighted the fragility of America’s 
political-informational ecosystem and its susceptibility to damaging manipulation.

At the same time, a more assertive China has increasingly sought to shape political narra-
tives beyond its borders, especially on China-related issues. Much of this activity is overt—
including Beijing’s “wolf warrior diplomacy,” its nationalistic state-sponsored media, and 
its punishment of foreign companies whose speech offends the Chinese Communist Party. 
But some efforts are covert—ranging from traditional influence (for example, cultivating 
agents within foreign political circles) to modern digital techniques (for example, fabricat-
ing armies of fake social media accounts that harass and vilify dissidents).334

China’s foreign influence efforts have often focused closer to home, on targets such as 
Taiwan and Australia.335 Nevertheless, in 2021 the U.S. Intelligence Community assessed 
that “Beijing has been intensifying efforts to shape the political environment in the United 
States to promote its policy preferences, mold public discourse, pressure political figures 
whom Beijing believes oppose its interests, and muffle criticism of China on such issues 
as religious freedom and the suppression of democracy in Hong Kong.”336 According to 
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the IC, China “considered but did not deploy influence efforts intended to change the 
outcome of the [2020] US presidential election.”337 Beijing apparently judged that the risks 
outweighed the benefits. This calculus may well change in the future, particularly if U.S.-
China relations continue to deteriorate.

U.S. policymakers worry that Beijing could 
pressure the makers of popular Chinese 
apps like TikTok or WeChat to support 
covert influence campaigns that target 
Americans. Such a campaign might involve 
artificially promoting and/or suppressing 
certain content, perhaps leveraging the 
apps’ capability to microtarget specific au-

diences. WeChat—which is popular among the global Chinese diaspora—already censors 
topics such as the Tiananmen Square massacre and the Falun Gong religious movement.338 
TikTok has acknowledged doing the same, but claims that it stopped in 2019.339

RISKS AND LIMITATIONS OF DEFENSIVE MEASURES

In theory, these concerns could justify major U.S. government restrictive measures such as app 
bans. In practice, however, there are good reasons for U.S. policymakers to think twice. To 
begin with, social media–based influence operations by China and other foreign governments 
may not actually be very effective. Researchers have struggled to find strong evidence that such 
operations can measurably alter their targets’ beliefs and actions over time. A meta-analysis 
by Princeton University found only one high-quality empirical study on the question.340 That 
study examined efforts by Russia’s Internet Research Agency during the 2016 U.S. presiden-
tial election and found no effect on American Twitter users’ political beliefs.

Although future research may identify stronger causal effects, it is worth keeping in mind 
the difficulties of large-scale public persuasion. To swing a U.S. presidential election, for ex-
ample, Chinese influence actors would need to sway the small number of persuadable vot-
ers, or alter the turnout of voters, in battleground states. But Beijing would face stiff compe-
tition along the way. A Chinese influence campaign would be operating amid a cacophony 
of other voices—including political candidates and parties, community leaders, activists, 
traditional media commentary, and authentic citizen views—that dominate online as well 
as TV, radio, print, and word-of-mouth discourse. Domestic voices tend to have far more 
resources (billions of dollars are spent during a presidential election cycle), greater political 
sophistication, and thicker networks than even the most well-crafted foreign personas.

Just as domestic actors are the predominant voices in American politics, domestic players 
are also the main sources and amplifiers of political disinformation. Before TikTok entered 
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the American market, U.S.-based platforms like Facebook, Twitter, and YouTube already 
provided fertile ground for false, polarizing, and destructive political discourse. While these 
platforms have taken many actions to address influence operations, the problem seems to 
be growing even faster.341 Fundamentally, user-generated content is produced on a scale 
that overwhelms existing content moderation tools, and platforms lack the financial and 
political incentives to undertake wholesale product redesigns to reduce the spread of harm-
ful content. Market power is one part of the problem. The size of some major platforms 
helps to insulate them from pressure by users, advertisers, political leaders, activists, and 
employees to take stronger action against influence operations and other damaging content.

In this context, competitive pressure from Chinese apps like TikTok may have beneficial 
effects. TikTok is the most significant competitive threat to emerge in the American social 
media landscape in years. As such, its presence might help spur U.S.-based platforms to take 
stronger action against disinformation and other influence operations to burnish their repu-
tations among advertisers, users, and outside stakeholders. Indeed, American activists and 
NGOs concerned about harmful online content have begun to explicitly compare TikTok’s 
efforts against those of U.S.-based platforms.342 This suggests that TikTok’s presence has 
helped to intensify a reputational contest 
among platforms that could, if combined 
with regulatory and other pressure, raise 
the bar for responsible policies and prac-
tices by all players.

A sound U.S. policy on Chinese influ-
ence operations would place companies 
like TikTok in the context of the larger 
American political-informational ecosys-
tem. Seen in that light, Chinese tech companies play a limited and, perhaps, not entirely 
harmful role. Restrictive measures to counter Chinese influence operations should therefore 
be carefully vetted and focus on the highest-impact, most plausible threats.

RECOMMENDED POLICIES AND PROCESSES

Washington has a variety of tools to combat Chinese influence operations, but it should re-
serve technology restrictions such as app bans for the most serious risks. These would include 
the risk that China successfully alters a national election outcome or greatly reduces public 
confidence in an election. Potential influence operations with life-and-death consequences, 
such as those that markedly increase vaccine hesitancy during a pandemic, would also justify 
strong controls. However, long-term influence operations on less sensitive topics can often 
be managed in other ways. The bulk of Chinese influence activity in the United States seems 
aimed at shaping Americans’ general views of China and China-related policy.343 These slow-

Slow-rolling efforts to shape 
Americans’ general views of China 
and China-related policy are more 
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without resort to government  
tech controls.
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rolling persuasion campaigns, while troubling, are no emergency. They are more readily 
detected and countered without resort to government controls.

It is unclear whether China currently has the ability to achieve any of the most dangerous 
influence outcomes, such as swinging an election. The U.S. government should conduct 
a careful, fact-based assessment to guide its use of technology controls. The Intelligence 
Community can help by estimating the Chinese government’s capability and willingness to 
subvert Chinese commercial technology to influence Americans. But a China-focused intel-
ligence assessment is only part of what policymakers would need. U.S. policymakers must 
also understand the American political and societal factors that would determine whether 
Chinese influence operations ultimately succeed or fail. This analysis would be crucial to 
properly size up the threat and weigh policy responses, yet the Intelligence Community and 
other government agencies lack the authority and expertise to conduct such an assessment.

To supplement the IC’s analysis, the president could convene an outside advisory group 
of political scientists, communications experts, influence operations researchers, and tech-
nologists, perhaps under the aegis of the National Academies of Sciences, Engineering, and 
Medicine. This panel would examine the U.S. domestic environment’s susceptibility to 
Chinese digital influence operations. For example, it might consider whether and how such 
operations could effectively persuade key voting constituencies or influence their turnout, 
considering factors like the partisan balance in swing states and the responsiveness of vari-
ous constituencies to targeted digital campaigns. A government-sponsored analysis of this 
kind would need to be carefully designed to prevent real and perceived impingements on 
Americans’ civil liberties.344

CASE STUDIES

TikTok. The most significant U.S. restrictions aimed at thwarting Chinese influence opera-
tions were Trump’s executive orders attempting to ban TikTok and force its sale. These or-
ders—which have never been implemented—were not justified based on publicly available 
evidence about influence threats. While Trump vaguely claimed that TikTok could “be used 
for disinformation campaigns that benefit the Chinese Communist Party,” his administra-
tion offered no analysis of how effective these campaigns might be.345

Biden rescinded the TikTok ban. He replaced it with a new mechanism, the Commerce 
Department’s ICTS supply chain security rule, to evaluate any Chinese software and hard-
ware popularly used in the United States. Later, he published “a criteria-based decision 
framework” to help guide the Commerce Department’s review of so-called “connected 
software applications” such as TikTok.346 However, officials have not publicly confirmed 
whether TikTok is currently being investigated under the ICTS process.347
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The Department of Commerce should carry out such a review, if it has not already started 
one. Biden’s criteria offer a helpful starting point but should be refined to more specifically 
assess TikTok’s threat as a medium for Chinese influence operations. Outside experts should 
draw on the best data and science to answer key questions including: whether TikTok’s user 
base contains a large number of swing state voters; whether political content on TikTok 
content appears highly influential with a critical mass of those voters; whether corporate 
firewalls cannot reliably prevent Beijing from hijacking the platform in an undetected way 
during the course of an election; and whether the threat of Chinese influence operations via 
TikTok outweighs any benefits that TikTok may have on U.S. political discourse, including 
from competitive pressures on American tech platforms.

Long-term influence. Beyond TikTok, many proposals to limit Chinese influence ca-
pabilities in the United States do not focus on high-consequence, time-critical processes 
like elections. Instead, there is often worry that Beijing may gradually sway Americans’ 
views about China-related policies. Confucius Institutes (Chinese public diplomacy initia-
tives embedded in U.S. universities) are frequent bogeymen, as is Chinese influence over 
U.S. entertainment sectors, like filmmaking and sports. CFIUS is reportedly in talks with 
Chinese tech giant Tencent about its ownership stakes in major U.S. video game develop-
ers.348 At some point, relationships between Chinese tech companies and U.S. streaming 
platforms—like Netflix-Baidu and HBO-Tencent—will likely come under scrutiny. But 
none of these arrangements seem to represent the kind of urgent influence threat that justi-
fies forceful U.S. government controls.

KEY OFFENSIVE POLICIES

While the U.S. government should continue to monitor and disrupt Chinese influence 
activities, its top priority must be restoring health to America’s domestic information eco-
system. Washington must recognize that disinformation flourishes due to deep-seated and 
largely homegrown trends—in American politics, society, economy, and law—that have 
co-evolved over decades and become mutually reinforcing. Key factors include the TV 
and online media landscape (segmenting 
Americans into ideological echo cham-
bers), social media business models (maxi-
mizing user engagement and enabling mi-
crotargeting), and political party dynamics 
(such as geographic sorting, gerrymander-
ing, and primary election rules). Large-
scale progress in combating disinformation 
would require profound national reforms 
in these and other arenas. The goal would 
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be to disincentivize the production, amplification, and consumption of disinformation 
from all sources—not just China.

True reform would be an extremely daunting task. The federal government’s role in combat-
ing disinformation is poorly defined and heavily constrained by laws, norms, and political 
obstacles. Its tools are often tactical in nature (like sanctions) and oriented toward for-
eign threats (as with the Foreign Agents Registration Act). Federal overreach could actually 
worsen political distrust or create harmful precedents that future administrations could 
abuse. In fact, some of the most dangerous disinformers have been federal officeholders and 
candidates.

That said, experts have proposed a raft of policy ideas that the U.S. government could 
either implement or help to coordinate. These include strengthening regulation of online 
platforms; reforming campaign finance, election advertising, and redistricting laws; fund-
ing media literacy education; creating new public-private grant programs for journalists; 
and funding and facilitating basic research on influence operations.349 Such policies have 
not been rigorously tested. In fact, there is very little empirical evidence about the impacts 
of influence operations or the effectiveness of countermeasures.350 Still, improving the U.S. 
domestic information environment would be much more effective in curbing Beijing’s in-
fluence operations than any China-specific measures. Moreover, these policies would help 
to address domestic disinformation, a far more serious problem.
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DENYING SUPPORT FOR CHINESE AND 
CHINA-ENABLED AUTHORITARIANISM 
AND REPRESSION

RISKS OF INTERDEPENDENCE

Technology has enabled disturbing escalations and expansions of China’s authoritarian and 
repressive policies, prompting American policymakers to step up U.S. tech restrictions in 
response. Washington’s main concerns are twofold.

First, Beijing has spent years pioneering 
wholly new kinds of mass digital surveil-
lance and censorship within China—in-
cluding the Great Firewall, social credit 
systems, and ubiquitous AI-powered digi-
tal camera networks, to name just a few 
well-known examples. These systems are 
more fragmented and spottier than some-
times portrayed. Nevertheless, China’s 
techno-authoritarian innovations have managed to expand the modern frontiers of social 
control, alarming Americans concerned with Chinese human rights and civic freedoms.351 
In particular, tech has helped to power Beijing’s worst recent abuses, such as the ongoing 
campaign to marginalize Uyghurs and eliminate their culture, which Washington rightly 
calls genocide and crimes against humanity.352 Mass facial recognition and biometric col-
lection have become tools of ethnic profiling against Uyghurs, while Chinese drones have 
helped Xinjiang security forces to manage mass detention operations.

China’s techno-authoritarian 
systems, while more fragmented 
and spottier than sometimes 
portrayed, have nevertheless 
expanded the modern frontiers  
of social control.
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Second, many U.S. policymakers believe that Beijing is proactively exporting this techno-
authoritarian model to other countries.353 For example, Chinese digital surveillance and 
censorship systems have been sold to repressive regimes like Zimbabwe and Venezuela, with 
the latter receiving “a commercialized version of China’s ‘Great Firewall.’”354 Washington 
fears that a “China model” of techno-authoritarianism will not only spread among authori-
tarian countries, but may also influence hybrid regimes and illiberal democracies, exacerbat-
ing and entrenching the global democratic recession.

Such an outcome would threaten U.S. interests (as well as American values), because 
Washington derives much of its geopolitical influence from the assumption of like-mind-
edness among governments and publics in democratic countries. More fundamentally, 
Biden argues that the fate of America’s own democracy is bound up with that of democracy 
abroad, and he has rhetorically staked his national security strategy on that premise.355 This 
linkage may motivate a broadening of U.S. efforts to combat global techno-authoritarian-
ism, particularly in countries that purchase systems from America’s chief rival, China.

A number of experts dispute the narrative that China purposefully exports techno-author-
itarianism. They argue that Chinese foreign tech sales are driven more by the “pull” from 
governments who demand repressive tools than by any “push” from Beijing.356 However, 
the strength of Beijing’s “push” may grow over time, if China (like the United States and 
other historical great powers) comes to see a network of like-minded regimes as vital to its 
global interests. Moreover, even a mere “pull” from third countries, when eagerly satisfied 
by China, can pose challenges to U.S. agendas of human rights and democracy promotion 
around the world.

Initiatives like the Digital Silk Road help to spread Chinese hardware, software, and servic-
es, whose architectures embody Beijing’s preference for a more controllable, government-
led internet.357 Western democracies, in contrast, promote international tech standards and 
governance models more compatible with free expression and civil society. To be sure, the 
United States and its allies have also provided substantial technology to friendly authori-
tarian regimes, from general cloud services to boutique hacking software.358 Yet multiple 
democracies are taking tentative steps to reduce this complicity—for example, by cracking 
down on the reckless proliferation of advanced hacking tools.359

The development of Chinese techno-authoritarianism, and Beijing’s more general authori-
tarian turn under President Xi Jinping, has prompted Washington to revisit its traditionally 
laissez-faire approach to China’s human rights problems. After the 1989 Tiananmen Square 
massacre, the United States initially sought to condition the overall bilateral trade relation-
ship on improvements to China’s human rights record. But the Bill Clinton administration 
“ultimately abandoned this direct linkage” in favor of permanent most-favored-nation sta-
tus, hoping that economic engagement would open up China politically (while benefiting 
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America economically).360 Afterward, for nearly twenty years, the United States dealt with 
Chinese human rights abuses by levying very targeted punishments that did not jeopardize 
economic ties. For example, it imposed visa restrictions and sanctions on a handful of 
Chinese officials involved in the repression of Tibet and Falun Gong. It has also funded civil 
society and human rights activities in China, including software designed to circumvent 
internet censorship.

But recent U.S. technology restrictions reflect a tougher policy on Chinese human rights, 
with more economic bite. The Trump administration punished some of China’s most 
prominent and successful tech firms, including SenseTime, Megvii, Hikvision, iFLYTEK, 
and Dahua, for their activities in Xinjiang—the first time that human rights violations had 
ever been cited in Entity List designations.361 Likewise, Biden and Congress have cracked 
down on Chinese imports from Xinjiang, including tech products such as cell phones and 
solar cells, due to forced labor concerns.362 The solar cell restrictions, in particular, will 
have widespread impact across the solar industry.363 In addition, the U.S. government has 
announced sanctions and visa restrictions for certain Chinese tech companies and their em-
ployees involved in support to the Nicolás Maduro regime in Venezuela and other “regimes 
engaging in human rights abuses globally.”364

RISKS AND LIMITATIONS OF DEFENSIVE MEASURES

Unlike past U.S. efforts to punish Chinese human rights abuses, these latest technology 
controls have had tangible economic consequences, resulting in canceled deals and rerouted 
supply chains.365 Still, the recent restrictions represent just a small fraction of the broad-
based China tech restrictions that some are advocating in the name of human rights and 
democracy. U.S. policymakers should understand this slippery slope before they slide much 
further.

Although recent U.S. government restrictions have focused primarily on Xinjiang, and 
Washington officially disavows any intent to impose sweeping reforms on China’s larger po-
litical order, an emerging and politically diverse strain of thought argues for more expansive 
and assertive U.S. efforts to liberalize Chinese politics.366 From the right, leading former 
Trump administration officials argue that 
the problem with China is its Marxist-
Leninist ideology, and that Washington 
must therefore wage a Manichean struggle 
against Beijing’s official thought system.367 
From the left, some human rights promot-
ers believe that America’s economic rela-
tionship with China “isn’t worth the moral 
cost” and that U.S. leaders should mount 
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a “sustained effort” to “[counter] China’s dictatorial apparatus.”368 From the center, national 
security voices such as the Atlantic Council’s “The Longer Telegram” have called for the United 
States to aggravate “internal fault lines of domestic Chinese politics in general and concerning 
Xi’s leadership in particular”—that is, to help effectuate Xi’s removal from power.369

These ideas have growing influence, and they could well push U.S. tech policy down a 
perilous path. Human Rights Watch, for example, has asserted that “human rights abuses 
in China exist, and persist, in part because the US and others haven’t insisted on holistic 
progress, and haven’t imposed a price in response to them.”370 It therefore signed a letter 
with twenty-three other NGOs, including Freedom House and PEN America, advocating 
“a series of escalating actions against technology companies found to be contributing to 
China’s mass surveillance, including by imposing Global Magnitsky sanctions.”371 But the 
premise is likely mistaken: the United States probably can’t impose a price severe enough to 
deter the vast bulk of Chinese human rights violations. As a result, these “escalating actions” 
would have no clear stopping point.

Much of Beijing’s techno-authoritarianism is a logical outgrowth of the Chinese political 
system itself—a system the United States cannot change and can barely seem to influence. 
The Chinese government seeks to preserve the Communist Party’s power at all costs, and 
the Party stands for a rigid, domineering vision of the Chinese social order. So long as these 
facts remain true, Beijing will continue developing and employing technologies to achieve 
its authoritarian ends. Moreover, the indigenous Chinese technology base provides Beijing 
with ample capability to do so. This means that no amount of U.S. pressure is likely to com-
pel China to relax the basic components of its domestic technological repression. At most, 
U.S. technology controls can impose modest costs and delays in specific cases where China 
currently relies on foreign components, such as advanced semiconductors.372

Meanwhile, a zealous U.S. campaign against the basic apparatus of Chinese techno-author-
itarianism could inflict serious costs on the United States. It would likely devastate bilateral 
diplomatic ties, making cooperation on global issues more difficult and military conflict 
more likely. It would also be difficult to contain. Consider that virtually all Chinese tech 
companies contribute in some way to mass surveillance via the operation of draconian stat-
utes such as China’s Cybersecurity Law and National Security Law. In fact, Beijing’s system 
of mass surveillance and control is suffused throughout the entire Chinese economic and 
societal structure. Chinese tech and non-tech companies alike send sensitive data to the 
state, participate in censorship activities, implement various social credit systems, and gen-
erally seek to anticipate and demonstrate allegiance to Xi’s sociopolitical edicts.373 Aggressive 
attempts to thwart Chinese mass surveillance, censorship, or techno-authoritarianism may 
well lead toward technological and economic divorce.

The United States probably has more room to address China’s sales of repressive technolo-
gies to foreign governments. Some of these governments are less deeply authoritarian than 
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China and/or easier for Washington to influence due to specific bilateral relationships. 
Direct engagement should be tailored to the individual circumstances and motivations of 
third-country governments. Even then, the U.S. government should expect to encounter 
strong resistance in any global campaign to roll back techno-authoritarianism. U.S. democ-
racy promotion efforts have historically struggled during periods when they were comingled 
and conflated with larger geopolitical campaigns, such as the Cold War and the War on 
Terror.374 American strategic competition with China presents a similar problem for today’s 
U.S. democracy promoters.

RECOMMENDED POLICIES AND PROCESSES

The United States is right to respond to the novel and serious twenty-first-century challenge 
of techno-authoritarianism, but it must also avoid embarking on an overambitious cru-
sade with high risks and few rewards. U.S. policy on Chinese domestic techno-nationalism 
should focus on the most egregious abuses. Rather than waging a quixotic battle against 
entrenched Chinese policies like mass surveillance and internet censorship, Washington 
should keep working to punish and stigmatize Beijing’s targeted repression of Uyghurs and 
other minority groups. Such groups do not benefit from what the Chinese Communist 
Party considers to be its authoritarian social compact, and they often seek to remain out-
side of it. In partnership with other countries, U.S. pressure might make some difference 
on Chinese repression of minorities. But if it does not, America can at least limit its moral 
complicity.

To implement this policy, the State Department and the Intelligence Community should 
collaborate with outside groups to identify Chinese technology systems that support 
Beijing’s targeted efforts to repress minority groups. The Departments of Commerce and 
Treasury, and other agencies, could then 
compile the major ways that these Chinese 
systems rely on direct or indirect American 
support, including U.S. exports (of fin-
ished technology, raw inputs, or non-tech-
nology goods and services) and financing. 
Regulators would then consider which of 
these support flows can be feasibly con-
trolled, based on the U.S. government’s 
ability to trace their movement into and 
inside of China.

U.S. responses to Chinese “export” of techno-authoritarianism should look different de-
pending on the “importing” country, the nature of the technology transaction, and the 
mixture of “push” and “pull” motivations at play. When third countries are specifically seek-
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ing out repressive tools and deem Chinese technology to be the best available, Washington 
can consider using sanctions and other restrictive measures as part of a broader dissuasion 
campaign aimed at both sides of the transaction—recognizing that the prospects of success 
will often be low.

When third countries are instead seeking general purpose technologies and the United 
States is concerned that Chinese products have authoritarian governance models embed-
ded within them, Washington should focus on fostering the development of compelling 
Western alternatives. The U.S. government could, for example, help its companies better 
compete with China on costs, or double down on traditional American advantages such 
as reliability, security, technical assistance, and noncorruption. Restrictive measures could 
then buy time for these positive efforts to produce competitive alternatives to Chinese tech. 
Finally, there will likely be countries that pursue hedging strategies—intentionally divid-
ing purchases between Chinese and Western technologies—to maximize their political and 
economic leverage and autonomy. Hedging countries are difficult to sway; U.S. tech policy 
might draw insights from other domains, such as arms and civilian aircraft sales, where 
hedging occurs.375

CASE STUDIES

The majority of Trump- and Biden-era technology controls related to Chinese human rights 
have wisely focused on ethnic repression in Xinjiang. This includes almost all of the Entity 
List designations of tech companies, for example.

DJI. In a few cases, however, the justifications were vague. In December 2020, the 
Department of Commerce designated four Chinese entities that “have enabled wide-scale 
human rights abuses within China through abusive genetic collection and analysis or high-
technology surveillance, and/or facilitated the export of items by China that aid repressive 
regimes around the world, contrary to U.S. foreign policy interests.”376 “Abusive genetic 
collection” may refer to Xinjiang, but the Commerce Department did not say this. Notably, 
one of the four companies was the drone manufacturer DJI, which was presumably desig-
nated for its “high-technology surveillance” in China or its sales to repressive regimes.

DJI supported Xinjiang security operations as of 2017–2019, though publicly available 
information is scant and somewhat dated.377 By declining to specify what exactly DJI had 
done (and when) and failing to reference Xinjiang, the Trump administration undermined 
the strength of its stand and allowed for speculation that human rights may have been a 
pretext. The U.S. government has many other concerns about DJI, including the potential 
military and intelligence applications of its products and the company’s dominant market 
share in a growing industry where American companies have struggled to break through.378
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Fortunately, the Biden administration has begun to stake a clearer position on DJI’s human 
rights record. Its December placement of DJI on the Non-SDN Chinese Military-Industrial 
Complex Companies List indicated that DJI “has provided drones to the Xinjiang Public 
Security Bureau, which are used to surveil Uyghurs in Xinjiang.”379 This specificity helps 
to give businesses and governments around the world more stable expectations about the 
intention behind U.S. human rights policy and the planned use of restrictive tools. Ideally, 
the U.S. government would take the further step of outlining when DJI’s problematic con-
duct occurred and how the firm could demonstrate reform over time to earn removal from 
these lists. It may be that DJI and other Chinese companies have no intention of undertak-
ing such reforms or of publicly disavowing human rights abuses that Beijing downplays 
or denies. However, establishing the general terms of an off-ramp for sanctioned Chinese 
companies could help Washington clarify its redlines and demonstrate that its human rights 
concerns are sincere.

Xinjiang. The Biden administration should continue looking for and restricting other 
traceable forms of American support for China’s technological repression in Xinjiang. The 
newly signed Uyghur Forced Labor Prevention Act is a good first step: it requires im-
porters of goods from Xinjiang to prove those goods were not derived from forced labor, 
thereby making forced labor less profitable for Chinese companies and the Chinese gov-
ernment.380 To complement these import restrictions, Washington should further curb the 
flow of American technologies or tech inputs into Xinjiang. Good candidates for control 
may include technologies that require significant customization or technical support (in-
cluding patches and updates), because ongoing vendor-customer relationships can provide 
a platform to verify Chinese end users and end uses. Other possibilities include enterprise 
software or heavy “smart” equipment sold to Xinjiang-based entities.381

Surveillance sector. A handful of U.S. human rights–oriented tech restrictions have 
not focused on Xinjiang or other particularly egregious Chinese abuses. Biden’s version 
of the Non-SDN Chinese Military-Industrial Complex Companies List allows designa-
tion of companies operating in China’s “surveillance technology sector.”382 This undefined 
term could conceivably cover an enormous range of Chinese companies. The Treasury 
Department did try to clarify that it “expects to use its discretion to target” three kinds of 
Chinese companies: those supporting surveillance “that occurs outside of the PRC,” those 
enabling “surveillance of religious or ethnic minorities,” and those “otherwise facilitat[ing] 
repression or serious human rights abuse.”383 While the first two categories make sense, the 
final catch-all requires narrowing and clarification. For example, the Treasury Department’s 
initial designations—of Hikvision and Huawei—failed to cite any specific human rights 
abuses or even explain which enforcement category they fell under.384 (Subsequent designa-
tions of SenseTime, DJI, Megvii, and several other Chinese tech companies did provide 
relevant details on the firms’ involvement in targeted surveillance of Uyghurs.385)
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Without more clarity on the intent behind this authority, the U.S. government may find 
itself adding an ever-larger and more diverse set of Chinese companies to its restrictive lists. 
Consider that in 2019, the House of Representatives voted 407 to 1 to require sweeping 
export controls of virtually all technologies “critical” to Chinese social control, surveil-
lance, and censorship.386 The Senate version of the bill that eventually became law omitted 
this provision.387 Still, the initial House vote indicates broad support in Washington for 
an expansive and potentially costly campaign against China’s entire techno-authoritarian 
model—not just the worst abuses.

Summit for Democracy. During the Summit for Democracy in December 2021, the 
Biden administration announced several new initiatives related to technology and human 
rights. While the initiatives were generally sound, they nevertheless demonstrated a contin-
ued reluctance to clarify U.S. policy objectives in this area. First, the United States joined 
with Australia, Denmark, and Norway to launch the Export Controls and Human Rights 
Initiative, aimed at “prevent[ing] the proliferation of software and other technologies used 
to enable serious human rights abuses.”388 The meaning of this initiative depends entirely 

on how “serious human rights abuses” is 
interpreted—a term that Washington has 
so far not defined.

Second, the White House announced a 
series of “grand challenges” to spur in-
novation in what it called “democracy-
affirming technologies.”389 These technol-
ogies include censorship circumvention 

software, which the United States has long supported. Still, it is odd to brand such 
software as “democracy-affirming” rather than, say, “counter-authoritarian”: its primary 
users are seeking to elude their own authoritarian governments, not “affirm” democrat-
ic ones. The new language has the effect of masking a major U.S. policy dilemma: is 
Washington content simply to “affirm” existing and emerging democracies, with these 
governments’ partnership and consent? Or does the United States seek actively to subvert 
and weaken authoritarian regimes? The latter goal, while instinctually appealing to many 
in Washington, could be disastrous if applied to China and should not be used to justify 
significant bilateral tech restrictions.

KEY OFFENSIVE POLICIES

Washington retains a variety of traditional tools for addressing China’s authoritarianism and 
repression, to include démarches, advocacy in international forums, and moral and material 
support for Chinese dissidents (especially those living abroad), in addition to targeted sanc-
tions against companies and officials involved in the worst abuses. While these are unlikely 

Is Washington content to “affirm” 
existing and emerging democracies 

with their partnership and consent? 
Or does it seek actively to subvert 

and weaken authoritarian regimes?
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to deter Beijing’s domestic techno-authoritarianism to any large degree, they are sometimes 
the best options available.

There is more the United States can do to combat techno-authoritarianism at a global level, 
including in places where China supplies repressive technologies. First, the U.S. govern-
ment could further crack down on America’s own witting and unwitting transfer of po-
tentially harmful technology products, services, and know-how to human rights abusers. 
For example, Washington could be more parsimonious in licensing the export of advanced 
hacking services; better monitor the conduct of U.S. companies granted such licenses; and 
place postemployment restrictions on former U.S. government officials and contractors 
who have had access to classified American cyber operations techniques.390 Second, the 
United States could more intensively press its allies on their sale (as with Israel, Italy, and 
Germany) or use (as with Saudi Arabia and the United Arab Emirates) of authoritarian 
technologies, whether sourced from China or elsewhere. The recent Entity List designation 
of Israel’s NSO Group was a long-overdue step in this regard and has already had some 
positive effects.391

And third, America can better model pro-democracy, pro–human rights technology poli-
cies at home, thus earning the credibility to serve as a global leader on these topics. For 
example, U.S. federal agencies could hold transparent and inclusive discussions with civil 
society groups and other affected communities on difficult emerging issues such as law 
enforcement use of facial recognition. The White House Office of Science and Technology 
Policy recently announced a broad initiative along these lines, aimed at developing a “Bill 
of Rights for an Automated Society.”392 The practical impact of this “Bill of Rights” will 
depend on its successful implementation in federal rulemaking and legislation.
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COUNTERING UNFAIR CHINESE 
ECONOMIC PRACTICES AND 
INTELLECTUAL PROPERTY THEFT

RISKS OF INTERDEPENDENCE

Technology is increasingly at the heart of America’s many complaints about unfair and 
illegal Chinese economic practices.393 For example, Washington argues that Beijing’s exten-
sive and opaque subsidy regime—which includes preferential government financing and 
procurement contracts—has helped Chinese tech giants like Huawei reach their dominant 
market positions. Another long-standing sore point is Chinese government discrimination 
against foreign firms in such areas as regulatory enforcement, licensing, and market access; 
American tech companies are the most likely of all U.S. firms in China to perceive such 
discrimination.394 Likewise, China’s practice of pressuring foreign companies into sharing 
trade secrets and intellectual property with Chinese corporate partners has disproportionate 
impact on U.S. companies built around specific technology rights, know-how, and data. 
And the list goes on.

As these examples illustrate, the technology sector is a major target of unfair Chinese 
economic practices. Technology can also enable China to obtain unfair advantages in all 
sectors. For example, the Chinese government carries out large-scale cyber espionage for 
the benefit of domestic firms, and it shields Chinese companies from accountability when 
they conduct their own cyber espionage. The U.S. government classifies these policies as 
unfair trade practices, and it worries that American technological links to China—for 
example, through the digital supply chain—provide additional access points for Chinese 
cyber thefts.
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Although “unfairness” may be in the eye of the beholder, Washington sees China as violating 
specific bilateral and multilateral commitments, including WTO rules—that is, Beijing’s 
own promises.395 Unfortunately, the United States has had only limited success in resolving 
these issues via formal trade dispute mechanisms and direct diplomacy. Beijing remains 
strongly committed to its economic strategies, and international trade obligations are dif-
ficult to apply and enforce in these kinds of cases. With frustration mounting, Washington 
has begun to take more unilateral measures, including curbs on the flow of technology to 
and from China.

U.S. officials have pointed to several ways that technology controls help combat unfair 
Chinese practices. First, they can serve as a punishment meant to induce changes in Chinese 
behavior. When Trump implemented tariffs on large categories of Chinese goods—includ-
ing tech products like smart devices, flash memory devices, and electronic components—he 
said he was imposing costs for China’s intellectual property theft and seeking concessions at 
the bargaining table.396 Second, technology restrictions can aim to counteract the benefits 
China receives from unfair practices and thus equalize the economic competition, in much 
the same way that countervailing duties offset foreign subsidies. Commerce Secretary Gina 
Raimondo once told Congress that the Entity List—which prevents designated Chinese 
companies from obtaining U.S. technologies, ostensibly for national security reasons—can 
“level the playing field for the American worker.”397 Finally, technology controls can reduce 
China’s opportunities to act unfairly. For example, the U.S. government has strongly dis-
couraged American telecoms from using Chinese equipment, in part so that Beijing cannot 
leverage this equipment to steal U.S. intellectual property.

RISKS AND LIMITATIONS OF DEFENSIVE MEASURES

However, U.S. government tech restrictions can also create risks for Washington’s trade 
agendas with China and other countries. In particular, U.S. efforts to counter unfair 
Chinese practices might themselves be deemed unfair or violate international trade rules. 
Trump’s tariffs offer a recent example. Though he imposed them in the name of counter-
ing illegal Chinese intellectual property theft, a WTO panel ruled in 2020 that one large 
tranche of Trump’s tariffs was itself illegal.398 The United States thus faces a dilemma. If it 
sticks to formal trade dispute mechanisms and nonconfrontational direct diplomacy, then 
Beijing’s systemic trade abuses will likely continue. But if Washington reaches instead for 
more powerful unilateral tools, like tariffs and government tech controls, then it could end 
up destabilizing the very global trade order that it professes to be enforcing and protecting. 
And the WTO’s further erosion or collapse might well leave U.S. leaders with less ability 
than before to curb unfair Chinese practices. Washington has an excellent record of win-
ning WTO cases against China—although the most serious and systemic trade issues, like 
subsidies and intellectual property theft, have proven hardest to address in that forum.399
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Washington’s China trade dilemma involves more than just technology, and Trump has not 
been the only president to face it. The Obama administration took issue with several WTO 
appellate rulings, including those seen as overly accommodating to China. In response, 
Obama blocked the appointment of multiple WTO appellate judges—an unprecedented 
and controversial series of interventions.400 Trump escalated this practice, eventually block-
ing all WTO appellate appointments and thus denying the body a quorum.401 Biden has 
affirmed the Trump policy—in effect, halting the appeals process for all countries until 
the WTO resolves U.S. concerns with the process and substance of dispute settlement.402 
Washington’s goal is to force reforms of what it sees as a broken system that tolerates unfair 
Chinese practices (among other problems), but its tactics risk weakening the system further.

While the United States plays hardball 
with the WTO dispute system, its barrage 
of new China-oriented tech controls may 
also test the limits of WTO substantive 
principles. At their core, these principles 
bar trade barriers that discriminate by na-
tional origin.403 Many recent U.S. tech re-
strictions would seem to clash—in spirit, if 
not in letter—with that idea. Consider executive orders or regulatory actions whose terms 
apply exclusively to China, such as the Non-SDN Chinese Military-Industrial Complex 
Companies List, the Section 889 blacklist, and Trump’s attempted bans on TikTok, WeChat, 
Alipay, and other Chinese apps. Other U.S. tech controls, like the FCC’s Covered List, are 
technically not focused on any specific country but have so far been used almost exclusively 
against Chinese firms. The Commerce Department’s ICTS supply chain security rule and 
the Trump Energy Department’s bulk power system regulation applied just to China and a 
handful of other designated “foreign adversaries.” Meanwhile, CFIUS and the Entity List 
are not explicitly tailored to China, yet China has become a primary focus of enforcement. 
All these tools function as trade barriers by placing substantial limits on Chinese companies’ 
ability to buy technology from, sell technology to, or otherwise transact with Americans.

To U.S. leaders, such policy tools are familiar, accepted, and fully compatible with the 
international trade system. The United States continues to cite its long-standing position 
that national security–related restrictions fall outside of WTO scrutiny.404 Although most 
other countries (including U.S. allies) do not accept the existence of such a broad exception, 
they have traditionally declined to press the point, because the U.S. government histori-
cally did not impose many such barriers.405 Yet Washington’s self-restraint is now loosening, 
in large part due to concerns about China and its technology. In the tech domain alone, 
Washington has greatly increased the number and scope of trade, investment, and other 
economic restrictions in just the last few years. Meanwhile, U.S. officials in both parties 
flirt openly with an expanded definition of “national security” that encompasses “economic 

Nonconfrontational diplomacy 
probably cannot stop Beijing’s 
systemic trade abuses. But more 
powerful unilateral tools could 
destabilize the global trade order.
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security.” If the American “national security exception” becomes an “economic security 
exception,” it would virtually negate the WTO framework.

Already, foreign governments have seized on the precedents created by U.S. actions to as-
sert their own national interests. Since 2016, Japan, Russia, the United Arab Emirates, and 
Saudi Arabia have all for the first time cited an American-style national security exception 
in WTO disputes.406 Beijing could take the same path, using the United States’ own posi-
tion to justify Chinese policies (like market access restrictions) that Washington fervently 
protests.

The United States must think hard about its endgame for bilateral and global trade, in the 
technology sector and beyond. In a best-case scenario for Washington, its tough tactics 
somehow push Beijing (and other countries) to accept strong, enforceable new trade rules 
that rein in unfair Chinese practices. This would be a monumental achievement: negotia-
tions on new WTO trade rules have stalled for the last two decades, and the United States 
would now be negotiating from a position of reduced global influence, amid heightened 
tensions with a strategic competitor. In a worst-case scenario, the WTO system collapses 
under the weight of U.S.-China economic conflict. Although Washington would still have 
other bilateral and multilateral trade agreements to fall back on, China and other nations 
would likely institute new economic and national security–related trade barriers that harm 
the United States.

Some amount of risk-taking by Washington makes sense. The status quo should not be 
idealized: open trading principles are far from fully implemented and sometimes more 
honored in the breach, particularly by China. The United States therefore has strong reason 
to implement measures it thinks will protect American economic interests and add to pres-
sure for structural reforms. It also has reason to believe that the WTO system will merely 
bend, not break, under this pressure. The system has survived for decades despite numerous 
international disputes and changing geo-economic and geopolitical dynamics. U.S. tech 
controls have so far not sent bilateral trade ties with China (let alone the larger WTO sys-
tem) into a death spiral.

Still, the United States must tread carefully. If present trends continue, American technol-
ogy restrictions aimed at China will significantly broaden and intensify in the coming years, 
further raising the stakes. Some of the rhetoric heard in Washington—including limitless 
notions of “economic security,” or the brute goal of “destroying” China’s most prominent 
companies—directly contravenes international trading principles and implies a dangerous 
reckoning in the future. Worse, these risks often go unacknowledged: U.S. officials and 
analysts are rarely willing to describe America’s China-oriented tech restrictions as trade 
barriers that skirt the line of national discrimination. By avoiding this issue, they sidestep 
fundamental questions: Are U.S. actions compatible with today’s international rules? If 
not, what new rule set would Washington propose? Would other nations agree to these new 
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rules? And if China and others began to leverage any new rules for their own advantage, 
would Americans still benefit in the end?

RECOMMENDED POLICIES AND PROCESSES

The use of technology controls to address unfair Chinese economic practices should be 
nested within a comprehensive U.S. strategy for shaping the international trading system 
as a whole. China would be a major but not exclusive focus of this strategy. The overall 
goal would be to describe a desired U.S. end-state for international trade. Fundamental 
questions include whether Washington should seek to reinforce WTO open trading prin-
ciples or partially roll them back, and what new kind of rules the United States might 
prefer instead. For example, what would be the desired parameters of an internationally 
approved “national security exception”? At its heart, a U.S. strategy should deal with 
practical questions such as which other major nations could be feasibly brought on board, 
and what enforcement mechanisms could realistically achieve and sustain the American 
vision over time.

Due to the complexity of international trade and its sweeping implications for all U.S. 
interests, the process for developing a comprehensive trade strategy should be inclusive. 
For example, the NSC might share leadership of this process with the National Economic 
Council and the Domestic Policy Council to ensure that its outcome serves the domes-
tic needs of the American people. USTR and the State Department would be important 
but not dominant voices. The Intelligence Community could vet the likelihood of various 
scenarios, including a successful effort to reform the international trade system, as well as 
alternative futures such as the unintended degradation or collapse of the system. The final 
strategy, once ratified by the president, would guide how regulatory bodies such as the 
Commerce Department, Treasury Department, and CFIUS evaluate the purpose, benefits, 
and risks of technology controls aimed at combating unfair Chinese economic practices.

CASE STUDIES

The Biden administration has taken some positive steps toward an international trade 
strategy, but it has not yet publicly addressed the core policy dilemmas. In May 2021, 
U.S. Trade Representative Katherine Tai delivered a report to Congress articulating Biden’s 
official trade policy agenda.407 It promised a major focus on combating unfair Chinese 
economic practices, especially those that “threaten our technological edge [and] weaken 
our supply chain resiliency.” Although Trump’s government had said the same thing, the 
Biden report rightly called for “a comprehensive strategy and more systematic approach 
than the piecemeal approach of the recent past.” To that end, it announced that “the Biden 
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Administration is conducting a comprehensive review of U.S. trade policy toward China as 
part of its development of its overall China strategy.” 

This review culminated in October with a major speech by Tai on China. Tai criticized 
China for “pour[ing] billions of dollars into targeted industries and continu[ing] to shape 
its economy to the will of the state”—citing solar cells and semiconductors, among other 
examples.408 She vowed to “directly engage with China on its industrial policies.” Tai ad-
dressed the WTO that same month, reaffirming America’s commitment to the body while 
calling for unspecified institutional reforms in several key areas.409

Tai’s statements contained laudable objec-
tives and welcome messages. Nevertheless, 
they still elided basic tensions in the U.S. 
approach. The report to Congress, for ex-
ample, affirmed that “opening markets and 
reducing trade barriers are fundamental to 
any trade agenda.” Yet it made no men-
tion of the many ways that Washington 
has sought to curb technology trade with 

China. It said nothing about Huawei, ZTE, DJI, Hikvision, or other Chinese tech compa-
nies recently cut off from U.S. markets, suppliers, or investors. It was silent on the growing 
use and expanding scope of restrictive tools like the Entity List, CFIUS, export controls, 
and IEEPA. It omitted any discussion of America’s position on the WTO national security 
exception and the rise of copycat claims by other countries.

Such omissions aren’t unusual in public (or even private) U.S. government strategy docu-
ments. The Biden administration probably wants to reserve discretion at the negotiating 
table and to avoid taking controversial stands before they prove necessary. The important 
thing for now is that senior U.S. officials deliberate on these basic dilemmas in a structured 
way. While some technology restrictions are appropriate and sustainable responses to unfair 
Chinese practices, there must be an anticipated stopping point. The Biden administration 
should fully understand the risks involved, think about its endgame, and eventually signal 
its intentions to China and other trading partners. Simplistic invocations of “unfairness” or 
“U.S. national security interests” will no longer suffice to navigate these choppy, uncharted 
waters.

Tai’s report affirmed that “opening 
markets and reducing trade barriers 

are fundamental” goals. Yet it 
made no mention of Chinese tech 

companies recently cut off from U.S. 
markets, suppliers, or investors.
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KEY OFFENSIVE POLICIES

Tech controls or no tech controls, Washington lacks any easy path to stop unfair Chinese 
economic practices. Such practices are highly beneficial to Beijing and hard for outsiders to 
monitor, let alone deter. Successive U.S. administrations have protested and pushed back 
with little success. To change these dynamics, Washington needs to amass significant lever-
age over China, then use some combination of bilateral and multilateral talks—including 
at international forums like the WTO—to secure and enforce an agreement with Beijing.

Trump made one attempt to accomplish this, using unilateral tariffs for leverage, but he 
botched the negotiations by settling for market access concessions rather than seeking ma-
jor structural reforms. Biden is taking the smarter, albeit slower approach of trying to culti-
vate a united front among U.S. allies and trade partners (while holding onto Trump’s tariffs 
as a bargaining chip). For example, the recently established U.S.-EU Trade and Technology 
Council has developed an ambitious multilateral agenda to coordinate policy on a number 
of key issues relevant to Chinese technology and decoupling.410 And Washington has been 
using multilateral fora like the G7, the G20, and the WTO to discuss “market distortions 
and other unfair trade practices” by China.411

Time will tell whether Biden’s approach yields concrete results. America’s European and 
Asian allies have so far proven less inclined than the United States to squarely confront 
Beijing over its unfair practices. In the end, Washington may need to make concessions of 
its own to China (and others) as part of the negotiating process. If China remains obstinate, 
then Washington will face difficult choices about the future of international trade.
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COMPETING AND LEADING IN 
STRATEGIC INDUSTRIES

RISKS OF INTERDEPENDENCE

As China’s technological prowess grows, U.S. officials worry that China could come to lead 
and possibly dominate the most economically significant tech industries of the future. This 
concern is not about China’s unfair practices per se; it is about unfavorable outcomes for U.S. 
competitiveness. The distinction is often glossed over, yet it is crucial. Even on a level play-
ing field, China could potentially outcompete the United States in some tech industries. 
This troubles American policymakers, most of whom have only known an era of peerless 
technological leadership by U.S. companies. They now see China catching up (or even 
moving ahead) in the technology areas expected to matter most for twenty-first-century 
economies.

China has already become the global leader in 5G telecommunications equipment (a crux 
of the future digital backbone), as well as commercial drones, Internet of Things devices, 
mobile payments, solar cells, and smart cities, among other technology areas. And where 
China does not lead, it is often a world-class competitor—for example, in AI (the most-
hyped of all emerging technologies), smartphones, electric vehicles, and much more. While 
unfair economic practices have contributed to China’s success, they do not tell the whole 
story. China ranks first globally in STEM graduates and second in R&D spending.412 Its 
geographically concentrated tech hubs have revolutionized supply chain and manufacturing 
integration. And government tech policies like Made in China 2025 and the Digital Silk 
Road, although often misunderstood and overestimated in the West, nevertheless demon-
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strate Beijing’s national focus on technology strategy—a relative weak point for the United 
States in recent decades.413

If China halted all unfair practices tomorrow, its tech industry would still likely represent 
the most significant challenge to U.S. technology leadership and global competitiveness 
since the rise of Japan in the 1980s.414 Of course, China’s challenge might fade over time, 

just as Japan’s did. China could experience a 
bursting debt bubble, or a “middle income 
trap,” among other potential causes of tech-
nological stagnation. But Washington has 
little ability to predict, let alone influence, 
such developments. If the current trajec-
tory continues, the United States will have 
several problems on its hands.

At the most basic level, losing America’s technological edge in major industries would mean 
fewer U.S. jobs, lower GDP, reduced tax revenue, and other macroeconomic setbacks. It 
would also diminish the global influence that America derives from its technology leader-
ship. For example, U.S. dominance of digital platforms has provided unparalleled intelli-
gence collection opportunities and helped to project certain American political and cultural 
values into foreign societies. It also provided the Biden administration with concrete lever-
age to shape and secure a recent global tax agreement.415 Loss of American technological 
dominance would lessen those forms of power and influence. Moreover, it would weaken 
the so-called “national security innovation base,” a Washington term for the American tech 
industry’s special role in generating new U.S. military and intelligence capabilities.416 No 
country wants to fall behind in these ways, and the United States is particularly reliant on 
its technological leadership as a source of economic and national security advantages.

Still, the United States could survive and even thrive despite a loss of dominance in some 
important tech areas—so long as it remains relatively competitive overall. The more serious 
threat is that China itself becomes so technologically dominant that American companies 
are largely frozen out of many important markets. U.S. leaders worry that China’s technol-
ogy gains could become strongly self-reinforcing, paving the way toward just this kind 
of dominance.417 Certain tech markets—5G telecommunications equipment is a prime 
example—have high barriers to entry, significant first-mover advantages, and deep linkages 
to many other sectors. In such cases, China’s early leadership could enable its companies 
to lock in global market share and seek to dominate related or adjacent industries. Once 
Chinese firms secured strong enough positions, they and the Chinese government could 
use unfair practices, like predatory pricing and exclusionary deals, to further entrench their 
advantages.

If China halted all unfair practices 
tomorrow, it would still likely 

represent the most significant 
challenge to U.S. technology 

leadership since Japan in the 1980s.
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These worries have driven U.S. policymakers to try to curb bilateral tech ties that Washington 
sees as helping China catch up with or overtake the United States—especially in the most 
economically important technology areas, where long-term leadership is at stake. Two laws 
passed in 2018 illustrate this trend.

The Foreign Investment Risk Review Modernization Act (FIRRMA) calls for CFIUS to 
scrutinize transactions involving “a country of special concern that has a demonstrated or 
declared strategic goal of acquiring a type of critical technology or critical infrastructure 
that would affect United States leadership in areas related to national security.”418 This is 
a clear mandate to thwart Made in China 2025, Beijing’s strategic technology develop-
ment plan. Likewise, the Export Control Reform Act (ECRA) instructs the Commerce 
Department to limit exports of “emerging and foundational technologies.” Although these 
categories remain undefined, Made in China 2025 has served as a starting point for U.S. 
government analysis.419 Technically, both FIRRMA and ECRA describe national security as 
their sole focus. But economic considerations helped spur Congress to act and will certainly 
influence future regulatory actions.

RISKS AND LIMITATIONS OF DEFENSIVE MEASURES

Preventing China from seizing control of key tech industries is a worthy policy goal. The 
United States should not underwrite its own economic dislocation if it can avoid doing 
so. Nevertheless, there is risk of overreach—particularly if Washington views technology 
controls as the primary means of maintaining its own preeminence, rather than as stopgap 
measures to thwart Chinese dominance so that other American investments have time to 
take root. U.S. policymakers should keep several points in mind.

First, the “cure” of government technology controls can sometimes be as harmful as the 
“disease” of aggressive Chinese competition. Export controls, Entity List designations, and 
similar restrictions reduce American companies’ sales to China, cutting the revenue avail-
able to plow back into R&D. Visa bans, deemed export curbs, and supply chain security 
requirements restrict U.S. access to Chinese talent and subcomponents, imposing higher 
costs and greater delays on American innovators. Inbound investment restrictions limit 
U.S. firms’ opportunities to raise capital from and achieve corporate synergies with Chinese 
entities. If U.S. controls are unilateral, then European and Asian rivals can gain competitive 
advantages over American firms. Moreover, China can and will retaliate against significant 
restrictive measures.

For these reasons, trade groups like the Semiconductor Industry Association, the Business 
Roundtable, the National Association of Manufacturers, and the Information Technology 
Industry Council have sought to limit the use of ECRA and similar new authorities.420 
Although trade associations have narrow vested interests that can diverge considerably from 
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the national interest, the coalitions raising these concerns have been notably broad-based 
and diverse. They include a set of groups that represent “all major research universities and 
medical schools in the United States,” which collectively warned that “overly broad or vague 
controls will result in unnecessary restrictions that will stifle scientific progress and impede 
research.”421

Second, technology controls can conflict with Washington’s stated objective of fair, rules-
based economic competition, as described earlier. WTO rules do not allow a country to 
curb trade in certain industries just because they are seen as economically important. In 
fact, this runs directly counter to WTO principles. If the United States publicly embraces 
an economic strategy of restricting trade in important tech industries, then China and 
other countries will step up protections of their own “strategic” industries (whether tech or 
non-tech). Although the WTO system urgently needs reforms, U.S. leaders have not yet 
articulated a credible vision for reform or a plan for gaining agreement from China and 
other major trading partners.

Third, it is not easy to identify economically strategic technologies that merit governmental 
controls. The U.S. government has historically struggled to make accurate, useful predic-
tions about what innovations will be important in the future and to draw administrable 
lines around fuzzy technology areas.

In the 1990s, economic competition from Japan spurred the U.S. government and outside 
groups to produce a number of so-called critical technology lists to help inform policymak-
ing.422 Defining “criticality” proved to be a major challenge, given the many different U.S. 
interests impacted by technology. In part for this reason, the lists were usually too broad 
(naming whole fields of practice, such as “programming languages”) and/or too long (some 
had over 100 items) to be useful in policymaking. In hindsight, it is also apparent that 
many items designated as critical turned out not to be, while some technologies excluded 
from the lists wound up having vast economic impact. For example, the 1995 White House 
list cited “virtual reality software” (still a marginal industry today) as critical, but omit-
ted personal mobile devices (a then-extant technology that has since revolutionized global 
communications).423 Critical technology lists ultimately failed to have much policy impact, 
and the effort was abandoned in the 2000s.

The Trump administration sought to revive this moribund tradition by publishing a “criti-
cal and emerging technologies list” in October 2020.424 Unfortunately, this list reflected 
many old pitfalls. It was vague and equivocal in defining the criteria for inclusion—at one 
point saying the listed technologies were critical to overall U.S. national security and/or 
economic advantages, then later calling them critical merely for U.S. government agencies. 
Although the list was manageable in size (just twenty items), the individual entries had 
sweeping scope: “Energy Technologies,” “Communication and Networking Technologies,” 
“Data Science and Storage,” “Medical and Public Health Technologies,” “Biotechnologies,” 
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The U.S. government should  
develop more detailed and robust 
internal processes for evaluating  
the economic consequences of 
emerging technologies.

and so on. And its publication so late in 
a presidential administration meant that 
Trump’s list, like others before it, lacked 
clear policymaking relevance.

The Biden administration refreshed this list 
in February 2022.425 The new categories of 
critical and emerging technologies do not 
differ much from Trump’s, though Biden’s version helpfully elaborates on each category by 
defining multiple subcategories. Still, the list’s selection criteria and policymaking purpose 
remain unclear. Does it name technologies that “may be critical to U.S. national security,” 
or merely those with “the potential to further” it? Both formulations are given. National 
security, meanwhile, is defined as including “economic prosperity and opportunity”—a 
defensible framing that nevertheless clouds the specific rationale behind each entry’s inclu-
sion, making it harder to use the list as policy guidance. In fact, the White House empha-
sized that “this list should not be interpreted as a priority list for either policy development or 
funding.”426 Yet it also recommended that agencies consult the list when designing “mea-
sures that respond to threats against U.S. security” and “initiatives to research and develop 
technologies”—that is, policy development and funding.

Washington does not necessarily need (and probably shouldn’t try to create) a singular 
list of all technologies critical for every U.S. national interest. But it does need something 
beyond what it has now. Routine policy actions like export control listings and CFIUS 
investigations already require some predictions of future technological importance, despite 
the inherent difficulties. Yet formally, these policy tools have an exclusive focus on national 
security concerns, with economic interests left as a potential but largely undefined (and 
sometimes unspoken) consideration. The U.S. government should develop more detailed 
and robust internal processes for evaluating the economic consequences of emerging tech-
nologies, so that agencies can tailor controls to critical areas where China threatens to secure 
dominance.

RECOMMENDED POLICIES AND PROCESSES

Government technology controls should play a specific, limited role in the U.S. quest to 
maintain economic leadership and competitiveness. The president should instruct regula-
tory agencies to institute restrictive measures only when necessary to hold off looming 
Chinese dominance in defined strategic industries, thus buying time for other positive 
American investments to bear fruit. Implementing this guidance would involve creating 
a formal governmental process to conduct (or oversee) geo-economic analysis of technolo-
gies. A new process would need to avoid replicating 1990s-era mistakes while also adapting 
to today’s geostrategic, technological, and governance realities. Fortunately, scholars and 
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independent analysts have offered a number of useful recommendations and lessons for 
policymakers.427

One approach would be for geo-economic assessments to identify technologies that rate 
highly across three dimensions: economic value, defensibility, and urgency of control. Each 
of these dimensions can be defined and measured in various ways. For example, highly 
economically valuable technologies might include those set to become top exports (as semi-
conductors are now), to produce the largest companies of the future (as with today’s digital 
advertising sector), or to have powerful second- or third-order effects on many other indus-
tries (like clean energy or advanced batteries).

Highly defensible technologies would have strong winner-take-all qualities, meaning that 
a market leader could capture disproportionate gains and then defend its position for long 
periods, perhaps due to network effects (as in today’s social media market) or high barriers 
to entry (as in telecommunications equipment). Frameworks for evaluating technological 
defensibility can be found in antitrust economics and venture capital investing, among 
other domains. Finally, technologies in urgent need of control are those where a window of 
competitive opportunity could soon close. Washington might assess whether technological 
and market developments during the next five to ten years could enable China to achieve 
and lock in long-term dominance.

If the United States publicly announces an official process for identifying and controlling 
economically strategic technologies, China and other countries would likely accuse the 
United States of a flagrant assault on WTO principles. Therefore, the U.S. government 
should seek to maintain its tradition of requiring that new technology controls have a 
national security justification, even if, internally, the initial impetus for considering a con-
trol is economic competition. Ideally, new controls should be framed as continuations of 
historic U.S. policy, to include American claims of a WTO national security exception; 
new precedents should be created only when necessary. The U.S. framework for identifying 
economically strategic technologies should probably remain confidential or classified.

CASE STUDIES

5G. The Trump administration was right to identify 5G telecommunications equipment as 
a major target for technology restrictions. Countries all over the world are making or plan-
ning massive investments in such equipment, and deployment is expected to drive many 
ancillary innovations in areas such as autonomous vehicles, the Internet of Things, and 
mobile apps. Because these are generational investments, market leaders like Huawei have 
an opportunity to establish firm footholds in the purchasing countries. And the purchases 
are all happening within a short time frame as countries race to deploy 5G, meaning the 
window of opportunity will close within the next few years.428
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Semiconductors. Semiconductors are also a strategic industry: they rank among the most 
important technologies by overall sales and are essential to almost all modern activity, while 
the most advanced semiconductors will drive next-generation technological applications 
like machine learning. Yet U.S. semiconductor firms also rely on China for much of their 
revenue, and most experts believe China still remains about a decade behind the United 
States and its allies in key aspects of semiconductor design and manufacturing.429 U.S. gov-
ernment controls on this sector should therefore be carefully targeted.

The United States should restrict China from accessing only the most advanced semiconductor 
technology, while allowing sales of commodity chips to help maintain U.S. market share and 
fund R&D. The Trump administration was right to press the Netherlands to prevent export 
of extreme ultraviolet lithography systems to China.430 These would facilitate manufacture of 
5- and 7-nanometer node chips and thus help China to leap well ahead of its current capabili-
ties. At the same time, the Biden administration was also right to grant U.S. firms licenses to 
sell automotive chips—considered commodity items—to Huawei.431 A more difficult case was 
Trump’s tightening of rules for so-called deemed exports, in effect requiring more scrutiny for 
Chinese nationals working in the U.S. semiconductor industry.432 Although the costs and ben-
efits are difficult to independently assess, it makes sense in principle to prioritize protection of 
critical, cutting-edge intellectual property and trade secrets in the semiconductor sector.

Consumer devices. However, very few technologies sold in large quantities to individual 
consumers should be subject to government control on the grounds of economic criticality. 
Smartphones, laptops and desktop computers, Internet of Things devices, consumer-grade 
drones, home network hardware, gaming systems, and most mobile apps should be rela-
tively unrestricted on economic grounds. These industries are generally commoditized or 
will likely become so in the near future. They typically feature gradual, incremental shifts 
in technology, pricing, and market share over time—not defensible moats or closing win-
dows of opportunity for one country to gain enduring dominance. For example, the Biden 
administration should not add Honor, a smartphone maker spun off from Huawei, to the 
Entity List, as it is reportedly considering.433 Republican members of Congress have urged 
the designation, but their vague argument seems premised on the spurious notion that 
Honor operates “in a strategic sector.”434

AI. Artificial intelligence is frequently described as economically strategic—perhaps more 
often than any other technology area. Evangelists claim that AI will transform all other in-
dustries and become a primary determinant of competitive success. Even if this is true, com-
petitive advantages in many aspects of AI do not appear to be very defensible. Foundational 
know-how proliferates widely (due to open, international academic ecosystems) and would 
be difficult to control (due to the relative ease of stealing or copying algorithms and training 
data), compared to more physically embodied trade secrets like semiconductor manufactur-
ing equipment.435 Thus, U.S. government efforts to control AI research or software would 
often be ineffectual.
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While China is quickly progressing in AI capabilities, there is also no clear sign that it verges 
on somehow dominating the industry. China does have certain advantages, including its 
ability to pool large stores of data with less concern for privacy and its access to massive, 
cheap sources of labor for data cleaning and preparation. Yet the United States still pro-
duces higher-quality AI research and has better access to data from key Western markets. At 
best, China seems capable of developing a modest lead in certain subdisciplines, like facial 
recognition, where Chinese advantages seem most relevant.436 But any such lead would be 
neither comprehensive (across all AI applications) nor permanent (foreclosing future U.S. 
competition).437

AI does appear to have some strategic terrain—bottlenecks in the AI value-chain where one 
nation might gain outsized advantages and seek to exclude its competitors. Semiconductors, 
discussed earlier, are one example. Another is the pool of high-end scientific and engineer-
ing talent. While the overall AI field is large, many of the most promising breakthroughs 
have come from a few individuals and companies, such as Alphabet’s DeepMind.438 
Concentrating this talent together in one ecosystem seems to create disproportionate in-
novative benefits—although the effect is likely temporary, as AI innovations often prolifer-
ate widely within a few years. Thus, the United States should focus first and foremost on 
attracting the best AI talent and avoid decoupling the labor pool. This means ensuring that 
U.S. visa restrictions do not drive away top Chinese AI researchers from American universi-
ties and companies, unless a clear national security threat exists.

KEY OFFENSIVE POLICIES

America’s ability to compete against China will depend much more on the health of the 
U.S. innovation ecosystem (so-called “offense”) than on any attempt to thwart or impede 
Chinese technological progress (“defense”). There are at least three major categories of of-
fensive opportunities.439

First, Congress should greatly increase the amount of federal R&D spending. Such spend-
ing was historically pivotal in creating what we now know as Silicon Valley, but has atro-
phied in recent decades.440 The draft U.S. Innovation and Competition Act and America 
COMPETES Act, although not without problematic elements, mark important steps to-
ward committing greater federal resources to R&D. Second, Congress should invest more 
in the social and physical infrastructure that supports technological innovation and access. 
Examples include STEM education (at all levels), STEM workforce training, a national re-
search cloud, and rural broadband.441 Third, the Justice Department and the Federal Trade 
Commission should continue stepping up their antitrust scrutiny of the tech sector, and 
Congress should move forward with intelligent statutory reforms to promote competition. 
These would help ensure that the U.S. tech sector remains dynamic and innovative.
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OBTAINING GENERAL LEVERAGE  
OVER CHINA

Technology itself is not always the sole concern animating U.S. tech policy. In the China 
context, U.S. leaders have sometimes used the technology relationship as a pawn in wider 
bilateral negotiations. For example, the Trump administration used its Entity List designa-
tions of ZTE and Huawei to help advance broader trade talks with China. During the talks, 
Trump rescinded the ZTE designation as a personal gesture to Xi, and held out the prospect 
of sparing Huawei during subsequent negotiations.442 Yet Trump did not use these chits to 
secure major concessions on tech-related issues like intellectual property protection. He 
accepted relatively weak commitments on those issues and instead bargained for China to 
buy more U.S. agricultural products and grant market access to American financial services 
firms. In a roundabout way, Trump used the leverage of technological controls to move 
China on unrelated matters.

The Entity List designations of ZTE and Huawei, and the attempted ban and forced sale 
of TikTok, suggested a template. These episodes taught U.S. policymakers that they held 
the power of life and death over certain Chinese tech companies, and that Beijing prizes 
these companies enough to bargain over 
their fate. Given how much Washington 
wants from China in numerous domains, 
and how few reliable tools the United 
States has for bringing Beijing to the table, 
there is strong temptation to use technol-
ogy controls as a bargaining chip in non-
technology-oriented negotiations.

It is hard enough to design a U.S. 
tech policy that succeeds on its own 
terms. This can become virtually 
impossible if tech issues become 
entangled with unrelated objectives.
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This kind of maneuver should be rare, however. Because U.S.-China technology ties are so 
important and sensitive in their own right, there are few other issues salient enough to jus-
tify their use as a bargaining chip. Doing so risks adding even more pressure to an increas-
ingly fragile technology relationship. It is hard enough to design an American tech policy 
that succeeds in addressing the complex set of challenges and opportunities that China 
represents. This can become virtually impossible if tech issues become entangled with, and 
subordinated to, unrelated policy objectives.

RECOMMENDED POLICIES AND PROCESSES

The president should instruct regulatory agencies, diplomats, and trade negotiators not to 
use China-related technology restrictions as leverage for unrelated matters, barring excep-
tional circumstances. Biden should consider exceptions only when they are likely to ad-
vance a handful of supreme priorities, such as combating climate change. Before making an 
exception, the president should ask the Intelligence Community and his negotiating team 
about the odds that doing so would help win valuable concessions from Beijing.

CASE STUDIES

Phase One trade talks. Trump’s maneuvers in trade talks with China illustrate both the 
promise and the peril of using technology controls as general bilateral leverage. ZTE was 
originally placed on the Entity List in 2016 for violating U.S. sanctions against Iran and 
North Korea. So when Trump later granted the company a reprieve to advance his trade 
talks with China, domestic critics argued that he had compromised U.S. national security.443 
The gambit did make sense in theory. The Phase One trade talks provided a rare opportu-

nity to address structural issues in the U.S.-
China economic relationship—a prospect 
of surpassing value to the American people. 
By comparison, unyielding enforcement 
of sanctions on Iran and North Korea was 
relatively unimportant.

In the end, though, Trump squandered 
whatever leverage these tactics gave him. He chose to focus his Phase One deal on minor 
matters like the trade deficit, while neglecting more central grievances such as Chinese 
subsidies and forced technology transfer. The Entity List maneuver therefore accomplished 
little—except that it caused China and many other observers to see the list itself as a tool of 
realpolitik, not a legitimate national security instrument.

Trump’s maneuvers in trade talks 
with China illustrate both the promise 

and the peril of using technology 
controls as general bilateral leverage.
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Climate change. The Biden administration may face its own decision points in climate 
change negotiations with China. China has already made some recent climate commit-
ments, but much more work remains. Given the paramount importance of addressing cli-
mate change, Biden should consider whether defensive technology measures could serve as 
bargaining chips—tightening restrictions to increase U.S. leverage, or loosening them to 
facilitate a deal. The Justice Department, for example, agreed in September 2021 to resolve 
charges against Huawei CFO Meng Wanzhou, allowing her to leave Canadian custody and 
return to China. Two Chinese scholars told the South China Morning Post that the move 
would make Beijing more willing to cooperate on climate and other issues.444 Weeks later, 
the United States and China signed a new bilateral climate agreement.445

KEY OFFENSIVE POLICIES

Washington is right to seek leverage over Beijing, though the best and most appropriate 
sources of leverage will vary depending on the issue at hand. In general, the United States 
will have the strongest leverage when it can rally multiple major countries to its side. The 
Biden administration has therefore tried to build coalitions of allies and partners on such 
issues as China’s human rights record, its cyber operations, and more. Granted, building 
and sustaining these international coalitions is a challenging task. Compared to the United 
States, most other countries—even close U.S. partners such as the Five Eyes, the European 
Union, Japan, and South Korea—tend to be more accommodative toward China. Biden 
can help set America’s China-related global diplomacy on the right course, but these diplo-
matic challenges will likely outlast his administration.
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SHAPING U.S. DOMESTIC NARRATIVES

China-related technology controls can be used to shape American public discourse and 
political narratives. There are both legitimate and dubious reasons for doing so.

First, U.S. leaders sometimes use announcements of new technology restrictions to raise do-
mestic awareness about tech threats from China and thereby shock complacent private ac-
tors into more careful behavior. For context, the government does not directly control most 
of the U.S.-China technology relationship. On a day-to-day basis, American businesses 
and academic institutions choose when and where to cooperate with Chinese counterparts, 
weighing risks and benefits according to their own tolerances. When private stakeholders 
do not seem to fully appreciate the risks of technological cooperation with China, U.S. gov-
ernment restrictions can be a powerful messaging tool. Of course, the government should 
first try to communicate directly with these stakeholders and share appropriate evidence 
about specific threats.

Second, and more questionably, U.S. leaders sometimes institute China-related technology 
controls as part of domestic political gamesmanship. Anti-China measures are often popu-
lar. U.S. politicians may see them as opportunities to burnish national security and populist 
credentials, especially during election season. Even the most enlightened U.S. leaders will 
sometimes have mixed motives. From a policy perspective, this is worrisome. Parochial 
political concerns should never motivate something as serious as technological decoupling. 
The government should institute guardrails to minimize this behavior.
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RECOMMENDED POLICIES AND PROCESSES

Executive branch agencies should adhere to regularized procedures for evaluating technol-
ogy controls wherever possible. In many cases, regulatory agencies have long-standing inter-
nal processes and statutory constraints, such as the Administrative Procedure Act, overseen 
by the courts. In other cases, broad presidential powers (like IEEPA) can be wielded quite 
freely, including as a way to circumvent normal decisionmaking by agencies. These short-
cuts should be reserved for exceptional situations, such as when the government must act 
immediately. And when the government creates new decisionmaking processes, such as 

the new ICTS supply chain security review 
regime, it should anticipate and account for 
potential abuse.

At the same time, oversight elements 
across the federal government should give 
special attention to China-related technol-
ogy controls, given the high policy stakes 
and the substantial risk of politicization or 

mismanagement. Congressional committees of jurisdiction and inspectors general at key 
agencies—particularly the Departments of Commerce, Defense, Treasury, and State and 
the Intelligence Community—should identify technology controls as a top oversight pri-
ority. To rally the oversight community, the Government Accountability Office should 
add technology controls to its High Risk List of federal activities “with vulnerabilities 
to fraud, waste, abuse, and mismanagement, or in need of transformation.”446 The list 
already includes entries for “Ensuring the Effective Protection of Technologies Critical 
to U.S. National Security Interests” and “Ensuring the Cybersecurity of the Nation,” but 
those categories do not capture the full scope of government activities and policy objec-
tives at issue.

CASE STUDIES

Huawei and ZTE. The Trump administration’s early actions against Huawei and ZTE 
helped to correct what had been relatively lax attitudes toward Chinese technology threats 
at leading U.S. universities. During Trump’s first two years in office, U.S. officials strug-
gled to persuade American universities to impose heightened scrutiny on technology col-
laboration with China. This changed in 2019, when Huawei was indicted on multiple 
federal charges and ZTE remained under several high-profile investigations. In response 
to these developments, prominent universities—including the Massachusetts Institute of 
Technology (MIT), Stanford, and the University of California, Berkeley—froze new col-
laboration with both Chinese companies.447 MIT went further, instituting a “new review 
process for ‘elevated-risk’ international proposals” involving China (as well as Russia and 

The development of China-related 
technology controls should adhere 

to regularized procedures and 
get special attention from federal 

oversight elements.
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Saudi Arabia). These university actions were responsible, well-tailored, and long overdue. 
They might not have happened without government pressure.

TikTok. In contrast, Trump’s actions against TikTok were badly tainted by the appearance 
of improper motives and methods. Trump sought to ban the app during a hard-fought 
presidential election campaign in which he sought to frame Joe Biden as weak on China. 
There is reasonable speculation that Trump’s ban was prompted in part by personal con-
versations with Facebook CEO Mark Zuckerberg, whose platform not only competes with 
TikTok but also served as a critical component of Trump’s electioneering infrastructure.448 
Trump then ordered TikTok’s owners to sell the company to an American firm based on the 
recommendation of CFIUS.449 Rejecting the bids seen by outside observers as most viable, 
he instead chose Oracle, whose leaders were political supporters.450

These red flags might have been dismissible if Trump’s TikTok actions were otherwise well-
grounded in a legitimate policymaking process. But the executive orders lacked meaningful 
detail, and their implementation had to be repeatedly delayed. A federal court later found 
the ban to be legally questionable and prevented it from coming into effect, before Biden 
eventually reversed it.451

KEY OFFENSIVE POLICIES

If U.S. leaders want to look strong on China, they should support some of the many nonre-
strictive policies highlighted throughout this report, each of which would help protect U.S. 
national security, economic prosperity, and values in the face of serious challenges from 
Beijing. Meanwhile, U.S. officials should focus on sharing factual, responsible assessments 
of Chinese technology threats with American businesses, universities, and the public. Many 
private stakeholders are clear-eyed about these threats and want detailed, actionable infor-
mation from the government.

At the same time, Washington must be careful not to exaggerate China tech threats. The 
overheated rhetoric of the Trump administration did much to damage the U.S. govern-
ment’s credibility on this issue and inflame public opinion. To reverse these trends, the 
Biden administration must be prepared to listen as much as talk—to hear directly from 
private stakeholders about what they see as the costs and benefits of U.S.-China technologi-
cal decoupling and governmental technology controls.
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CONCLUSION

U.S.-China technological decoupling is extraordinarily complex, yet American strategy and 
policy debates are too often simplistic and vague. This report has sought to clarify how 
decoupling in a host of different technology areas could affect the gamut of American in-
terests. Even so, reality is orders of magnitude more intricate and dynamic than what can 
be presented here. Washington must account for the decisions of dozens of other countries 
involved in the global tech trade, and it must make sound policy choices while the U.S. po-
litical system continues to deteriorate—to name just two enormous challenges that deserve 
far more analysis.

Complexity and uncertainty are key reasons to pursue a centrist strategy that can hedge 
against multiple futures. By imposing focused, carefully designed technology restrictions, 
U.S. decisionmakers can conserve their most critical resources: time to assess the situation, 
and control over the decoupling process. This report has offered a concrete picture of what 
centrist decoupling might look like and how implementation could work at the agency 
level. It has also demonstrated several points 
that further bolster the case for a centrist ap-
proach to decoupling.

First, the most strategically significant tech-
nologies (like 5G telecommunications equip-
ment and semiconductors) are few in number 
and already subject to strong U.S. govern-
ment controls. A handful of technology areas 

Focused, carefully designed 
technology restrictions can help  
U.S. decisionmakers conserve their 
most critical resources: time to 
assess the situation, and control  
over the decoupling process.
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may need tighter China-oriented restrictions—for example, drone swarms, the U.S. bulk 
power system, and technologies sold to Xinjiang. Yet certain China-focused controls seem 
counterproductive in a number of other high-profile areas, such as geolocation data, social 
media platforms, and consumer devices like smartphones. While future circumstances may 
justify increased decoupling, U.S. technology controls should not be greatly expanded at 
this time.

Second, official U.S. policy goals remain dangerously vague and open-ended across the 
board. Washington must publicly clarify its vision for the global tech trade and set more 
achievable ambitions for countering techno-authoritarianism, maintaining a military edge 
over China, and preventing Chinese espionage, sabotage, and influence operations. These 
are all important U.S. interests, but none would currently justify broad-based technology 
controls. Even so, U.S. rhetoric and policy actions continue to suggest the possibility of a 
costly and quixotic expansion of China-oriented controls. Clearer, narrower public messag-
ing by U.S. leaders would help to focus agencies on those problems they can realistically 
address with restrictive tools and reduce the motivation of China and others to seize control 
of the decoupling process.

Third, “offensive” (self-improvement) policies have the greatest long-term potential for 
strengthening American technology leadership, competitiveness, and resilience. Granted, 
many offensive policies face substantial hurdles to implementation. The United States has 
so far lacked the political will to accelerate transformation of its military forces, create na-
tional cybersecurity and data privacy standards, or begin to repair the domestic information 
ecosystem—just as the centrists fear. But failure to enact these and other needed reforms 
would mean wasting the extra time that “defensive” measures can provide, placing U.S. 
security and prosperity at risk. Perhaps the rise of a formidable state rival such as China can 
finally persuade American leaders to take on fundamental challenges at home.

Not everyone will endorse a centrist strategy for technological decoupling or the specific 
policies recommended here. Some may doubt whether a comprehensive strategy is possible 
or even useful. But all should agree that the United States needs sharper public debates on 
this critical set of challenges. If nothing else, U.S. officials and analysts should confront the 
hardest questions head-on. What kind of technological future does America hope to create? 
And how can the tools of government policy help to bring about such a world? U.S. nation-
al strength and well-being will depend, in large part, on how American leaders answer these 
questions in the years to come. They must act carefully. But first, they must think clearly.
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